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Managed CHECK IT Health Check
Services

1 WHAT THE SERVICE IS

Check (ITHC) services in line with NCSC (formerly CESG) requirements through partnership with trusted
suppliers holding CHECK, CREST and PCl DSS accreditation. Leidos provides analysis of systems and
networks to identify vulnerabilities, provide daily management throughout the engagement and detailed
reporting with remediation actions upon completion.

FEATURES

Large pool of CHECK, CREST, TIGER and PCl accredited testers.

Both application and infrastructure services are available, with detailed reporting.
Internal and external vulnerability testing (AWS/Azure/UKCloud clouds and hybrid).
Carried out using proven methodology and SC cleared staff.

Coverage of all Operating Systems and applications.

Tests carried out by green light status qualified personnel.

Black box and red team testing.

Device configuration reviews.

Intelligence from Open Web Application Security Project (OWASP).

Suitable government / CNI processing SECRET / TOP SECRET material.

BENEFITS

Highlights changes to be made to enhance security posture.

Detailed reporting on all exploitations, issues and concerns provided.
Prioritised recommendations for remediation allows quick and effective action.
Post testing remediation of Infrastructure as a service (laaS).

Post remediation testing remediation of Platform-as-a-Service (PaaS).

Post testing remediation of Software as a service (Saa$).

Assurance of security posture.

Satisfies UK Government annual Health check (ITHC) requirements.
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OVERVIEW

Leidos provides a fully tailored cloud health check to ensure your investment in cloud is delivering your
businesses’ requirements in an effective, secure and cost-effective manner. Leidos offers a complete range
of penetration testing services, providing NCSC CHECK testing through trusted partners. Services offered
include:

. Network penetration testing - Both internal and external penetration tests following the CHECK
standard.

. Application testing - Web and Desktop application testing to identify vulnerabilities.

. Wireless Penetration Testing - Test wireless networks to ensure they are secure.

] Server and Workstation build reviews - Ensure devices are correctly configured to minimise risks.

J Firewall ruleset review - Ensure boundary controls are effective and firewalls are effectively configured

to secure your perimeters.
o Full details of offerings are found here: https://cyber.leidos.com/resources/.

Consultancy is delivered on a time and materials or fixed price basis, on-site throughout the UK, or from any
of the Leidos offices. Leidos deploys staff from a wide pool of resources covering all technology and business
process service lines, as required.

2 ANY ONBOARDING AND OFFBOARDING SUPPORT YOU PROVIDE

Where relevant, Leidos will adopt a consultative approach with customers to define and validate their
requirements to determine how best to engage with the services. The onboarding and offboarding process
is dependent on the specific requirements of the solution, and the delivery methodology agreed upon.

3 PRICING

Please refer to the associated Pricing Document relevant to this Service.

4 TERMS AND CONDITIONS

Please refer to the associated Terms and Conditions Document relevant for our Service Offerings.

5 FURTHER INFORMATION

Please send your requirement to publicsector@uk.leidos.com. Alternatively, if you wish to discuss your
requirements in more detail, please send us the following information and we will be happy to contact you:

1. Your organisation name.

2. The name of this service.

3. Your name and contact details.

4. A brief description of your business situation.
5. Your preferred timescales for starting the work.
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ABOUT LEIDOS

Leidos is a leading partner to the UK government and the Scottish
government as well as having key client partners in transportation and
energy. Leidos employs 1300 people across the UK supporting technology
and business process transformation programmes for clients such as the
Home Office, the Ministry of Defence, the Metropolitan Police Service and
NATS.

The success of this work in the UK and beyond shows that we are a trusted
partner in the region and that our people can deliver innovative solutions to '
solve the most challenging problems. EEEREBERERERERE LY

LEVERAGING OUR CORE CAPABILITIES EEERiEE
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Our technical core capabilities define the areas in which technical
excellence is critical, not only for our business, but in the work we do daily
to help customers achieve the important missions on the frontlines of their
industry. Explore our core capabilities here.
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INCLUSION AND DIVERSITY IN LEIDOS UNITED KINGDOM

Leidos is committed to creating a diverse and inclusive workplace, where every colleague has the opportunity
to contribute, share their unique ideas and talents, and be supported in their career. Explore Inclusion and
Diversity in the UK here.

SOCIAL VALUE

We're committed to supporting sustainability initiatives, tackling workforce inequality and STEM education
by enriching the communities to our operations. Learn more about Social Value in the UK here.
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