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OP MODEL

1.0

Scope of our services

Accenture’s Security Risk & Architecture (SRA) Services help businesses prepare, protect, detect,
respond and recover to cyber security threats, whilst ensuring their security function is aligned with
their business outcomes and goals. We create practical, relevant security solutions by leveraging our
global resources, deep technical understanding and industry subject matter expertise.

Whether defending against known threats, quickly detecting and responding to the unknown or
stand up and running a best-in-class Security Operations Centre (SOC), we build resilience by
hardening organisations to protect their most critical assets, reducing their attack service, building

resilience and sharpening their response.

Activities

Conduct Data & Infrastructure Resilience
Workshops to analyse existing policies,
technology dependencies, and controls.

Define Minil Viable Busi to
prioritise recovery objectives and business-
critical operations.

Develop strategic roadmap to transform
resilience of critical digital core.

QOutcomes

Clear understanding of cyber resilience
requirements aligned to business needs.

Roadmap of prioritised initiatives for

strengthening resilience, mapped to
recovery goals.

2. Design, Build &

Transform

Activities

- Re-architect dependencies like Directory

Services for survivability and security.

Build and deploy Cyber Recovery Solution
infrastructure & automation as a secure

environment for rapid recovery.

Test and validate Infrastructure Recovery
Sequence for post-cyberattack recovery.

Deploy best Data Backup solution in
production to establish infrastructure
recovery readiness.

Qutcomes

» Recoverup to97% faster in the event of a

cyberattack.

» Reduce costs up to 30-40%, by enabling

build in the cloud vs. physical hardware.

[Figure 1 — SRA Op Model]

3. Run & Operate

Activities

- Maintain & continuously improve
systems with updates & automation
enhancements.

Partner with client to reevaluate
current infrastructure & cloud
requirements for opportunities to
optimise costs.

Outcomes

Enable rapid threat response with
automated monitoring and change
management.

Enable additional application and data
centre consolidation coupled with cost
optimisation transformation programs.

In an ever-evolving threat landscape, security leaders need visibility and assurance that they
understand, can protect and respond to threats against their most critical assets. We bring a market
leading cross industry Cyber Resilience service to our clients, underpinned by deep industry security
experts which helps us to understand the unique risks of our clients’ businesses. Our services apply
to nascent and highly mature business alike, improving cyber resilience through a combination of
deep understanding of threat and risk, thorough assessment, exercising and transformation services,
with strategic understanding and business acumen.

A truly resilient organisation requires a comprehensive strategy that integrates technology, people,
and processes to anticipate, withstand, and recover from disruption. We focus on innovative
solutions for clients who are building and maturing their cyber security capabilities to address
evolving threats and their unique risks through preparation, threat led and risk-enabled security
programs. Our services help even the most mature businesses improve their cyber resilience by
aligning current and emerging security technologies to the business’ strategic requirements and
creating sustainable operations based on people and process.
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Our Strategic Approach to Cyber Resilience

To be resilient, an organisation must identify and agree the few critical operations that must stay
running in a cyber crisis, - and focus recovery plans and investment there first.

Minimum Viable Business: Providing a clear framework for deciding what must endure.

Our minimum viable business definition workshop defines the core assets of a business to provide a
viable framework for a relevant, focussed and effective resilience strategy. A clear framework for
deciding what must endure — mapping essential imperatives, processes, technology and data to
safeguard continuity when disruption strikes.

What is Minimum Viable Business?

A clear framework for deciding what must endure — mapping essential imperatives, processes, technology and data to
safeguard continuity when disruption strikes.

MVB

Resilience Strategy & Operational Imperatives
Agree that recovery during an incident focuses on restoring the Minimum Viable Business (MVB). A

Define imperatives that clearly represent essential business functions.

Critical Processes & People

Identify the core processes and key roles needed to deliver those imperatives. ‘

Critical Applications & Services

Pinpoint the essential apps and digital services supporting critical processes
—streamlined to minimum functionality.

Critical Infrastructure & Data

Ensure the foundational infrastructure and data, including networking,
required to enable critical apps and services

F'\ Strategic choices
{ X/;‘:’)| drive technical focus

N

Who's it For?

Accenture

Companies who want to develop and fortify their network defences and face a developing
threat picture, regulatory scrutiny or face new a new business context, such as the
integration of cloud computing, machine learning or artificial intelligence into their business
processes.

Business leaders facing challenges around aligning their strategic business direction with
their Security team’s goals.

Security leaders who need to respond to a changing threat landscape and want reassurance
that they are protecting the right parts of the business from attackers and investing in
effective tools and teams.

Building on the MVB definition, companies that want to implement their resilience strategy,
ensure survivability and security and to test and validate their responses.

Security teams needing broad and deep visibility across their network, assets, and critical
devices in order to detect and remediate cyber threats in real-time to meet regulatory
standards.
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Accenture Differentiation:

Accenture

We leverage subject matter advisors from across Accenture Security to help uplift and enable
security teams, embedding specialists at client site for quick and effective knowledge
transfer.

We do not just highlight the issues, we address them. With you, we deploy, test and validate
a transform security architecture to ensure survivability, ensuring that companies can
recover up to 97% faster and reduce costs of doing so by 30 — 40%.

We offer holistic strategic security consulting to go beyond maturity and gap assessments to
evaluate and improve the cyber resilience of our clients’ business assets and cyber defence
architecture. We deploy threat-based use cases, integrate technologies, and build defensive
processes that cut down time to detect and respond to threats, while also improving our
clients’ operational resilience.

We help clients achieve comprehensive visibility across their enterprise, everywhere
business happens, from OT to IT to Cloud. This allows for a single comprehensive view and
ensures security teams are able to build a proactive security posture, better triage events,
and more quickly resolve incidents.

We help clients spend less time on mundane tasks and more time on defending the business
from critical threats through the introduction of automation and orchestration capabilities.
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2.0 Pricing

Please refer to the associated pricing document/ rate card relevant for this service.
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3.0 Contacts

Email: UK. TenderMonitoring@accenture.com

Telephone: +44 (0) 20 7844 4444
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4.0 About Accenture

Accenture is a leading global professional services company that helps the world’s leading
businesses, governments and other organisations build their digital core, optimise their operations,
accelerate revenue growth and enhance citizen services—creating tangible value at speed and scale.
We are a talent- and innovation-led company with approximately 799,420 people serving clients in
more than 120 countries. Technology is at the core of change today, and we are one of the world’s
leaders in helping drive that change, with strong ecosystem relationships. We combine our strength in
technology and leadership in cloud, data and Al with unmatched industry experience, functional
expertise and global delivery capability. We are uniquely able to deliver tangible outcomes because of
our broad range of services, solutions and assets across Strategy & Consulting, Technology,
Operations, Industry X and Song. These capabilities, together with our culture of shared success and
commitment to creating 360° value, enable us to help our clients reinvent and build trusted, lasting
relationships. We measure our success by the 360° value we create for our clients, each other, our
shareholders, partners and communities
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