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1.0

Scope of our services

Service introduction

We offer a range of bespoke services that are focussed on our technical skills: reverse engineering,
vulnerability research and software development. These can be applied to engagements such as
product testing, malware analysis, and focussed or broad security research.

Service features

On shore security cleared team.
Reverse engineering, vulnerability research and software and hardware development
Product-Security-Testing of all security aspects providing holistic-assurance

Penetration test elements: web interface/mobile application/hardware and Radio
Frequency-security

Analysis-of-malware-samples to help organisations better defend against faced
threats

Cyber-Security-Intelligence: an attacker’s view on your organisation from the outside
Bespoke investigations into company, personal or third party security

Development and delivery of demos, Proofs-of-Concepts and Presentations

Service benefits

Accenture

Enlist expert cyber security researchers to solve complex requirements

Includes vulnerability and security research, reverse engineering and software
development

Provide additional value to standard security consultancy
Deliver standalone research into specific products, services, platforms or topics

Planned and delivered using a lightweight Agile research process
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Cyber Lab - Key Skills

Secure Transformation Services deliver lasting value from our deep expertise in DataOps.
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Research Development Our research often leads
We carry out research Our research leads to to Proofs-of-Concept

into new security new capability for our technology and training
techniques, tools, Cyber teams, and demonstrations.
vulnerabilities and refinements to

exploits. This covers a existing services and

range of platforms, from capabilities.

traditional desktops to

cloud, mobile and

embedded systems.

Keeping ahead in Cyber Security requires continual research and development. The Secure
Transformation Services Cyber Lab delivers innovative research to support our Cyber business and
our customers.

Consultancy Services — How We Can Help?
We can apply our research skills to your problems:
Cyber Security Research Consultancy

Our Cyber Lab team specialises in reverse engineering, vulnerability research and the development of
tools and Proofs-of-Concept.

» Standalone research and development
* To complement a traditional Penetration Test with in-depth research
» Wide or narrow focus, depending on scope
» Broad range of platform experience
Product Testing Strategy

The security of your equipment, tools and services is your own security. From access control systems
to enterprise software, if it is part of your business, it is part of your attack surface.
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Our Cyber Lab and certified penetration testers can test all the security aspects of a product,
providing holistic assurance:

+  Web interface

+ Backend infrastructure

* Mobile application

* Hardware security

* Radio Frequency security
Cyber Security Intelligence

Our cyber security intelligence offerings give you an attacker’s view on your organisation and its
dependencies, from the outside.

» Are you on top of your threats and attack surface?
* What does your company look like to an external attacker?
* What is out there on the Internet and Dark Web that affects your organisation’s security?
*  What do you know of your suppliers’ security?
Service Scoping and Delivery
» Typically bespoke scope from a detailed scoping and proposal process

+ Time and Materials costing on industry standard day rates

» Delivery follows a lightweight Agile-style research process

®

Enquiry Scoping Proposal Reporting
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2.0 Pricing

Please refer to the associated pricing document/ rate card relevant for this service.
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3.0 Contacts

Email: UK. TenderMonitoring@accenture.com

Telephone: +44 (0) 20 7844 4444
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4.0 About Accenture

Accenture is a leading global professional services company that helps the world’s leading
businesses, governments and other organisations build their digital core, optimise their operations,
accelerate revenue growth and enhance citizen services—creating tangible value at speed and scale.
We are a talent- and innovation-led company with approximately 799,420 people serving clients in
more than 120 countries. Technology is at the core of change today, and we are one of the world’s
leaders in helping drive that change, with strong ecosystem relationships. We combine our strength in
technology and leadership in cloud, data and Al with unmatched industry experience, functional
expertise and global delivery capability. We are uniquely able to deliver tangible outcomes because of
our broad range of services, solutions and assets across Strategy & Consulting, Technology,
Operations, Industry X and Song. These capabilities, together with our culture of shared success and
commitment to creating 360° value, enable us to help our clients reinvent and build trusted, lasting
relationships. We measure our success by the 360° value we create for our clients, each other, our
shareholders, partners and communities
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