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Prova Risk Ltd – G-Cloud Terms and Conditions. 
 
1 Overview 
 

 These Terms and Conditions (“Terms”) govern access to and use of the Prova Risk Platform 
(“Service”) provided by Prova Risk Ltd, registered in England and Wales.  Use of the Service 
indicates acceptance of these Terms. 

 
 In the event of any conflict or inconsistency between these Terms, the G-Cloud Call-Off Contract, 

the Service Definition, and any Order Form, the following order of precedence shall apply: 
 

 (a) the G-Cloud Call-Off Contract (including its Schedules), 
 (b) the Order Form or Call-Off Order, 
 (c) the Service Definition, and 
 (d) these Terms. 

 
2 Definitions. 
 
“Customer” means the organisation procuring access to the Service. 
 
“User” means any individual authorised by the Customer to access the Service. 
 
“Supplier” means Prova Risk Ltd. 
 
“Agreement” means these Terms together with the Customer’s applicable Order Form, 
G-Cloud Call-Off Contract, or equivalent purchase document. 
 
“Data” means all information entered, uploaded, or generated through the Service by or for the 
Customer. 
 
“Personal Data” has the meaning given in the UK Data Protection Act 2018. 
 
“Service Definition” means the document setting out service scope, service levels, support 
arrangements, and technical specifications as published by the Supplier and referenced in the Order 
Form or Call-Off Contract. 
 
3 Service Provision. 
 

 The Supplier will provide access to the Service as a hosted software platform via a secure web 
interface. 

 
 The Service will be delivered with reasonable skill and care, in accordance with these Terms and 

any applicable Service Definition. 
 

 The Supplier may modify the Service from time to time to improve performance, security, or 
compliance, with reasonable notice where functionality changes materially. 

 
4 Customer Responsibilities. 
 
The Customer shall: 
 

 Ensure authorised Users comply with these Terms. 
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 Use the Service only for lawful and internal business or statutory purposes. 
 

 Maintain the confidentiality of authentication credentials. 
 

 Not attempt to bypass security mechanisms or reverse-engineer the Service. 
 

 Ensure its Data inputs do not contain malicious code or infringe third-party rights. 
 
5 Service Levels and Availability. 
 

 Service targets are as published in the applicable Service Definition, including availability, incident 
response times, and recovery objectives. 

 
 Planned maintenance will, where practicable, be scheduled outside UK business hours with 

advance notification. 
 

 The Supplier does not guarantee uninterrupted or error-free operation but will take all reasonable 
steps to minimise disruption. 

 
6 Data Ownership and Control. 
 

 The Customer retains full ownership of all User generated Data at all times. 
 

 The Supplier shall have no rights in the Data other than to host, copy, and process it for the sole 
purpose of delivering the Service. 

 
 The Supplier shall not access Customer Data except as strictly necessary to provide support, 

maintenance, or to comply with legal obligations. 
 

 The Supplier shall not exercise any lien or right of retention over the Customer’s Data, including in 
the event of a dispute over payment. 

 
7 Data Protection and Privacy. 
 

 Each party shall comply with applicable data-protection law, including the UK GDPR and 
Data Protection Act 2018. 

 
 The Supplier acts as Data Processor and the Customer as Data Controller, except where otherwise 

agreed. 
 

 The Supplier will process Personal Data only on documented Customer instructions and will 
implement appropriate technical and organisational measures to protect that data including 
appropriate pseudonymisation and access-control measures. 

 
 Sub-processors will be approved in advance and bound by equivalent contractual obligations. 

 
 The Supplier will promptly inform the Customer of any Personal Data Breach and cooperate in 

related notifications or investigations. 
 

 Personal Data will be stored within the United Kingdom unless otherwise agreed in writing, in 
which case appropriate UK-approved transfer mechanisms will apply. 
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 The parties agree that the details of processing required under data protection law (including 
subject matter, duration, nature and purpose of processing, categories of data subjects and types 
of personal data) are set out in the Data Processing Schedule or Annex referenced in the Service 
Definition and/or Call-Off Contract, which shall form part of this Agreement. 

 
8 Security and Compliance. 
 

 The Supplier maintains an information-security management system aligned to ISO 27001 and 
NCSC Cloud Security Principles. 

 
 The Supplier holds Cyber Essentials certification and ensures subcontractors processing personal 

or Official data meet equivalent standards. Certificates and evidence are available on request. 
 

 All Data will be encrypted in transit and at rest. 
 

 Supplier personnel are subject to confidentiality undertakings and access controls based on job 
role and need-to-know. 

 
 The Customer must notify the Supplier immediately of any suspected security compromise within 

its user environment. 
 

 The Supplier will maintain professional indemnity, public liability and employers’ liability 
insurance at not less than the minimum levels specified in the applicable G-Cloud 15 framework 
and Call-Off Contract. Evidence of such insurance shall be provided to the Customer on 
reasonable request. 

 
 The Supplier maintains documented business continuity and disaster recovery arrangements 

aligned with industry-recognised best practice and will review them at least annually.” 
 
9 Intellectual Property Rights. 
 

 All intellectual property in the Prova Risk platform, including software code, interface design, 
workflows, algorithms, risk logic, and documentation, remains the sole property of Prova Risk Ltd. 

 
 The Customer receives a non-exclusive, non-transferable licence to use the Service during the 

subscription term for authorised purposes only. 
 

 The Customer retains intellectual property rights in all Customer Data and uploaded materials. 
 

 The Customer may not copy, adapt, reverse-engineer, decompile, disassemble, or replicate any 
part of the platform. 

 
 The Supplier takes Intellectual Property (IP) protection seriously and reserves all rights and 

remedies available at law in respect of any unauthorised use or infringement of its IP. 
 
10 Payment and Invoicing. 
 

 Fees are as set out in the submitted G-Cloud pricing document. 
 

 Unless otherwise agreed, invoices are payable within 30 days of issue. 
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 In the event of undisputed non-payment, the Supplier may, following prior written notice and a 
reasonable opportunity to remedy, suspend access to the Service. Any such suspension shall be 
exercised in accordance with the terms of the applicable G-Cloud Call-Off Contract and shall not 
affect the Customer’s statutory or contractual rights. 

 
11 Warranties and Disclaimers. 
 

 The Supplier warrants that the Service will perform materially as described in the Service 
Definition and will be provided with reasonable skill, care, and diligence, and will be provided in a 
manner consistent with the stated security and compliance commitments. 

 
 The Service is not warranted for integration with third-party systems unless explicitly stated in the 

Order Form. 
 

 Except as expressly stated, all other warranties and conditions are excluded to the maximum 
extent permitted by law.  For the avoidance of doubt, nothing in this clause limits or excludes any 
rights or remedies that the Customer may have under the G-Cloud Call-Off Contract or that 
cannot lawfully be limited or excluded. 

 
 The Supplier does not warrant uninterrupted availability or fitness for a specific purpose beyond 

stated functionality. 
 

 The Prova Risk platform will not be used to process personal data in a way that undermines 
compliance. 

 
12 Subscription Compliance. 
 

 Where the Customer’s subscription is subject to renewal under the applicable G-Cloud Call-Off 
Contract or Order Form, the Supplier will issue reminder notices in line with applicable UK 
regulatory requirements (including the Digital Markets, Competition and Consumers Act 2024). 
Where permitted by the Call-Off, the Customer may cancel or terminate at the end of the 
then-current subscription period by providing written notice prior to renewal. Nothing in this 
clause limits any termination rights available to the Customer under the Call-Off Contract. 

 
13 Liability 
 

 Neither party limits or excludes liability for death or personal injury caused by negligence, fraud, 
or any other liability that cannot be excluded by law. 

 
 Subject to clause 13.1 and any categories of liability which cannot lawfully be limited under the 

G-Cloud Call-Off Contract or applicable law (including, where stated in the Call-Off, certain data 
protection, confidentiality and intellectual property infringement liabilities), each party’s total 
aggregate liability under or in connection with this Agreement shall not exceed the total Fees paid 
or payable by the Customer for the Service during the preceding twelve (12) month period. 

 
 Neither party shall be liable for indirect, consequential, or special damages, including loss of 

profits, revenue, or business opportunity. 
 

 The Supplier shall not be liable for delays or failures caused by events beyond its reasonable 
control, including third-party network or cloud-provider failures. 
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14 Suspension. 
 

 The Supplier may suspend access to the Service immediately if: 
 

 The Customer breaches these Terms and fails to remedy within a reasonable period.  Any 
suspension under this clause shall be proportionate, shall be notified to the Customer in writing 
where practicable, and shall be exercised in accordance with the applicable G-Cloud Call-Off 
Contract.; or 

 
 Suspension is required for security, maintenance, or legal compliance. 

 
 Service will be restored promptly once underlying issues are resolved. 

 
15 Termination 
 

 Either party may terminate the Agreement by written notice if: 
 

 The other party commits a material breach and fails to remedy within 30 days of notice; or 
 

 The other party becomes insolvent or ceases substantive operations. 
 

 In addition, where the Customer is procuring the Service under a G-Cloud Call-Off Contract, the 
Customer may terminate this Agreement and the associated Call-Off, in whole or in part, for 
convenience by giving the period of notice specified in the Call-Off Contract. 

 
 Upon termination: 

 
 The Customer may export all Data prior to final closure and, where requested, the Supplier will 

continue to make the Data available for a reasonable period following termination or expiry 
(which shall be no less than 30 business days, unless otherwise agreed in the Call-Off Contract) 
to support the Customer’s transition or exit arrangements. 

 
 The Supplier will securely delete remaining Data following Customer confirmation and provide 

written assurance of deletion. 
 

 Termination does not affect rights or obligations accrued before termination. 
 
16 Confidential Information 
 

 Each party agrees to treat as confidential all information disclosed by the other that is marked 
confidential or would reasonably be understood as confidential. 

 
 This obligation survives termination for a period of five years. 

 
17 Audit and Compliance. 
 

 The Customer may request evidence of Supplier compliance with stated standards (e.g., 
ISO 27001, penetration-test summary, Cyber Essentials certificate). 
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 Formal audits may be conducted on reasonable prior notice and subject to appropriate 
confidentiality and security requirements. The Supplier will cooperate with any audit, inspection 
or review carried out by the Customer, Crown Commercial Service, the National Audit Office, or 
any other UK government audit body acting under statutory or contractual powers, to the extent 
required by the applicable G-Cloud Call-Off Contract. 

 
18 Accessibility and Equalities. 
 

 The Service is designed to conform with WCAG 2.2 AA accessibility standards. 
 

 The Supplier will take reasonable steps to ensure the Service supports the Customer’s obligations 
under the Equality Act 2010. 

 
19 Force Majeure. 
 

 Neither party shall be responsible for failure to perform obligations (other than payment) due to 
causes beyond reasonable control, including natural disasters, network outages, or governmental 
actions. 

 
20 Assignment and Subcontracting. 
 

 The Customer shall not assign or transfer its rights or obligations under this Agreement without 
the Supplier’s prior written consent, except where the Customer is permitted to do so under the 
applicable G-Cloud Call-Off Contract or where such assignment is required or permitted by law. 

 
 The Supplier may subcontract elements of Service delivery provided it remains wholly 

accountable for performance and compliance. 
 
21 Notices. 
 

 All notices must be in writing and delivered to the parties' registered business addresses or 
agreed electronic addresses. 

 
 Email notices are deemed received on the next business day. 

 
22 Governing Law and Jurisdiction. 
 

 This Agreement is governed by and construed in accordance with the laws of England and Wales. 
 

 Disputes shall be subject to the exclusive jurisdiction of the English courts. 
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23 Entire Agreement. 
 

 These Terms, together with the Service Definition and any relevant Order Form or Call-Off 
Contract, constitute the entire agreement between the parties in respect of the Service and 
supersede any prior understanding relating to the Service, provided that nothing in these Terms 
amends, supersedes or reduces the rights and obligations set out in the applicable G-Cloud 
Call-Off Contract. 


