F8 Networks — Service Definition

Certified Data Erasure, Sanitisation & Secure Destruction Services

Service Overview

F8 Networks provides certified data erasure, sanitisation, and destruction services to ensure sensitive information is
permanently and verifiably removed from physical media, devices, and cloud environments. The service delivers
compliant erasure, destruction, and audit-ready evidence aligned with UK government, NCSC, and data protection
standards.

G-Cloud Lot: Lot 3 — Cloud Support

Service Categories

Security Services; Ongoing Support.

Key Features

- Certified software-based data erasure

- Media sanitisation aligned to NIST and HMG standards
- Physical media destruction services

- Certificates of data destruction and erasure

- Secure on-site data destruction

- Cloud data decommissioning and secure deletion

- Regulatory evidence packs

- Audit and compliance reporting

Benefits

- Permanent and verifiable data removal

- Reduced risk of data breaches

- Clear audit trails for compliance

- Alignment with government security standards

- Improved confidence in secure decommissioning

Service Constraints

The service requires access to in-scope assets, media, or cloud environments. Delivery timescales depend on data
volumes, media types, and security requirements. On-site services are delivered by prior agreement and subject to
safety and regulatory controls.

Support Levels

Standard (planned erasure and reporting), Enhanced (priority scheduling and enhanced evidence packs), and
Premium (on-site destruction, accelerated turnaround, and Technical Account Manager support). Pricing varies by
scope and data volume.



