
F8 Networks – Service Definition

Cyber Security Product Assurance & Secure Delivery Services

Service Overview

F8 Networks provides Cyber Security Product Assurance services to ensure systems and digital products are
designed, built, and deployed securely. The service delivers security-by-design reviews, threat modelling, control
validation, and delivery assurance across architecture, development, and go-live, aligned with UK government and
industry standards.

G-Cloud Lot: Lot 3 – Cloud Support

Service Categories

Security Services; Quality Assurance and Performance Testing; Ongoing Support.

Key Features

- Security-by-design architecture and solution reviews

- System and solution security assessments

- Threat modelling and design validation

- High-level and low-level security documentation

- Secure implementation and delivery support

- Control testing and validation

- Secure SDLC and DevSecOps assurance

- Architecture risk assessments

- Go-live security readiness reviews

- Post-implementation security assurance

Benefits

- Reduced security risk early in delivery

- Improved security quality of products

- Earlier identification of design weaknesses

- Stronger assurance for go-live decisions

- Clear audit and governance evidence

Service Constraints

The service is primarily delivered remotely and depends on access to relevant design artefacts, documentation, and
delivery teams. The service provides assurance and advisory support and does not assume responsibility for
delivery decisions. Onsite and out-of-hours support is available by agreement.

Support Levels

Standard (business-hours support), Enhanced (priority handling with named assurance specialist), and Premium
(24×7 support for critical releases with a Technical Account Manager). Support is provided as a fixed service cost
based on scope and system criticality.


