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Bug Bounty Licenses - Triage Included

e Triage up to 100 Reports £27,000.00
e Triage up to 500 Reports £49,000.00
e Triage up to 1000 Reports £95,000.00
e Triage up to 2000 Reports £170,000.00
e Triage up to 3000 Reports £250,000.00
e Triage up to 5000 Reports £380,000.00

Bug Bounty Licenses - Triage not included

e Basic - £25,000.00 - Limited to Private Programs only
e Enterprise - £50,000.00 - Options for Private and Public programs

Notes:

e Licenses are annual subscriptions
e Triage quota expires after 12 months, and is re-set at renewal
e Bounty Budget (funds to pay researchers) are not included, and need to be added
as a separate cost
e Savings for multi-year service terms
o 2% discount on 24 Months
o 5% discount on 36 and 48 Months
e All pricing excludes VAT
e Prices listed are fixed for the duration of the G-Cloud Framework. However, at the
call-off stage, pricing may be subject to adjustment in line with the call-off contract
terms, for example to reflect inflationary changes or increases in third-party
supplier costs (e.g. major cloud platform providers such as Microsoft Azure or
AWS).
¢ Individual Prices may increase during the contract as per CCS guidelines at call-off

level, where reviews have been agreed by both parties prior to the contract award.
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Bounty Budget

Bug bounty rewards are not included in the platform licence fee. Customers allocate a
separate “bounty budget” that is paid directly to security researchers based on the

vulnerabilities they identify.

Because bounty rewards depend entirely on the customer’s chosen scopes, asset size,
criticality, and internal risk appetite, it is not possible to provide a fixed cost in advance.
Typical bounty budgets can range from modest amounts for small or narrow scopes to

higher allocations for broad or large scale environments.

All bounty funds are invoiced by YesWeHack, and upon payment are deposited into a

dedicated e-wallet within the YesWeHack platform. The customer retains full control and
ownership of these funds at all times. Unused funds roll over year to year, and customers
may withdraw remaining funds on request. If a contract ends, YesWeHack will reimburse
any remaining balance, provided all outstanding reports and associated bounty payments

have been settled.

During onboarding, YesWeHack works with the buyer to define the payout of each
vulnerability. This is decided based on the security posture of the scopes to be tested:
e Program scope and rules of engagement
e Severity-based reward ranges based on CVSS

e Expected participation volume

Low security posture:
e Scopes that are rarely, or never, tested
e Low IT security maturity

Moderate security posture:

e Some audits carried out on scopes
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e Medium level of IT security maturity

e Dedicated security team and processes

High security posture:

e Frequently tested scopes

e Mature security program

e Complex environment

Typical bounty ranges can be found below for guidance, but final bounty ranges are

entirely unique to each program and customer.

Severity Security Posture: Security Posture: Security Posture:
Low Medium High

LOW (CVSS 0-3.9) £50.00 £100.00 £250.00

MEDIUM (CVSS 4-6.9) | £200.00 £350.00 £750.00

HIGH (CVSS 7-8.9) £500.00 £1,000.00 £2,500.00

CRITICAL (CVSS 9-10) | £1,000.00 £3,000.00 £10,000.00

»

The final bounty budget is fully controlled by the customer. YesWeHack charges no uplift

or commission on bounty payouts.

Indicative Bug Bounty Bounty Budget (12-Month Period)

Further to the bounty ranges, we can provide guidance on the bounty budget. This is an

indicative, customer-owned fund used to reward valid, in-scope vulnerability

submissions. Actual spend will vary based on scope, asset complexity, and researcher

activity.

Low Maturity Program

Indicative Annual Budget: £5,000 - £25,000

e First-time or early-stage Bug Bounty program
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e Broad or evolving scopes
e Slowly scaling program

e Private program

Medium Maturity Program
Indicative Annual Budget: £25,000 - £75,000

e Established security controls and prior testing activity
e Defined and growing asset inventory

e Moderate volume of findings

e More targeted and efficient researcher activity

e Private or Public program

High Maturity Program
Indicative Annual Budget: £75,000 - £150,000+

e Mature security program
e Mix of broad scopes through to narrow, high-value or business-critical assets
e Complex or bespoke systems

e Private and Public programs

Seasonal Discounting

e A seasonal discount of 7.5% on bug bounty licenses is available for purchases
made between October 1st and December 31st, each year the framework contract
is live.

Enterprise Style Deals

e Enterprise-level commercial arrangements may be considered on a case-by-case

basis, subject to G-Cloud framework rules.



