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Cyber Essentials
£950

One-off external vulnerability scan (up to 50 IPs) - £495**
Free optional external vulnerability scan (up to 20 IPs)

Reduced cost option for up to 65 IPs - £495

Cyber Essentials Plus

Pricing for Cyber Essentials Plus is based on organisation
size. The example provides costs for an organisation of
the size shown. We can provide services for organisations
of all sizes, and pricing will be tailored to your specific
requirements and environment.

Standard price includes 65 live external IP addresses,
10 end user devices, 2 cloud services, 2 servers

There is an additional fee of £950 for each additional
50 live external IP addresses in scope

There is an additional fee of £950 for each additional
15 user devices in scope

Managed Security Services
£885 per month

Pricing for managed cyber security services is based

on organisation size. The example provides costs for an
organisation of the size shown. We can provide services for
organisations of all sizes, and pricing will be tailored to your
specific requirements and environment.

Phising Assessments

Vulnerability Scanning

Cyber Security Awareness Training
Dark Web Monitoring

Quarterly Progress Reviews

NCSC CHECK (ITHC)
Penetration Testing
£950 - £1,400 per day

Our certified security consultants can assess all systems
including web applications, mobile applications, wireless,
infrastructure and cloud services. Our tailored services help
identify your unique threats and vulnerabilities.

For more detailed information regarding the elements of

an assessment, please refer to the table at the end of this
document. An assessment can encompass individual or all of
these items to fulfil your requirements.

CREST and CHECK
Penetration Testing
£950 - £1,400 per day

Our certified security consultants can assess all systems
including web applications, mobile applications, wireless,
infrastructure and cloud services. Our tailored services help
identify your unique threats and vulnerabilities.

For more detailed information regarding the elements of

an assessment, please refer to the table at the end of this
document. An assessment can encompass individual or all of
these items to fulfil your requirements.

*IASME certification cost to be added — cost varies depending on size of business

** Additional IPs or recipients can be added at extra cost
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Red Team Services
£1,400 - £1,800 per day

Red Teaming uses sophisticated techniques to identify the
business attack surface and exploit any weaknesses that are
identified, simulating a modern threat actor who may attempt
to compromise your organisation. Any vulnerabilities that are
discovered will be exploited if they provide a legitimate path to
the engagement'’s pre-defined objectives.

Our Red Team services are scoped per assessment inline with
your objectives to deliver the most realistic attack scenarios
using current Tools, Techniques and Procedures (TTPs) that are
used by todays APTs.

Secure Code Review
£950 - £1,400 per day

CCL delivers code audits by combining a manual review

with automated code review tools to ensure comprehensive
coverage. We endeavour to involve human intelligence to find
flaws such as application logic, design, structural issues that may
go unnoticed with just an automated tool.

For more detailed information regarding the elements of

an assessment, please refer to the table at the end of this
document. An assessment can encompass individual or all of
these items to fulfil your requirements.

cclsolutionsgroup.com
+44 (0)1789 261 200

First for digital forensics
and cyber security



CCL

SOLUTIONS
GROUP OO0

NCSC CHECK IT Health Check (ITHC)
Penetration Testing Scoping Detail

Scope Item

Build Reviews: Configuration and vulnerability review against an individual workstation / server in
line with CIS benchmarks

Internal Infrastructure Testing: Internal testing from a network perspective to identify any open
ports and vulnerabilities present on the systems within the environment

External Infrastructure Testing: External testing from a network perspective to identify any open
ports and vulnerabilities present on the systems exposed externally

Network Device Configuration Reviews: Static configuration review against network devices
within the environment

Web Application Testing: Authenticated testing of a web application to identify any security
weaknesses and business logic flaws

Wireless Network Testing: Security testing against a wireless network to identify any weaknesses
which could be exploited. Note: CCL also offers Leakage Testing and Rogue Access Point
Testing.

Database Configuration Reviews: Configuration review against CIS benchmarks to identify
configuration weaknesses within the database

Mobile Application Pen Testing: Authenticated testing of a mobile application to identify any
security weaknesses and business logic flaws. Note: This is per unique build eg. An application
developed for both iOS and Android would require this time each.

Cloud Configuration Review: Configuration review of AWS / Azure environments against CIS
benchmarks.

Pricing Information
« All invoices will be payable within 30 days of assessment completion
« All pricing is in GBP and exclusive of VAT

G-Cloud 15

Onsite

Onsite

Remote

Onsite / Remote

Onsite / Remote

Onsite

Onsite / Remote

Onsite / Remote

Remote

0.5 days per
system

1 day per 100 IP
addresses

1 day per 15 IP
addresses

0.5 days per
network device

1 day per 10
interactive pages

0.5 per SSID

0.5 days per
database

1 day plus 1
per day per
10 interactive
screens

0.5 days per
instance

- All pricing is offered on the basis that work will be conducted during normal business hours (Monday to Friday, 0900 to 1730)

« Any work carried out between the hours of 1730 and 0000 (midnight) on a Business Day will be charged at one-and-a half times the day rate

and between 0000 (midnight) and 0900 the next Business Day will be charged at twice the date rate

« Bank Holidays will also be charged at twice the day rate

« Additional costs including travel, subsistence and other reasonable expenses may be charged separately which is detailed in our terms

and conditions
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CCL Solutions Group
is one of Europe’s
leading digital AL
forensics, discovery

and disclosure,
and cyber security
specialists.

Our range of services have
been specially designed

to help clients tackle their
particular challenges
efficiently and effectively.
They provide a reliable, robust
solution every time, with
complete price certainty from
the outset.

Consultancy

CCL Solutions Group in numbers

30+ 8

year track record across of the UK's top 10 largest
public and private sector police forces supported

1st 10

CCL-Forensics was one of the key quality
first to be I1ISO 17025 accredited standards achieved

Our accreditations

CERTIFIED

G-Cloud 15

Digital
Forensics

Digital
Investigations

CCL

SOLUTIONS

GROUP OO0 Data

Discovery

Cyber

Training Security

11,000+ 150+

cases handled over forensic experts,
past five years investigators and analysts

1,500+ 4

custom scripts developed by continents with
our R&D Centre of Excellence active operations

CYBER
ESSENTIALS

\

CERTIFIED
PLUS
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