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Forensic Collections

CCL Fetch is forensic collections brought bang up to date. It brings together in-lab, on-site,
cloud-based and remote collections, together with targeted and advanced extraction, in

one solution. By providing a choice of solutions and focusing on reducing the requirement to
deploy experts to site, we're opening up access to any target device in the world — transforming
responsiveness, reach, and affordability.

Clients get the benefit of an optimal collection strategy based on all known variables, such as
device type, volume, location, sensitivity, jurisdictional obligations, time constraints and budget.

It is a sound choice for any organisation needing to acquire data quickly, defensibly and cost-
effectively for subsequent preservation, normalisation, processing, analysis, review and/or
investigation. Our digital forensics experts will suggest the best course of action dependent on
your case, implementing one or more of our CCL Fetch collection services.

Remote Collection

CCL Fetch gives you the option to have data collected Our team takes full control, just as they would in
without the need for travel, without delay and with an on-site scenario, removing the requirement to
minimal disruption to custodians. Where it's feasible ship hardware to the client: monitoring software

and permissible, remote collection is an attractive, performance, liaising with users or the instructing client,
convenient alternative to the typical scenario of either maintaining device and data continuity, and ensuring
securing and transporting devices manually to a digital everything is done to a robust, defensible standard.

forensics lab; or having an expert analyst physically
attend client premises to forensically image or
extracting data.
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Targeted Extraction

G-Cloud 15

Targeted extraction goes one stage further than standard remote collection from mobile devices, helping to
meet client concerns around privacy, confidentiality and compliance. It not only enables selective collection of
applications or data types specifically requested by the client, but the collection process can be viewed at all times.

Remote collection from mobile devices gives us the flexibility to filter by application, date range and contacts. We
use proven tools and techniques to maintain the integrity of the data collected while minimising the time taken for

the resulting output and subsequent analysis.

Cloud Collection

It is vital, in terms of completeness, to use a Cloud collection service that knows where to look and how to

collect in an evidentially-sound way. Our experts can help you to identify and safely collect and preserve data
from the disparate Cloud sources you may have, such as Microsoft 365, file hosting services such as Dropbox,
communication tools such as Slack and social networking services such as LinkedIn, Facebook Messenger and
Telegram. They will extract data which is synchronised across multiple devices; cover off the Cloud services in use
in one extraction; and deliver analysis of multiple services in the one report.

On-site Forensic Collection

There will always be scenarios that call for attended
on-site collections. CCL Fetch guarantees a forensic
approach to collecting data in a targeted, precise and
repeatable manner, however challenging the scale,
conditions or timeframe. We have the resources to
support rapid simultaneous deployment to multiple
sites, with expertise across a range of device/data types
and the strength in depth to cover large engagements.
We can also access a vast library of tools to give us the
most appropriate solution for our clients’ requirements,
including the class-leading SPEKTOR frontline triage and
rapid imaging solution.

In-lab Collection

On those occasions when remote or on-site collections
are not the preferred solution, devices can be brought
to CCL's ISO 17025 accredited digital forensics labs for
examination. Work is undertaken by Europe’s largest
team of experts, backed by one of the industry’s most
advanced R&D teams and proprietary tools that go far
beyond industry norms.

Advanced Extraction

Our next-level data recovery service is designed to
help customers retrieve data from locked, damaged or
unusual devices including mobile phones, computers,
vehicle infotainment systems, loT devices and more.
Using our expertise in areas such as the removal and
transplantation of memory chips, customised operating
systems, and password cracking, our specialists can
perform extractions from devices that are not supported
by off-the-shelf digital forensics solutions; are heavily
encrypted; are broken with missing components; or fire
or liquid damaged.
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CCL Solutions Group
is one of Europe’s
leading digital AL
forensics, discovery

and disclosure,
and cyber security
specialists.

Our range of services have
been specially designed

to help clients tackle their
particular challenges
efficiently and effectively.
They provide a reliable, robust
solution every time, with
complete price certainty from
the outset.

Consultancy

CCL Solutions Group in numbers

30+ 8

year track record across of the UK's top 10 largest
public and private sector police forces supported

1st 10

CCL-Forensics was one of the key quality
first to be I1ISO 17025 accredited standards achieved

Our accreditations

CERTIFIED
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11,000+ 150+

cases handled over forensic experts,
past five years investigators and analysts

1,500+ 4

custom scripts developed by continents with
our R&D Centre of Excellence active operations
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