G-Cloud 15

Digital Investigations Platform

CCL's long pedigree of partnership with legal clients, leading law enforcement, government, and
corporate clients means that we understand the varied needs of different sectors and enables
us to guide and support our clients in these complex matters. A consultative approach, using
best practice products and forensic methodologies is in our DNA; and more than 30 years of
really listening to our clients, means we can build and develop solutions to suit their individual
requirements.

This service has been designed specifically to support digital investigations with a robust and
defensive process. It allows investigating teams to quickly and conveniently review digital data
from a remote location and without the need for specialist equipment.

1. Data preservation

- Devices submitted to CCL, CCL attend on-site location or data is
collected remotely

- Identification, recovery & preservation of electronic data to highest digital
forensic standards

- Multitude of data sources including personal computers, mobile phones,
servers & cloud storage

2. Processing

- Processing of all collected data by CCL using the most relevant
forensic software

- Ability to handle large volumes of data from a multitude of sources

- Extraction of all content & recovery of deleted data where possible

- Removing irrelevant files, identifying relevant material, de-duplicating data
to reduce review time
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3. Analysis

- Data analysis using comprehensive keyword & date range filtering

- Data evaluation utilising client requirements & relevant prosecution
or defence team requests

- Identification of associated external media usage, browser usage,
cloud usage etc

- Advanced review enhancement techniques including translation,
transcription and summarisation of documents

- Full support of CCLs digital forensic analysts

4. Review

- Gain access to all electronic & hard copy scanned information in a
central location

- Secure, remote access via a web browser, easy to use

- Material is readily accessible to explore lines of enquiry

- Simultaneous access to data allowing concurrent review by all parties

- Provide segregated pools of data to independent counsel for Legal
Professional Privilege consideration

5. Report

- Production of a defensible report outlining the handling & processing of
electronic data
- Production of evidence & data for disclosure in a user-friendly manner

Benefits of using CCL's Digital

Investigation Platform: CCL's Discovery team provide
consultancy and support throughout

of all stages of data handling,
processing, analysis and review to
ensure all data is dealt with in a
defensible manner.

- Reduced costs and time

- Easy to use

- Data in one place

- Robustly handling large data volumes

» Remote reviewing

« LPP, disclosure and structured review

- All supported by CCL's experienced team
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CCL Solutions Group
is one of Europe’s
leading digital AL
forensics, discovery

and disclosure,
and cyber security
specialists.

Our range of services have
been specially designed

to help clients tackle their
particular challenges
efficiently and effectively.
They provide a reliable, robust
solution every time, with
complete price certainty from
the outset.

Consultancy

CCL Solutions Group in numbers

30+ 8

year track record across of the UK's top 10 largest
public and private sector police forces supported

1st 10

CCL-Forensics was one of the key quality
first to be I1ISO 17025 accredited standards achieved

Our accreditations

CERTIFIED
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11,000+ 150+

cases handled over forensic experts,
past five years investigators and analysts

1,500+ 4

custom scripts developed by continents with
our R&D Centre of Excellence active operations
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