£ blinx

healthcare

PACO People (Rota) -
Service Definition

PACO — G-Cloud 15

All(E)
Inprograse (a)
E—
Roviow atleast 10 Hoealth Forms.
M Mo 123 458 7850
Boscription
— Faling 2 o borin, review ateast 1010 get back
Assignedta Raviewsr
; a i Notassigned
Roviower Authar Priorty Rating
Notessigrea @ 0rs sones (us) @ waneron
Priority Ratig Goto Croatod ouodate
@ wapromy oifonf2024 oufoia0as
b dato
oajoi024
a5 N 123 455 7890

o blood resutts 0% he strugwS (o geL.

notassigned

L
Dr S Jones
E
P

Consultations

[Sdﬂ:lmgumlmlon(l)

© Dateselection Altine ~ ( Q seorr

Jane Doe £ °
NS Number 173 456 7890
Date & Time

> 1102024 085 fhas

Creatinine

“urea

7.2 mmol/t

@ > roeire o | P , At 1 -
Generoi Practice X
E  Key Clinieal infermation ]
> 01/03/2024 1400 acT Lorem ipsum dolor sit amet | 21/01/2024 | Or's wes
D05 Jones (+1 others) 2
: @ Forward
Allergies General Practics X Notes DrS Jones 21/01/2024 1758 o e}
Bonisillin @ UnkTo
ibupreten i & Problem Patient has chesty cough, suspected chest infection
N [ <] i D History:
" 9
Current Medications e A
MO RN, < orsiive &
£ Notes: Excoptour o
dolote magna aiqua.
5 Procedure:

£ 0 anochmann(s) DComment(s) (B Add Commant

" » 01/08/2024 1400 1P

Lorem ipsum dolor sitamet | 21/01/2024 1 Dr S Jones s+

Drug & Desage Warnings Notes

Drug & Dasage

Use the search below to quickly find and select th
e tt il o choose fromour siructured dase.
Drug search

e

AN
Do you want to pre popuiaie the filds boiow bos

Dosoge & Type




Contents

£ blinx

healthcare

About us

PACO People (Rota)

Core Capabilities

Shift and Rota Management

Workforce Capacity Alignment

Staff Onboarding

Staff Compliance Management

Payroll Reporting

Invoice Creation

Key Benefits

Security and data protection

Onboarding Support

Offboarding Support

Service Constraints

Service Levels

After Sales Support

Technical Requirements

Outage and Maintenance Management

Hosting Options and Locations

© © © © 0 0o oo o oo o b b b MM DM DM DM

)




B blinx

healthcare

About us

Blinx Healthcare is a pioneering cloud-based Health Tech company specialising in
solutions for Primary Care and Urgent Care settings. Our flagship product suite,
PACO (The Patient And Care Optimiser), represents a paradigm shift in healthcare
software-as-a-service (SaaS) solutions.

Blinx Healthcare has invested significant time and resources in developing PACO,
leveraging advanced technical integration, data analytics, and user experience
(ux/u1) expertise. Designed by healthcare practitioners for healthcare practitioners,
PACO is built on a modern cloud architecture with scalability at its core.

PACO is the single platform that supports the full patient journey, from GP to
hospital and everything in between. PACO brings together GPs, PCNs, Federations,
community services, social care, mental health, and hospitals — enabling shared
records, real-time communication, and modern digital tools that work with, not
against, existing systems.
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PACO People (Rota)

PACO People (Rota) is a workforce management solution enabling efficient shift
management, onboarding, compliance tracking, payroll reporting and invoicing.

It can act as a standalone solution to help manage healthcare teams at scale and
also integrates with PACO connect and PACO OS appointment books to align
workforce availability with service demand.

Intended Users
e Practice, PCN and neighbourhood operational managers
e Out-of-hours service managers
¢ Clinical leads and shift coordinators
¢ HR and workforce teams
e Finance and payroll teams

Core Capabilities

Shift and Rota Management
¢ Create and manage rotas across roles, services and organisations
e Publish shifts directly into PACO Connect shared appointment books
e Support sessional, locum and cross-organisation working

Workforce Capacity Alignment
e Align staffing levels to appointment demand in real time
e Reduce rota gaps and under-utilisation
e Support extended access and urgent care models

Staff Onboarding
e Structured onboarding workflows for permanent, sessional and temporary
staff
e Faster time to deploy staff safely into services

Staff Compliance Management
e Centralised tracking of training, checks and credentials
¢ Visibility of compliance status before shifts are assigned

Payroll Reporting

e Accurate reporting aligned to worked shifts and sessions
e Supports internal payroll and external provider models
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Invoice Creation
e Automated invoicing for shared services and cross-organisational delivery
e Supports PCN, neighbourhood and commissioned service arrangements

Key Benefits

e Improve utilisation of existing workforce capacity

e Reduce reliance on agency staff

e Simplify rota management across multiple services
¢ Improve safety through compliance visibility

¢ Reduce manual spreadsheets and duplication

¢ Enable scalable neighbourhood and OOH delivery
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Security and data protection

We prioritise the security, integrity, and availability of user data through robust
backup, restore, and disaster recovery measures. Regular backups are conducted
with multiple redundant copies stored in diverse UK locations to mitigate data loss
risks. With data retention and restore procedures agreed with the IMI supplying
systems we comply with the NHS Standards.

We are 1SO27001 certified and are DTAC certified with a focus on security of our
customers data which is fundamental to our core business, and we have
continuous monitoring in place on all our services that is conducting continuous
scans of our systems, networks, and applications to identify potential vulnerabilities
and security weaknesses.

We have fully documented and monitored Business Continuity plans and processes
that meet the NHS Standards and are reviewed every 6 months across the
organisation.

Access to Data (Upon Exit)

Users retain ownership and control of their data throughout their engagement with
the platform. Upon exiting the platform, users can request access to their data for
export or deletion in accordance with data protection regulations, privacy policies,
and contractual agreements. Data export tools, data retention policies, and data
deletion procedures are provided to facilitate the secure transfer, management,
and disposition of user data in compliance with legal and regulatory requirements

Security

We employ a comprehensive set of security measures, protocols, and controls to
protect user data, safeguard platform integrity, and mitigate cybersecurity risks
and threats. These include but are not limited to:

Encryption

Data transmission and storage are encrypted using industry-standard encryption
algorithms (e.g., AES-256) and secure communication protocols (e.g., HTTPS/TLS) to
prevent unauthorized access, interception, and tampering.
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Access Controls

Role-based access controls (RBAC), multi-factor authentication (MFA), and user
authentication and authorization mechanisms are implemented to restrict access
to sensitive data, platform features, and administrative functions based on user
roles, permissions, and credentials.

Monitoring and Logging

Real-time monitoring, logging, and auditing of user activities, system events, and
security incidents are performed to detect, alert, and respond to anomalous
behavior, unauthorized access attempts, and suspicious activities in a timely
manner.

Vulnerability Management

Regular vulnerability assessments, penetration testing, and security audits are
conducted to identify, prioritize, and remediate security vulnerabilities, weaknesses,
and exposures across the platform infrastructure, applications, and third-party
integrations.

Incident Response

Incident response plans, procedures, and protocols are established and maintained
to facilitate the timely detection, containment, investigation, and resolution of
security incidents, breaches, and data breaches. Our incident response team is
trained, equipped, and empowered to respond effectively to security events and
coordinate with internal and external stakeholders, regulatory authorities, and law
enforcement agencies as needed.

Compliance and Certification

We adhere to industry-specific compliance standards, regulatory requirements,
and best practices to ensure the confidentiality, integrity, and availability of user
dataq, protect user privacy rights, and maintain trust and confidence in our platform
and services.

Overall, our security is designed to provide a layered defence approach,
comprehensive threat prevention, detection, and response capabilities, and
continuous security monitoring, assessment, and improvement to safeguard user
data, protect platform assets, and uphold the highest standards of security,
compliance, and trustworthiness.

I
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Onboarding Support

Our platform offers comprehensive onboarding support to guide users through the
setup process, familiarise them with platform features and functionalities, and
maximise user engagement and adoption. This includes personalised face to face
training sessions, interactive tutorials, user documentation, and ongoing assistance
from our dedicated support team. Below are other onboarding services that can be
accessed through the onboarding with new customers

« Custom implementation and service deployment

« Online training and structured business change programme

«  Named Account Manager and on-going support through dedicated support
management.

« Regular “drop-in” webinar sessions and bespoke clinical and administrative
tasks that are focused on PACO features and functions

« Operational support 8am to 7pm Monday - Friday

« Helpdesk available via live chat, telephone and email 8am-8pm, Monday-
Sunday (including Bank Holidays)

« Out-of hours support for all critical issues identified as Priority 1incidents

« Customer portal hosting a library of resources, training videos, on-demand
webinars, user guides, marketing collateral etc available 24/7

Offboarding Support

Offboarding support services facilitate smooth transitions for departing users,
providing data export tools, migration assistance, and knowledge transfer
resources to ensure minimal disruption and data continuity.

Service Constraints

Scheduled maintenance windows are coordinated during off-peak hours to
minimise user impact, with advance notice provided for planned activities.
Customization options are available within predefined parameters to maintain
system integrity, security, and compliance with regulatory requirements. Our
platform adheres to industry-standard security protocols and best practices to
safeguard user data and protect against unauthorised access, breaches, and
cyber threats.
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Service Levels

Our platform is engineered for optimal performance, reliability, and availability, with
guaranteed uptime exceeding 99.9% per our Service Level Agreement (SLA).

Standard support hours are available, with extended support options for critical
issues, emergencies, and escalations.

Performance metrics are regularly monitored, tracked, and reported to ensure
adherence to SLA commitments and continuous improvement of service quality
and user satisfaction.

After Sales Support

Dedicated support is available to address user inquiries, resolve technical issues,
and provide guidance on platform usage, configuration, and optimisation. Our
support team offers proactive assistance, troubleshooting expertise, and
personalised recommendations to enhance user experience, maximise platform
value, and drive positive outcomes for individuals and organizations leveraging our
services.

Technical Requirements

Users require access to compatible devices (e.g., desktops, laptops, tablets,
smartphones) with internet connectivity to access the platform and utilize its
features and functionalities. Specific technical requirements may vary based on the
services utilized, including operating system compatibility, browser compatibility,
and internet connection speed and reliability.

Outage and Maintenance Management

Outages and maintenance activities are communicated to users through email
notifications, in-platform alerts, and status updates on our website to keep users
informed, manage expectations, and minimize disruption to their workflows and
activities. Our service status dashboard provides real-time visibility into platform
availability, performance, and maintenance schedules, empowering users to stay
informed and plan accordingly.
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Hosting Options and Locations

Our platform is hosted on secure, scalable, and resilient infrastructure with
redundant data centres located in geographically diverse regions to ensure high
availability, fault tolerance, and disaster recovery readiness. Hosting options may
include cloud-based hosting solutions, dedicated hosting environments, and hybrid
hosting architectures tailored to meet the specific needs, preferences, and
regulatory requirements of our users and stakeholders.
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