








CSN Capture: A cloud-native platform for 
enterprise process digitisation, 
automation, and operational intelligence 

1. Platform Overview 

CSN Capture is a cloud-native, enterprise-grade platform designed to digitise and 
automate any operational, compliance, or safety process. Built on Microsoft Azure 
and architected for global deployment, it provides a configurable no-code 
environment where organisations can create, deploy, and evolve digital workflows 
without developer involvement. 

The platform centralises the entire lifecycle of operational data: form design, mobile 
capture, workflow automation, document control, analytics, scheduling, and AI-
assisted decision support. All components operate within a unified digital ecosystem, 
enabling organisations to replace paper systems and fragmented tools with a single, 
resilient, continuously improving platform. 



2. Core Functional Capabilities

2.1 No-Code Digital Form & Workflow Builder 

• Drag-and-drop creation of dynamic, multi-layered forms
• Conditional logic, branching and validation rules
• Smart components: dates, signatures, scoring, media capture, 

barcode/QR scanning
• Public-facing form support via QR code or URL
• Instant publication to mobile and web clients



2. Core Functional Capabilities

• Offline data capture with auto-sync
• Photo, video, and file attachments captured in-app
• Speech-to-text input for rapid field reporting
• Device-level geolocation for metadata tagging
• Real-time status tracking of submitted forms

2.3 Guided Operational Workflow 

• Step-by-step guided actions ensure consistent data capture
• Automated task routing and assignment
• Action tracking with escalations and reminders
• Multi-stage approval workflows
• Integrated signature capture and verification

2.2 Native Mobile Applications



2. Core Functional Capabilities

2.4 Multi-Language & Globalisation Framework

• Native UI support for multiple languages (English, French, German, 
Arabic, etc.)

• Real-time machine translation covering 200+ languages
• Dual-language user input/output for globally distributed teams
• Configurable localisation for date formats, address structures, 

currencies, measures



3. Advanced Platform Capabilities

• Secure upload of CAD, PDF, and technical drawings
• Pin-placement directly onto diagrams
• Each pin can instantiate a workflow, inspection, defect, or action
• Photo and narrative attachments linked to each annotation
• Available on both web and mobile

3.1 CAD/PDF Annotation Engine



3. Advanced Platform Capabilities

• Resource scheduling for staff, contractors, vehicles, rooms, or 
equipment

• Availability logic with auto-conflict resolution
• Customer booking confirmation and reminders
• Can be deployed for engineering, workforce scheduling, hotel/spa 

bookings, etc.

3.2 Integrated Booking & Scheduling Engine



3. Advanced Platform Capabilities

• Unified repository for all documents
• Metadata-driven indexing for rapid retrieval
• Role-based access with encrypted storage
• Version control with full audit log history
• Read-receipt and acknowledgement workflow
• Secure policy distribution with expiry tracking
• Document hierarchies and role-based access
• Mandatory review with traceable signature confirmation

3.3 Enterprise Document Repository



3. Advanced Platform Capabilities

• Achievement-based recognition system
• Badge levels: Bronze, Silver, Gold, Platinum
• Tied to training, compliance, safety performance, or custom metrics
• Boosts engagement for field and frontline teams

3.4 Workforce Engagement & Gamification



3. Advanced Platform Capabilities

• QR/barcode-based asset identification
• Asset lifecycle logging (maintenance, inspections, expiry)
• Consumable monitoring with automated reordering trigger points

3.5 Asset & Inventory Management

• Configurable Permit-to-Work workflows
• Contractor onboarding, qualification, and licence tracking
• Real-time alerts for expired or missing documents
• Embedded risk assessment and approval routing

3.6 Digital Permit & Contractor Management



4. AI, Automation & Insights

• Automated scheduling, confirmations, and routine communication
• Natural language interaction for querying system data
• Auto-generated summaries, insights, and workflow updates
• AI-driven pattern detection and anomaly alerts

4.1 AI Agents & Automated Operations



4. AI, Automation & Insights

• Forecasting risks, trends, behaviours and compliance gaps
• Supports telematics-driven predictive driver scoring
• AI-generated psychometric insights using microlearning and 

behavioural data
• Machine learning models continuously improve from organisational 

data

4.2 Predictive Analytics

• Real-time monitoring of trends and legislation changes
• Automated updates to workflows when compliance requirements 

evolve
• Intelligent risk scoring and recommended preventive actions

4.3 AI Compliance & Safety Intelligence



5. Integration & Interoperability

• RESTful APIs secured by Auth0 JWT tokens
• Endpoints for data extraction, ingestion, and system orchestration
• Support for bi-directional integrations with ERPs, HRIS, EHS, CAFM 

platforms

5.1 API Connectivity

• Native integration with Microsoft Power BI
• Data connectors for enterprise warehouses and lakes
• Custom dashboards for operations, safety, compliance, training, and 

ESG
• Real-time drill-down analytics with live data feeds

5.2 Analytics & Reporting

• Azure Monitor for performance and health telemetry
• Azure Logic Apps for automated workflows and alerting
• Support for Single Sign-On (SSO) standards
• Webhooks for real-time push notifications

5.3 External Services







































CSN Infrastructure Context
To make the CSN Infrastructure more resilient, the following actions have been implemented.

• Utilising Azure Front Door and WAF for security and resilience
• Create multiple instances of the web front end (node.js) and bring each under a load balancer

• In the backend, to mitigate any data loss due to corruption or crashes, Azure’s database backup 
and restore procedures are being used, and an additional replica instance has been created.

MySQL Database Backup and Restore
For Backup and Restore procedures, default Azure facilities have been used which are as following:

• Full backups occur once every week.

• Differential backups occur twice a day.

• Transaction log backups occur every five minutes.

• The first full snapshot backup is scheduled immediately after a server is created.

• That first full snapshot backup is retained as the server's base backup. Subsequent snapshot 
backups

• are differential backups only.

• Differential snapshot backups occur at least once a day. Differential snapshot backups do not 
occur on a fixed schedule.

• Transaction log backups occur every five minutes.

• Backup retention period is 7 days.

Azure Monitor (Capacity Utilization)
The five capacity utilization charts shown on the page are:

• CPU Utilization % - shows the top five machines with the highest average processor 
utilization

• Available Memory - shows the top five machines with the lowest average amount of 
available memory

• Logical Disk Space Used % - shows the top five machines with the highest average disk space 
used % across all disk volumes

• Bytes Sent Rate - shows the top five machines with highest average of bytes sent
• Bytes Receive Rate - shows the top five machines with highest average of bytes received

Alerts set up on the Azure Monitor
The following alerts are set up on the Azure Monitor for the VM’s- csn-load-vm1 and csn-loadvm2

• START Alert- Whenever the VM is started it will give out the alert. This enables us to get mail 
when the system gets started.

• Restart Alert- Whenever the VM is restarted it will give out the alert. This enables us to get 
mail when the system gets started.

• PowerOff Alert- Whenever the VM gets switched off we will receive a mail.
• DISK IOPS Alert-Whenever the Disk IOPS is greater than the max (here 90%) we will receive a 

mail so that we can identify whenever there would be performance issues due to disk input 
output operations.



Monitoring using Logic Apps
To address extreme scenarios such as VM Crashes or abrupt shutdowns Azure Logic App is being 
used to constantly monitor the virtual machines for down time scenarios and send appropriate alert 
messages to the concerned individuals.

Using the control flow of a Logic App we can determine when the web server on the VM is 
experiencing downtime and send an email when the conditions are met.

Database Backup and Restore
Azure Database for MySQL automatically creates server backups and stores them in user configured 
locally redundant storage in the case of CSN. Backups can be used to restore your server to a point- 
in-time. Backups can be used to restore your server to a point-in-time.
These backups can only be used for restore operations in Azure Database for MySQL. You can use 
MySQL dump to copy a database.

Backup type and frequency
Full backups occur once every week. Differential backups occur twice a day. Transaction log backups 
occur every five minutes. The first full snapshot backup is scheduled immediately after a server is
created. That first full snapshot backup is retained as the server's base backup. Subsequent snapshot 
backups are differential backups only.

Differential snapshot backups occur at least once a day. Differential snapshot backups do not occur 
on a fixed schedule.

Transaction log backups occur every five minutes.

Backup retention
Backups are retained based on the backup retention period setting on the server. You can select a 
retention period of 7 to 35 days. For CSN, we have selected the default retention period, which is 7 
days.

Backup storage cost
Azure Database for MySQL provides up to 100% of your provisioned server storage as backup storage 
at no additional cost

Restore
In Azure Database for MySQL, performing a restore creates a new server from the original server's 
backups and restores all databases contained in the server.

Point-in-time restore is available with either backup redundancy option and creates a new server in 
the same region as your original server utilizing the combination of full and transaction log backups.



Deleted servers can be restored only within five days of deletion after which the backups are deleted.
The database backup can be accessed and restored only from the Azure subscription hosting the 
server. To restore a dropped server, refer documented steps. To protect server resources, post 
deployment, from accidental deletion or unexpected changes, administrators can leverage 
management locks.

Independent of your backup redundancy option, you can perform a restore to any point in time 
within your backup retention period. A new server is created in the same Azure region as the original 
server. It is created with the original server's configuration for the pricing tier, compute generation, 
number of vCores, storage size, backup retention period, and backup redundancy option.

Database Replicas
The read replica feature allows you to replicate data from an Azure Database for MySQL server to a 
read-only server. Replicas are new servers that you manage similar to regular Azure Database for 
MySQL servers. For each read replica, you're billed for the provisioned compute in vCores and 
storage in GB/ month.

The read replica feature helps to improve the performance and scale of read-intensive workloads. 
Read workloads can be isolated to the replicas, while write workloads can be directed to the master.

If a source server has no existing replica servers, the source will first restart to prepare itself for 
replication.

When you start the create replica workflow, a blank Azure Database for MySQL server is created. The 
new server is filled with the data that was on the source server. The creation time depends on the
amount of data on the source and the time since the last weekly full backup. The time can range
from a few minutes to several hours. The replica server is always created in the same resource group 
and same subscription as the source server. If you want to create a replica server to a different 
resource group or different subscription, you can move the replica server after creation.

Every replica is enabled for storage auto-grow. The auto-grow feature allows the replica to keep up 
with the data replicated to it, and prevent an interruption in replication caused by out-of-storage
errors.

In a regular scenario a read replica is unavailable for application-based transactions, however, if the 
database instance to which the replica belongs is removed, the read replica itself becomes available 
and can then be used as a regular database instance.

Azure Monitoring
Azure Monitor for VMs monitors the performance and health of your virtual machines and virtual 
machine scale sets, including their running processes and dependencies on other resources. It can 
help deliver predictable performance and availability of vital applications by identifying performance 
bottlenecks and network issues and can also help you understand whether an issue is related to
other dependencies.



Azure Monitor for VMs stores its data in Azure Monitor Logs, which allows it to deliver powerful
aggregation and filtering and to analyze data trends over time. You can view this data in a single VM 
from the virtual machine directly, or you can use Azure Monitor to deliver an aggregated view of 
multiple VMs.

Client onboarding is a critical process for CSN to ensure that new clients have a smooth and 
successful transition into using our software.

1. CSN follows this client onboarding process:
2. Introduction and Welcome
3. Gather Information
4. Training and Education
5. Customization and Configuration
6. Data Migration (if applicable)
7. Testing and Feedback
8. Go-Live
9. Client Support
10. Follow-Up and Review
11. Documentation and Resources
12. Account Management

By following these steps, CSN ensures a successful onboarding experience for our clients, setting 
them up for long-term satisfaction and success with our software and services

Clients can request the data extraction, and we extract the data for them.
Clients also have the ability to use the reporting feature in the desktop version to extract the data 

themselves without assistance.

In case of client offboarding the default procedure that we would follow at the end of a contract (if 
it's not renewed):

1) All the data is extracted, sent and removed.
2) All of the users are removed from our systems.
3) We ensure that all customizations and assets are removed as per client request.
4) Any files held in our storage are deleted. However (at the client request), we can hold onto 

any data that they would want us to hold temporarily e.g. 12 months.

Support scripts are followed for the most common incidents. Users report incidents via the standard 
support channels (email, phone, web chat).

Service Constraints
While our products offer robust functionalities, it's important to note some constraints. These may 
include planned maintenance arrangements to ensure system integrity and security. The application 
must also be deployed on the Azure cloud environment.



Service Levels
On receiving a support request through email or a support-ticket on the support portal, the support 
coordinator will take following immediate actions:

• Creation of ticket in our support tool if a call received or any other scenario if the ticket has 
not been created, with relevant information, documents, priority and support level.

We provide 3 support levels:
Level-I No code change is required. Eg, password reset.
Level-II Code changes or server configuration required. Eg. Crashes and sever performance 
issue.
Level-III Cross functional knowledge and coordination is required along with programming 
skills.

The ticket type Incidents comes under this level if they are not resolved by the level II support.
Service Requests with all urgencies/priorities come under this level. All these tickets are managed by 
mainstream teams in their regular releases. All levels are included with our default service support 
package. We provide both an account manager and a named support engineer for all our customers 
as the main contact.

After sales support
The support team is then responsible for managing post production customer support. The support 
team uses a support portal (Jira) to manage the life cycle of support tickets. Case Types Ticket Status 
Ticket Priority/Urgency Support Level-I Support Level-II Support Level-III We provide incidents
reports from our support portal on demand.

For Live clients, the response time is strictly a 2-hour window on business days. 
Phone support is also available from 9 to 5 (UK time), Monday to Friday

Technical requirements
Following are the technical requirements to access CSN Incidents:

• Hosting: Microsoft Azure Cloud

• iOS or Android (Mobile app)

• Modern web browser (Web portal)

Outage and maintenance management
We report service outages via email alerts. Our support desk will also be in direct contact with 
customers if it is a serious outage.



Hosting options and locations
CSN clients typically join the multi-tenanted CSN Azure infrastructure managed by the CSN team, as 
the economies of scale realized through this approach, along with the benefit that the whole system 
and hosting is supported by a single team, generally make this a preferred option for clients.

This multiclient infrastructure is tightly controlled by the CSN team from a security perspective, with 
access being granted to Azure only when this is strictly necessary for the execution of a team
members duties. However, if required the system can be deployed onto a customer specific MS Azure 
account for each customer, and it is expected that if this approach is chosen, the customer IT team
will own their respective account and hold the Azure ‘Owner’ privileges.

On this basis it will be the responsibility of the customer IT team to manage user access to the
infrastructure in alignment with their own security policies. When this approach is followed, the CSN 
team will require ‘Contributor’ access to each customer MS Azure account to deploy, maintain and 
support each instance of the system.

CSN team user accounts that are granted access to customer MS Azure accounts will be kept to a
select few who justifiably need access to deliver their activities on behalf of CSN and the customers 
of CSN.

Where possible the CSN team will comply with the customer security policies around management 
of user accounts and will also consider industry best practice.

Access to data (upon exit)
Clients can request the data extraction, and we extract the data for them. Clients also have the ability 
to use the reporting feature in the desktop version to extract the data themselves without  
assistance.

This is the default procedure that we would follow at the end of a contract (if it's not renewed):

1) All the data is extracted, sent and removed.
2) All of the users are removed from our systems.
3) We ensure that all customizations and assets are removed as per client request.
4) Any files held in our storage are deleted. However (at the client request), we can hold onto 

any data that they would want us to hold temporarily e.g. 12 months.

Security
This section is intended to provide an overview of the security measures taken when designing and

developing the Connected Safety Net software product (CSN). It will also outline the systems 

approach to user authentication and management of user access, both to the system itself, and to 

the infrastructure on which it is hosted.

Finally, it will also cover the approach taken to ensuring protection of sensitive data in accordance 

with prevalent data protection legislation. For any follow up queries relating to the CSN product and 

how it is secured, please contact the CSN management who will be happy to assist.



Security Architecture
The security architecture has been designed to deliver defense in depth and is described in the 

below architecture diagram with accompanying bullet point descriptions.



The system is designed to be hosted on Microsoft Azure infrastructure; a deliberate choice taken to 

leverage the best practice security principles in place across the Azure cloud hosting stack.

• All components of the application and database layers of the system are secured behind a 

standard firewall.

• Internal communication between services, virtual machines and databases is conducted via 

encrypted API.

• External communication through the firewall to the user interface layer components is 

conducted via encrypted API secured using Auth tokens.

• An external 3rd party industry standard service, Auth0, is used for creation and destruction 

of client auth tokens.

• The web application is secured with SSL certification and https protocol.
• The mobile application utilizes React Native coding language and all data held within the app 

wrapper is encrypted at rest.

• Where pictures and videos are taken using the Apps feature set, these files are deleted from 

the device gallery as soon as they have been successfully transmitted through the API.

• There is an additional VNet security firewall within MS Azure to add a further layer of 

defense for production databases.

• MS Azure Key Vault is used for holding secrets that enable secure CI/CD via GitHub Actions

Vulnerability Assessment

Regular penetration testing of the application and the infrastructure is a key part of CSN’s security 

approach. This testing is targeted to be conducted at least annually and will also be planned in on an 

ad-hoc basis following a major development release.

The testing identifies vulnerabilities of the system to the latest threats and gives the development 

team the guidance on where to focus security improvement activities. Generally, High and Medium 

level vulnerabilities will be addressed as soon as possible with a fix and release, while Low and

Informational level vulnerabilities will be added to the product backlog to be addressed through the 

product development lifecycle when time and resources allow.

The latest penetration test was conducted on the December 2024 by Crowe Advisory Services. The 

overall risk rating for both Mobile App and Web Portal components of the platform was Low, with 3x 

Low risk vulnerabilities being identified on the Mobile App, and 2x Low risk vulnerabilities being 

identified on the Web Portal. The full penetration testing report will be available from the CSN 

management team.

The penetration test for 2025 is currently underway and will be completed soon.

Infrastructure Access Management

CSN clients typically join the multi-tenanted CSN Azure infrastructure managed by the CSN team, as 

the economies of scale realized through this approach, along with the benefit that the whole system 

and hosting is supported by a single team, generally make this a preferred option for clients. This 

multiclient infrastructure is tightly controlled by the CSN team from a security perspective, with

access being granted to Azure only when this is strictly necessary for the execution of a team 

members duties.



However, if required the system can be deployed onto a customer specific MS Azure account for each 

customer, and it is expected that if this approach is chosen, the customer IT team will own their 

respective account and hold the Azure ‘Owner’ privileges. On this basis it will be the responsibility of 

the customer IT team to manage user access to the infrastructure in alignment with their own

security policies.

When this approach is followed, the CSN team will require ‘Contributor’ access to each customer MS 

Azure account to deploy, maintain and support each instance of the system. CSN team user accounts 

that are granted access to customer MS Azure accounts will be kept to a select few who justifiably

need access to deliver their activities on behalf of CSN and the customers of CSN. Where possible the 

CSN team will comply with the customer security policies around management of user accounts and 

will also consider industry best practice.
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