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Foreword

With great pride and heartfelt gratitude, | present to you the Winter 2024 Service Catalogue

for Cognisys. Over 2024, we have celebrated remarkable milestones, all made possible by

the unwavering support and trust of our clients. It is my pleasure to share some of our exciting
developments and new offerings that are paving the way for an even more impactful year ahead.

To begin, | am thrilled to announce that Cognisys has been recognised as Vanta’s #1 Global Service
Partner, an achievement that reflects our team’s unwavering commitment to Delivering Trust
Worldwide through our leading compliance and security services.

Aligned with our commitment to global expansion, we are delighted to officially launch Cognisys in the
United States this month. This strategic move allows us to extend our cyber security and compliance
expertise to an even broader audience. Our US presence will enhance our ability to support clients
more.

The success of our Digital Trust Accelerator (DTA) program is another source of pride. With a
remarkable 100% pass rate, the program highlights the synergy of our clients’ dedication and our
team’s expertise. In response to this success, we are expanding our offerings to include a new SOC
2in 4 Weeks DTA program, complementing our established ISO 27001 in 6 Weeks program. These
accelerator programs are designed to streamline the compliance journey, helping organisations swiftly
meet essential security standards.

In the face of an ever-expanding cyber security threat landscape, our penetration testing services
have continued to lead in innovation. The rising demand for our Assumed Breach and Ransomware
Readiness assessments reflects the critical need for proactive defence strategies. We remain
committed to advancing these services to help you stay ahead of emerging threats.

Additionally, our SmartScan managed vulnerability scanning
service continues to grow, providing continuous, real-time
protection through continuous assessments. This service
exemplifies our commitment to delivering adaptive,
comprehensive solutions that meet your organisation’s
specific needs.

We look forward to continuing our partnership and

reaching new milestones together.

Steve Byrom
COQO, Cognisys

Services

Click on the links below to learn more about each

of the services we offer:

Penetration Testing

External penetration testing

Internal penetration testing

Wireless (WiFi) penetration testing

Web application testing

Mobile application testing

API penetration testing

Code review

Microsoft 365 tenant review

Cloud CIS benchmark review

Cloud penetration testing

Attack path management

Red team assessment

Purple team assessment

Ransomware readiness assessment

Social engineering assessment

Tabletop exercise

Assumed breach assessment

Physical security assessment

LLM/Generative Al penetration testing

Lost or stolen device assessment

Password cracking assessment

Governance,
Risk and
Compliance

Vanta consultancy and
implementation

Digital Trust Accelerator

Zero2Hero
Virtual CISO
1SO 27001
ISO 42001
SOC 2

Cyber Essentials Plus

Cyber security review

Managed
Services

SmartScan
SmartView

Phishing simulation

Dark web monitoring
OSINT analysis

WE HELP CLIENTS
ACHIEVE FRAMEWORKS
INCLUDING:
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ISO
27001
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https://cognisys.co.uk/penetration-testing/external-infrastructure-penetration-testing/
https://cognisys.co.uk/penetration-testing/internal-infrastructure-penetration-testing/
https://cognisys.co.uk/penetration-testing/wireless-penetration-testing/
https://cognisys.co.uk/penetration-testing/application-penetration-testing/web-application-testing/
https://cognisys.co.uk/penetration-testing/application-penetration-testing/mobile-application-testing/
https://cognisys.co.uk/penetration-testing/application-penetration-testing/api-penetration-testing/
https://cognisys.co.uk/penetration-testing/application-penetration-testing/code-review/
https://cognisys.co.uk/penetration-testing/cloud-security-testing/microsoft-365-tenant-review/
https://cognisys.co.uk/penetration-testing/cloud-security-testing/cloud-cis-benchmark-review/
https://cognisys.co.uk/penetration-testing/cloud-security-testing/cloud-penetration-testing/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/attack-path-management/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/red-team-assessment/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/purple-team-assessment/
https://cognisys.co.uk/penetration-testing/ransomware-readiness-assessment/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/social-engineering-assessment/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/tabletop-exercise/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/assumed-breach-assessment/
https://cognisys.co.uk/penetration-testing/adversary-simulation-services/physical-security-assessment/
https://cognisys.co.uk/penetration-testing/llm-generative-ai-penetration-testing/
https://cognisys.co.uk/penetration-testing/lost-or-stolen-device-assessment/
https://cognisys.co.uk/penetration-testing/password-cracking-assessment/
https://cognisys.co.uk/compliance/vanta-implementation/
https://cognisys.co.uk/compliance/vanta-implementation/frameworks/digital-trust-accelerator/
https://cognisys.co.uk/compliance/vanta-implementation/frameworks/zero-2-hero/
https://cognisys.co.uk/compliance/virtual-ciso/
https://cognisys.co.uk/compliance/vanta-implementation/frameworks/iso-27001/
https://cognisys.co.uk/compliance/vanta-implementation/frameworks/iso-42001/
https://cognisys.co.uk/compliance/vanta-implementation/frameworks/soc-2/
https://cognisys.co.uk/compliance/vanta-implementation/frameworks/cyber-essentials-plus/
https://cognisys.co.uk/compliance/cyber-security-review/
https://cognisys.co.uk/managed-services/smartscan-vulnerability-management/
https://cognisys.co.uk/managed-services/smartview/
https://cognisys.co.uk/managed-services/phishing-simulation/
https://cognisys.co.uk/managed-services/dark-web-monitoring/
https://cognisys.co.uk/managed-services/osint-analysis/

EXPERT-LED PENETRATION TESTING

YO U r SeC U rity an d Our methodology has been audited and

approved by CREST, and we are ISO WANT TO FIND

C O m p I i an Ce part n e r, 27001 and ISO 9001 certified, ensuring OUT MORE?

. . " the highest levels of security and
del Ive rl ng tru St WO rIdW|de quality. From the minute we onboard Submit your enquiry
you and our detailed processes kick in, here

you’ll feel like you are in safe hands. : :
info@cognisys.co.uk

WHO ARE COGNISYS? SMARTSCAN VULNERABILITY MANAGEMENT 0113 5311700
Cognisys are your trusted security and compliance partner SmartScan consolidates data,
delivering GRC consulting, CREST-accredited penetration automates remedies and delivers real-
testing and industry-leading vulnerability management. time threat intelligence, empowering
you to prioritise risks and fortify your
As Vanta’s leading global partner, we’ve helped hundreds of defences. SmartScan has remediated
businesses achieve their security compliance goals. We have a over 15,000 vulnerabilities for our
proven track record of delivering trust to companies of all sizes - clients in the last 12 months.

from tech startups to global industry leaders.

COMPLIANCE DELIVERED BY GERT”:IED
VANTA’S LARGEST PARTNER

Our experienced governance, risk and

compliance team uses tried and trusted

methodology and Vanta’s leading

compliance automation platform to

shorten our clients’ time to audit and

compliant status. Yse p AR
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https://cognisys.co.uk/contact/

Your security and compliance partner
Delivering trust worldwide
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COGNISYS

Leeds Office London Office Get in touch
Cognisys Group Ltd, Cognisys Group Ltd, 0113531 1700
5 Park Place, 131 Finsbury Pavement, info@cognisys.co.uk

Leeds, LS1 2RU London, EC2A 1NT cognisys.co.uk



