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Lot 3 Pricing and Definitions 

Business Architect 

A business architect develops an integrated view of an enterprise, such as a business area or organisation. 

They use this view to help their organisation put its strategy in place. You can expect someone that can: 

• Understand and apply business architectural principles, techniques, and tools to business challenges 

• Ensure design work from projects and programmes aligns with strategy 

• Ensure business change is implemented effectively to meet strategy 

• Aggregate and disaggregate complex information from across your organisation 

• Communicate complex information about the organisation to stakeholders  

 

Trainee Business Architect 

A trainee business architect supports the more senior business architect roles. They also receive training on 

the tasks they support so they can work on their own. At this role level, you will: 

• Develop your knowledge of the frameworks, practice, and principles of business architecture 

• Work with other business architects to support the production of clear business architecture outputs 

• Support during workshops and meetings with stakeholders in the organisation 

 

Location Rate 

UK Based £825 / day 

 

Associate Business Architect 

An associate business architect uses their knowledge and experience to address business scenarios. They 

continue to get support and training for their role. At this role level, you will: 

• Apply architectural methods following direction and wider strategy to produce outputs 

• Break down complexity and produce clear outputs 

• Explain complex business problems using clear language and artefacts 

• Bring together disconnected information to inform decision making 

• Recognise issues that cut across different areas of the organisation and present opportunities for 

improvement 

 

Location Rate 

UK Based £1,180 / day 
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Business Architect 

A business architect uses their knowledge and experience to understand business scenarios, communicate the 

issues and recommend next steps. They support and guide other business architects. At this role level, you will: 

• Support executive level work and management of the business architecture practice 

• Guide others in using appropriate business architectural tools and methods  

• Understand and apply business architectural principles, techniques, and tools to business scenarios 

• Create business architecture artefacts, including abstract representations of the organisation, knowing 

when to apply them 

• Develop standard and scalable models to collect, aggregate, or disaggregate complex information 

 

Location Rate 

UK Based £1,810 / day 

 

 

Lead Business Architect 

A lead business architect uses their expert knowledge and experience to direct the work addressing high level 

and complex business scenarios. They support and lead other business architects. At this role level, you will: 

• Be accountable for outputs produced by the business architecture team 

• Lead and direct the application of architectural principles, methods, and tools to business scenarios 

• Use architectural methods to form a view of the whole enterprise in a way that is easily understood by 

stakeholders  

• Work with stakeholders at executive levels 

• Provide overall direction, guidance, and definition of business architecture to support strategy 

• Develop and maintain a strong business architecture capability through coaching, mentoring, and training 

 

Location Rate 

UK Based £2,320 / day 
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Data Architect 

A data architect sets the vision for the organisation’s use of data, through data design, to ensure that data is 

managed properly and meets the organisation’s needs. 

 

Data Architect 

A data architect designs and builds data models to fulfil the strategic data needs of the organisation, as defined 

by chief data architects. At this role level, you will: 

• Design, support and provide guidance for the upgrade, management, decommission and archive of data 

in compliance with data policy 

• Provide input into data dictionaries 

• Define and maintain the data technology architecture, including metadata, integration and business 

intelligence or data warehouse architecture 

 

Location Rate 

UK Based £1,180 / day 

 

 

Senior Data Architect 

A senior data architect delivers the vision for the organisation as set by the chief data architect. At this role 

level, you will: 

• Design data models and metadata systems 

• Help chief data architects to interpret an organisation’s needs 

• Provide oversight and advice to other data architects who are designing and producing data artefacts 

• Design and support the management of data dictionaries 

• Make sure that your teams are working to the standards set for the organisation by the chief data 

architects 

• Work with technical architects to make sure that an organisation’s systems are designed in accordance 

with the appropriate data architecture 

 

Location Rate 

UK Based £1,810 / day 
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Chief Data Architect 

A chief data architect sets the vision for the organisation’s use of data as directed by the appropriate 

governance body. At this role level, you will: 

• Oversee the design of multiple data models and have a broad understanding of how each model fulfils the 

needs of the organisation 

• Be accountable for supporting and aligning to the organisation’s data strategy 

• Champion data architecture both internally and through collaborating and communicating at the most 

senior levels across government 

• Set the standards and ways of working for the data architecture community 

• Be accountable for assuring data models at the level of a project or enterprise 

• Provide advice to project teams and oversee the management of the full data product life cycle 

• Be responsible for ensuring that the organisation’s systems are designed in accordance with the 

enterprise data architecture 

 

Location Rate 

UK Based £2,320 / day 
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Security Architect 

A security architect designs and builds secure solutions. 

 

Security Architect 

A security architect creates and designs security for a system or service, maintains security documentation and 

develops architecture patterns and security approaches to new technologies. At this role level, you will: 

• Recommend security controls and identify solutions that support a business objective 

• Provide specialist advice and recommend approaches across teams and various stakeholders 

• Communicate widely with other stakeholders 

• Advise on important security-related technologies and assess the risk associated with proposed 

changes 

• Inspire and influence others to execute security principles  

• Help review other people’s work 

 

Location Rate 

UK Based £1,180 / day 

 

 

Lead Security Architect 

A lead security architect undertakes complex work of a high risk level, often working on several projects. At this 

role level, you will: 

• Interact with senior stakeholders across departments 

• Reach and influence a wide range of people across larger teams and communities 

• Research and apply innovative security architecture solutions to new or existing problems and be able 

to justify and communicate design decisions 

• Develop vision, principles and strategy for security architects for one project or technology 

• Work out subtle security needs 

• Understand the impact of decisions, balancing requirements and deciding between approaches  

• Produce particular patterns and support quality assurance 

• Be the point of escalation for architects in lower grade roles 

• Lead the technical design of systems and services 
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Location Rate 

UK Based £1,810 / day 

Offshore £1,810 / day 

 

Principal Security Architect 

A principal security architect works on services of high complexity and risk, making decisions to enable the 

business to achieve its needs. At this role level, you will: 

• Work on projects with high strategic impact, setting a strategy that can be used in the long term and 

across the breadth of the organisation 

• Communicate with a broad range of senior stakeholders and be responsible for defining the vision, 

principles and strategy for security architects 

• Recommend security design across several projects or technologies, up to an organisational or inter-

organisational level 

• Have a deep and evolving level of technical expertise, so you can act as an exemplar 

• Make and influence important business and architectural decisions 

• Research, identify, validate and adopt new technologies and methodologies 

• Be a recognised expert and demonstrate this expertise by solving unprecedented issues and problems  

• Further the profession, demonstrating and sharing best practice within and outside the organisation 

 

Location Rate 

UK Based £2,320 / day 
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Solution Architect 

A solution architect designs solutions for problems that affect the organisation. You can expect someone that 

can: 

• Ensure a problem and the desired outcomes are properly defined 

• Ensure the scope of a solution meets the organisation's requirements 

• Stay up to date on technology trends and approaches  

• Understand organisational objectives and external drivers, for example, legislation or financial constraints 

• Work with others to develop business and technical strategies 

• Work within business and technical constraints 

• Design and document solutions so they can be implemented by the organisation 

• Comply with standards and governance 

• Communicate and work effectively with stakeholders 

• Manage risks and decisions in a transparent way 

 

Associate Solution Architect 

An associate solution architect supports other solution architects to design solutions. You will usually work 

under supervision. At this role level, you will: 

• Support the design of solutions by working with stakeholders 

• Help your team achieve its objectives 

 

Location Rate 

UK Based £1,180 / day 

 

 

Solution Architect 

A solution architect is responsible for a single solution. They usually work independently on solutions where 

risk is low. They also often support or contribute to work led by more senior solution architects. At this role 

level, you will: 

• Build relationships with stakeholders across different business or technical areas in the organisation 

• Be proactive in identifying opportunities to improve the organisation 

• Follow best practice for solution design 

• Use emerging technologies and approaches 

• Help your team achieve its objective 
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Location Rate 

UK Based £1,810 / day 

 

 

Senior Solution Architect 

A senior solution architect is responsible for a single, more complex, solution. They usually work on solutions 

where the risk is moderate. They may lead and coach other solution architects. At this role level, you will: 

• Build relationships with senior stakeholders across different business or technical areas in the 

organisation 

• Be proactive in identifying opportunities to improve the organisation 

• Support multiple architecture projects 

• Find and use emerging technologies and approaches  

• Support others to follow best practice for solution architecture 

 

Location Rate 

UK Based £1,810 / day 

 

 

Lead Solution Architect 

A lead solution architect is responsible for a group of solution architecture projects, or a single more complex 

area. They may lead teams of more junior solution architects. At this role level, you will: 

• Build relationships with senior stakeholders across multiple business or technical areas in the organisation 

• Be proactive in identifying opportunities to improve the organisation 

• Support multiple architecture projects or programmes 

• Find and use emerging technologies and approaches  

• Develop best practice for solution architecture 

 

Location Rate 

UK Based £1,810 / day 
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Principal Solution Architect 

A principal solution architect can be responsible for a large programme or group of solution architecture 

projects, or a single, very complex or critical business area. At this role level, you will: 

• Lead teams of more junior solution architects 

• Lead multiple architecture projects or programmes 

• Build relationships with senior stakeholders across multiple business or technical areas in the organisation 

and its partners 

• Be proactive in identifying opportunities to improve the organisation and its partners 

• Work with technology partners to inform their roadmaps  

• Take a leading role in the overall direction of business and digital capabilities 

• Inspire other architects and help them understand how to meet organisational goals 

 

Location Rate 

UK Based £2,320 / day 
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Chief Data Officer 

Chief Data Officer 

A chief data officer ensures the organisation can use data to make better decisions, policies and services. They 

create an environment where data protection and privacy is balanced with access, sharing and innovation. You 

can expect someone that can: 

• Define a vision and strategy for data that enables the organisation to achieve its objectives and aligns with 

wider government data strategy 

• Lead the organisation in implementing the data strategy 

• Work with senior leaders to align priorities and secure their support 

• Determine the data and data technology that the organisation needs and the strategy for sourcing it 

• Ensure data can be easily used, reused and shared by those who need it 

• Improve the quality of data used across the organisation 

• Ensure the organisation uses data ethically and complies with data standards and regulations 

• Increase data literacy and ensure data is properly managed by coaching the whole organisation 

• Work with cyber security to ensure data is secure while staying accessible and controllable 

• Ensure the organisation has people with the level of data skills it needs 

 

Location Rate 

UK Based £2,320 / day 
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Chief Information Security Officer 

Chief Information Security Officer 

A chief information security officer creates an environment and culture in the organisation that ensures the 

security of its information and technology. They enable the organisation to achieve its objectives and deliver 

services in a safe and secure way. 

The chief information security officer role is part of both the Government Digital and Data profession and the 

Government Security profession. You can expect someone that can: 

• Create a strategy for information and cyber security that supports both the organisation's strategy and 

wider government security strategy 

• Lead the organisation in implementing the information and cyber security strategy 

• Evaluate the current status and maturity of information and cyber security in the organisation 

• Determine how to get to the level of information and cyber security maturity the organisation needs 

• Understand risks across the organisation and advise the board and other leaders on how to mitigate risks 

in their areas and in future plans 

• Enable the organisation to be innovative in a safe and secure way 

• Ensure the organisation is prepared for cyber attacks and can detect, respond to and recover from an 

attack 

• Ensure that information and cyber security aspects of crisis management are effective 

• Encourage a culture of cyber security awareness and good security practices 

• Implement practices to increase the maturity of information and cyber security 

 

Location Rate 

UK Based £2,320 / day 
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Chief Technology Officer 

Chief Technology Officer 

A chief technology officer is the organisation's technology strategist. They make decisions about the technical 

direction of the organisation and work closely with other senior leaders. You can expect someone that can: 

• Create a strategy and vision for technology that aligns with the organisation’s broader strategy and 

enables the organisation to achieve its objectives 

• Lead the organisation in implementing the technology strategy 

• Advocate for technology as a critical part of the organisation’s broader strategy 

• Evaluate the organisation’s range of technologies and which technologies it needs 

• Put in place a technology architecture that provides a reliable and permanent infrastructure 

• Ensure systems and services are continuously operational and resistant to attacks and disasters 

• Enable the organisation to be innovative and adopt new technologies that offer value 

• Work within appropriate levels of risk 

• Ensure people have the tools, technical skills and working environment they need 

• Create working practices and process that support effective delivery 

 

Location Rate 

UK Based £2,320 / day 
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Cyber Security Audit and Assurance 

A Cyber Security Audit and Assurance uses their knowledge and experience to understand business 

scenarios, communicate the issues and recommend next steps. They support and guide other Cyber Security 

Audit & Assurance. 

Verify that the specified cyber security controls have been implemented in accordance with the risk 

management plan, with assessments of threats and vulnerabilities. Attention to detail helps to spot potential 

inconsistencies in processes and policies. Formal methods should be followed, but there also needs to be an 

imaginative side in identifying points of failure and the most effective areas to investigate. 

Auditing and Assurance is important work, since even the most sophisticated cyber security controls will be 

ineffective if they are improperly installed or maintained. Errors are bound to be made; audit and assurance, 

when carried out professionally, is the last line of defence against such errors. Interviewing staff members to 

learn of risks or issues present within the organisation is common, therefore, managing relationships 

carefully is important. 

There needs to be an understanding of the legal and regulatory standards on data protection and privacy, 

which is considered when assessing the compliance of a system. Projects may include complex issues such as 

advanced data analytics and IT governance, as well as playing a role in delivering an organisation’s education 

and awareness programmes to target areas of non-compliance and embed security in business practices. 

When an audit is carried out, the results are presented clearly so that both technical staff and general 

management understand the key points. In some cases, these may include recommendations on system 

upgrades or decommissions, providing the organisation with the cost/benefit analysis of these 

recommendations. 

 

Lead Cyber Security Audit and Assurance 

Support finding deficiencies in the testing, monitoring and management of security controls, so that an 

organisation’s data and information systems are secured. At this level you will receive someone that can: 

• Contribute to assessing the correctness of cyber security risk assessments and risk management plans, 

taking account of the organisation’s business goals 

• Produce plans for cyber security audits 

• Use specific auditing tools to conduct efficient audits 

• Audit the implementation, operation and maintenance of security controls 

• Contribute to the review of compliance with legal and regulatory requirements 

• Provide advice on audit, assurance and risk management 

• Support the implementation of Cyber Security Policy, Standards and Cyber Security Assurance Framework 

• Contribute to formal reports 

• Present findings to colleagues and managers, in both cyber security and general roles 
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Location Rate 

UK Based £1,810 / day 

 

 

Principal Cyber Security Audit and Assurance 

Focus on finding deficiencies in the testing, monitoring and management of security controls, so that an 

organisation’s data and information systems are secured. At this level you will receive someone that can: 

• Assess the correctness of cyber security risk assessments and risk management plans, taking account of 

the organisation’s business goals 

• Produce detailed plans for cyber security audits 

• Use specific auditing tools to conduct efficient audits 

• Audit the implementation, operation and maintenance of security controls 

• Review compliance with legal and regulatory requirements 

• Provide expert advice on audit, assurance and risk management 

• Implement the Cyber Security Policy, Standards and Cyber Security Assurance Framework 

• Write formal reports, and sometimes deliver oral briefings, on the findings of audits and compliance 

reviews 

• Present findings to colleagues and managers, in both cyber security and general roles 

• Convince stakeholders of the importance of audit, assurance and security 

 

Location Rate 

UK Based £2,320 / day 
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Cyber Security Governance and Risk Manager 

Cyber Security Governance and Risk Management is the monitoring of compliance with agreed cyber security 

policies and the assessment and management of relevant risks. 

 

Associate Cyber Security Governance and Risk Manager 

At this level you will receive someone that can: 

• Work within established security and risk management governance structures, usually under supervision 

to support, review and undertake straightforward risk management activities such as: helping with the 

analysis and derivation of business-supporting security needs 

• Undertaking cyber Security related risk assessments, basic threat assessments and other risk 

management activities 

• Have an understanding of the applicability of appropriate legislation and regulations 

• Provide advice to address identified cyber Security related risks by applying of a variety of security 

capabilities, which may include using published guidance, standards or experts as appropriate 

• Provide proportionate and contextualised advise for the use case 

• Provide straightforward advice to validate the effectiveness of risk mitigation measures, including an 

understanding of how to use different assurance activities (such as a pen test) and make 

recommendations for improvement 

• Help risk or service owners to make decisions that are well informed by good and clear security advice, 

including contributing to reports or working within established reporting chains in a security team 

• Support implementation of the monitoring roadmap to enhance monitoring in line with requirements, 

policies and standards to govern all activities and outputs 

• Monitor, triage and investigate security alerts on protective monitoring platforms to identify security 

incidents and perform analysis of security event data to support the response, reporting or escalating 

where appropriate 

• Design, develop and support automated monitoring processes, using a variety of the latest SIEM (Security 

Information and Event Management) and network analysis tools, techniques and procedures to: detect 

malicious activity, ensure continuous improvement through dashboard monitoring or retrospective 

assessment 

 

Location Rate 

UK Based £1,810 / day 

 

 

Lead Cyber Security Governance and Risk Manager 

At this level you will receive someone that can: 
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• Independently undertake risk management activities within a given area of practice or expertise, usually 

within established security and risk management governance structures 

• Lead the analysis and derivation of business-supporting security needs, undertake cyber security related 

risk assessments, conduct tailored threat assessment and other 

risk management activities, and ensure activities are consistent with applicable regulations and legislation 

• Provide tailored advice to a range of stakeholders on how to remedy identified risks by proportionately 

applying security capabilities, using published guidance, standards, 

and drawing on a range of experts as well as personal expertise 

• Provide expert security advice that highlights cyber security related risks, so risk or service owners can 

make well-informed and auditable decisions 

 

Location Rate 

UK Based £1,810 / day 

 

 

Principal Cyber Security Governance and Risk Manager 

At this level you will receive someone that can: 

• Lead and undertake risk management activities against the hardest or most novel scenarios, while 

applying the fundamental principles of risk management to a range of 

complex scenarios, and lead regulatory or legislative compliance activities 

• Guide and direct specialist activities of others, actively promoting development in the applicable skills, 

providing leadership to other risk managers, and sharing best practice widely across government, the 

public sector, and industry 

• Lead the analysis and derivation of complex security needs 

• Lead cyber security related risk assessments and other expert risk management activities, including 

providing guidance on establishing the organisation’s cyber security related governance arrangements 

• Provide guidance to ensure ongoing confidence that fundamental organisational security needs have been 

met, including integrating a range of assurance approaches and 

techniques to give continued confidence to the risk, service or system owner 

• Shape leadership decision-making through: effective reporting and communication regarding the 

effectiveness of security processes across an organisation, providing recommendations to highly complex 

problems, acting as an SME for complex cyber risk management concerns, issues and problems  

 

Location Rate 

UK Based £1,810 / day 
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Cyber Security Vulnerability Management 

The role of Vulnerability Management is to triage vulnerabilities by relevance and criticality to the organisation. 

Vulnerability Management then identify mitigations for those vulnerabilities and advise on implementing them. 

 

Associate Cyber Security Vulnerability Management 

At this level you will receive someone that can: 

• Analyse complex information systems to understand the associated Cyber Security risks, audit 

requirements, and data value 

• Support the creation and implementation of vulnerability assessments of enterprise assets to a 

predefined scope and schedule using predetermined templates and test scripts, including but not limited 

to: application vulnerability assessments, infrastructure vulnerability assessments 

• Assist in the prioritisation of those vulnerabilities through a risk-based approach 

• Triage and prioritise vulnerabilities, implement mitigating measures, and support in the life cycle of 

vulnerability management, providing standardised advice on ways to improve control mechanisms and 

mitigate risk 

• Collaborate with stakeholders to manage vulnerabilities and undertake remediation activities 

• Communicate common mitigation strategies such as patching and basic configuration change (system 

hardening) 

• Understand how local protective security measures can be applied to reduce vulnerability exposure 

• Demonstrate knowledge of common approaches and tooling to perform vulnerability assessment and to 

validate system configuration 

• Perform vulnerability assessments of enterprise assets with limited supervision to a predefined scope and 

schedule using predetermined templates and test scripts 

• Develop and implement schedules for performing vulnerability assessments to meet organisational 

objectives and compliance requirements 

 

Location Rate 

UK Based £1,810 / day 

 

 

Lead Cyber Security Vulnerability Management 

At this level you will receive someone that can: 

• Manage complex information systems to understand and prioritise actions on Cyber Security risks, audit 

requirements and data value, and provide guidance to vulnerability management team members 
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• Manage the creation and implementation and lead development of vulnerability assessments for IT 

estates, including but not limited to application vulnerability assessments and infrastructure vulnerability 

assessments 

• Drive prioritisation of those vulnerabilities through a risk-based approach, to meet common 

organisational objectives such as regulatory compliance and audit functions 

• Manage the triage of vulnerabilities, ensuring mitigation measures are implemented, and managing the 

life cycle of vulnerability management for a set of assets, providing tailored advice on ways to improve 

control mechanisms and mitigate risks 

• Recommend remediation strategies and provide advice on complex configuration changes in support of 

vulnerability remediation 

• Proactively identify and leverage threat intelligence sources to inform strategic vulnerability mitigation 

measures 

• Manage collaboration with stakeholders to create tactical plans relating to managing vulnerabilities, and 

oversee subsequent activities 

• Demonstrate developed knowledge and understanding of approaches and tooling for performing 

vulnerability assessment against large and complex infrastructure 

• Validate system configuration across multiple and complex interlinking systems 

• Translate vulnerability management standards and best practice into organisation-specific policies, 

procedures and guidelines and champion standards and best practice outside security functions  

• Explain the need for effective vulnerability management processes and implications of poor performances 

• Lead development and implementation of effective vulnerability management programs across the 

enterprise to meet organisational and regulatory and compliance requirements 

• Develop vulnerability assessment templates and test scripts to meet common organisational objectives 

such as regulatory compliance and internal audit function 

 

Location Rate 

UK Based £1,810 / day 

 

 

Principal Cyber Security Vulnerability Management 

At this level you will receive someone that can: 

• Lead complex information systems to understand and prioritise actions on Cyber Security risks, audit 

requirements and data value, and provide specialist or complex guidance to vulnerability management 

teams and external senior stakeholders  

• Lead the development and implementation of multiple vulnerability assessments and enterprise-wide 

scanning strategies across multiple complex environments, while leading in prioritising those 

vulnerabilities through a risk-based approach 
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• Lead the triage of vulnerabilities, ensuring mitigation measures are implemented, and oversee the life 

cycle of vulnerability management for a set of assets, providing tailored specialist or complex advice on 

ways to improve control mechanisms and mitigate risks 

• Lead senior stakeholder engagement across government to create strategic plans for managing 

vulnerabilities and remediation activities 

• Create organisational principles and vision that will provide the basis for triaging vulnerabilities 

• Provide advice to senior leadership on ways to improve control mechanisms, identify, evaluate, and 

mitigate risks 

• Develop bespoke templates and test scripts to meet uncommon or complex organisational objectives 

• Set the organisation’s vulnerability management strategy including people, process and technology 

elements 

• Ensure organisation-specific vulnerability management policies, procedures and guidelines are aligned 

with organisational objectives and risk appetite 

• Set direction and approve investment in strategic tooling and capability to address strategic enterprise-

wide risk 

• Develop bespoke templates and test scripts to meet uncommon or complex organisational objectives 

 

Location Rate 

UK Based £1,810 / day 
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Cyber Security Testing 

Security Testing (formerly known as Pen testing or Penetration testing) provides Cyber Security assurance by 

attempting to penetrate existing defences, to feed back on potential vulnerabilities (whether in a system, an 

application or across the entire IT estate) and co-ordinate the production of a remediation action plan. 

 

Associate Cyber Security Testing 

At this level you will receive someone that can: 

• Support the scoping, conducting and procurement of penetration tests, red team exercises, vulnerability 

assessments of IT assets, and other tests to assess the robustness of a system, product or technology 

• Disseminate the implications of test findings, relaying the potential business impact if vulnerabilities are 

exploited 

• Engage with internal and external stakeholders to provide appropriate Cyber Security assurance in 

accordance with policy and regulations 

• Report potential issues and mitigation options to appropriate stakeholders or governance forums 

• Contribute to the review and interpretation of reports and contribute to remediation action plan 

production 

 

Location Rate 

UK Based £1,180 / day 

 

 

Lead Cyber Security Testing 

At this level you will receive someone that can: 

• Scope, conduct and procure penetration tests, red team exercises, vulnerability assessments of IT assets, 

and other tests to assess the robustness of a system, product or technology 

• Disseminate the implications of test findings and explain the potential business impact if vulnerabilities 

are exploited 

• Co-ordinate engagement with internal and external stakeholders to manage and provide appropriate 

Cyber Security assurance to the required standard and in accordance with policy and regulations 

• Advise on potential issues and mitigation options to appropriate stakeholders or governance forums 

• Review and interpret reports and co-ordinate and manage remediation action plan production 
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Location Rate 

UK Based £1,810 / day 

 

 

Principal Cyber Security Testing 

At this level you will receive someone that can: 

• Lead large-scale, cross-functional or highly complex penetration tests, red team exercises, vulnerability 

assessments of IT assets, and other tests to assess the robustness of a system, product or technology 

• Disseminate the implications of test findings and explain the potential business impact if vulnerabilities 

are exploited to senior level leadership across government 

• Lead engagement with senior internal and external stakeholders to manage and provide appropriate 

Cyber Security assurance to the required standard and in accordance with policy and regulations 

• Advise on complex issues and mitigation options to appropriate stakeholders or governance forums, 

acting as an SME across government, the public sector, and industry 

• Be the key decision maker on reports, overseeing the remediation of vulnerabilities post-penetration 

testing 

 

Location Rate 

UK Based £1,810 / day 
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Cyber Security Secure Systems Architecture and 

Design 

Secure System Architecture and Design is the designing of an IT system to meet its security requirements, 

balancing this with its functional requirements. 

 

Associate Cyber Security Secure Systems Architecture and 

Design 

At this level you will receive someone that can: 

• Embed ‘secure by design’ principles into application development, integrating security tools, standards, 

and processes into product life cyclesSupport the assessment of application resilience throughout an IT 

estate, generating regular application security reports to provide information about statistics and trends 

• Follow processes, provide standardised advice on tooling for, and conduct dynamic and static analysis in 

the product development life cycle 

• Work with development teams to embed secure development life cycle and security awareness, and 

ensure appropriate tools and skills exist 

• Recommend security controls and identify solutions that support a business objective 

• Provide specialist advice and recommendations regarding approaches and technologies across teams and 

various stakeholders, assessing the risk associated with proposed changes 

• Inspire and influence others to execute security principles, communicating widely with other stakeholders  

• Help review ongoing security architectural activities 

 

Location Rate 

UK Based £1,810 / day 

 

 

Lead Cyber Security Secure Systems Architecture and Design 

At this level you will receive someone that can: 

• Lead the technical design of systems and services, justifying and communicating all design decisions, 

applying research and innovative security architecture solutions to new or existing problems 

• Communicate the vision, principles and strategy for security architects for one project or technology 

• Decipher subtle security needs and understand the impact of decisions, balancing requirements and 

deciding between approaches 

• Lead on quality assurance, and act as the point of escalation for Security Architects within a team 



 

Registered number: 10544841. Registered Office: 3 Orchard Place, London, England, SW1H 0BF | Proprietary and Confidential 

 © Copyright Arqit Quantum. Inc 2025 

24 

Lot 3 Pricing and Definitions 

• Interact with stakeholders across organisations, teams, or communities 

 

Location Rate 

UK Based £1,810 / day 

 

 

Principal Cyber Security Secure Systems Architecture and Design 

At this level you will receive someone that can: 

• Lead the embedment of ‘secure by design’ principles into application development by providing advice 

and internal consultancy on highly complex criteria and contexts 

• Lead multi-team assessment of application resilience throughout an IT estate, reviewing regular 

application security reports, holding accountability and responsibility for secure design implementation 

• Lead and assure processes, and provide SME thought leadership on tooling and dynamic and static 

analysis in the product development life cycle 

• Lead development teams alongside senior cross-government decision makers to embed secure 

development life cycle and security awareness, and ensure appropriate tools and skills exist 

• Lead projects with high strategic impact, setting a strategy that can be used in the long term and across 

the whole organisation 

• Develop vision, principles and strategy for Security Architects for multiple projects or technologies  

• Recommend security design across several projects or technologies, up to an organisational or inter-

organisational level, solving unprecedented issues and problems 

• Influence key organisational and architectural decisions, and interact with senior stakeholders across 

organisations to reach and influence a wide range of people across larger teams and communities 

 

Location Rate 

UK Based £1,810 / day 
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Business Relationship Management 

A business relationship manager, sometimes known as ‘business partner’, establishes and maintains 

meaningful relationships with colleagues to deliver positive impact across the organisation. You can expect 

someone that can: 

• Bring together different functions to ensure value across the organisation 

• Work strategically across teams to ensure digital and data investment adds value 

• Explore the perspectives, challenges and ambitions of teams to shape a pipeline of opportunities 

• Act as a point of focus, for example, for strategic development, to collaborate with colleagues who 

influence strategic direction 

• Set the conditions for a culture of creating meaningful connections 

 

Business Relationship Manager 

A business relationship manager is responsible for ensuring consistency in engagement across the business. 

At this role level, you will: 

• Prepare documentation and obtain support to progress new ideas, opportunities and investments 

• Use relevant systems to maintain a view of activity and business-related knowledge 

• Support continuous improvement activities that mature the capability of the team 

Location Rate 

UK Based £1,810 / day 

 

 

Senior Business Relationship Manager 

A senior business relationship manager develops relationships across the organisation to understand business 

ambitions and, where appropriate, ensure digital products and services support them. At this role level, you 

will: 

• Explore shared needs, encouraging re-use, central management, sharing and commoditisation, aligned to 

digital, data, technology and security strategies 

• Lead activities that improve relationship maturity, increase value, improve user experience and increase 

efficiency 

• Ensure strategic demands, such as spending reviews, are supported 

• Partner with others to provide strategic guidance on meeting goals 

• Promote sustained investment of user-centred approaches to ensure products and services meet user 

needs 

• Ensure complex needs and challenges are understood, prioritised and communicated 
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Location Rate 

UK Based £1,810 / day 

 

 

Lead Business Relationship Manager 

A lead business relationship manager leads engagement with internal and external stakeholders to ensure 

complex needs and challenges are understood, prioritised and communicated to relevant audiences. They may 

lead a team of business relationship managers. At this role level, you will: 

• Ensure strategic demands, such as spending reviews and services strategy commitments, are met and 

appropriately communicated 

• Promote ways of working that support meaningful connections and outcomes, aligned to the changing 

needs of the organisation 

• Set conditions that enable a culture of positive impact through increased value, improved user experience 

and enhanced efficiency 

• Enable others to implement activities that improve relationship maturity 

Location Rate 

UK Based £1,810 / day 
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