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Visionet Cyber Security Offerings Y

VISIONET

# Service Offerings
p— I I
Cyber Detect Cyber Protect Cyber Govern
* 24x750C Monitoring and Incident « Application and API Security Testing - Regulatory & Compliance Shield
Response * Secure SDLC and Threat Modeling « Risk Intelligence Solutions
* SIEM Deployment and Management Advisory «  Privacy Assurance
« Threat Detection and Threat Hunting « Cloud Security Posture Reviews « Managed IT GRC
» External and Internal Penetration  Identity and Access Management « Common Control Framework
Testing (IAM) Security Reviews « V-CISO & V-DPO
* Red Teaming and Adversary *  Security Architecture Reviews

Simulation Exercises
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Our Cybersecurity Methodology - Overview VISI%)NET

Visionet's Structured & Risk-Aligned Approach

At Visionet, we adopt a holistic and scalable cybersecurity methodology that aligns with your business goals, industry
standards, and evolving threat landscape. Our approach is built around five strategic phases that ensure measurable

outcomes and long-term resilience.
.

*Asset inventory & *Vulnerability *Risk scoring & risk *Remediation +SOC-as-a-
data flow scans & heatmap walkthroughs and Service [ 24x7
mapping penetration Business impact secure threat detection
- Stakeholder testing analysis configuration «Security KPI
interviews *Secure «MITRE ATT&CK guidance dashboards
*Business context configuration mapping *Secure code fixes «Continuous
& crown jewel assessments -Compliance & DevSecOps compliance
identification +Cloud posture mapping (ISO, advisory checks
«Regulatory evaluations SOC 2, HIPAA, etc.) *ldentity and «Control maturity
landscape «ldentity & access «Executive network benchmarking
discovery control reviews summaries and segmentation -Training, retesting,
*Tool & control *Governance & prioritized guidance and regular
landscape review policy review remediation *Architecture review cadences
«Threat modelling roadmap 9'93'9”
& code analysis Improvements
«Control
enhancement
planning
N N N J
Aligned with:

NIST Cybersecurity Framework [ ISO 27001 | OWASP | MITRE ATT&CK | CIS Controls




Visionet’ s Cyber Detect Capabilities Y

VISIONET

30cGB+ 40+ 10+ 30+

Data Ingested and Custom Red Team and . ) |
. - . Social Engineering
Monitored Daily Detection SOPs Adversary Simulation Campaigns
Developed Exercises Conducted Executed

SOC Monitoring | SIEM Management | Threat Detection & Hunting | Penetration Testing | Adversary Simulation

Service Catalog

=257 S p SIEM Deployment, o Threat Detection Q Threat Hunting and
Monitoring and Tuning, and Engineering and Use Anomaly Detection @

Incident Response Management Case Development

DUENEIRTANEIGE] Active Directory (1 Red Teaming and Social Engineering

Penetration Testing ﬁ Attack Path Adversary Simulation Campaigns
Discovery Exercises

} Cyber Detect Cyber Protect Cyber Govern



Cyber Detect Methodology - Proactive Threat Management VISI&D/)NET

iny. Sirmplilied

Visionet's Cyber Detect methodology blends advanced detection engineering, threat intelligence, and red teaming with 24x7
monitoring to identify, investigate, and respond to threats before they cause harm. The approach is aligned with MITRE ATT&CK,
NIST 800-61, and PTES.

Asset & Threat Surface

Discovery

« Asset inventory (IP,
domains, endpoints,
identities)

*Business function
mapping

* OSINT-driven
external threat
surface
enumeration

*Shadow IT discovery

Log Ingestion & SIEM

Engineering

*SIEM onboarding
and parser tuning
(e.g., Sentinel,
Seceon)

«Integration with EDR,
cloud, identity, and
app logs

*Log enrichment
(GeolP, threat intel,
tags)

*Use case coverage
mapping

N

Detection Engineering

& Threat Modeling

* Threat scenarios
aligned to business
risks

+ Detection logic
development and
tuning

«Coverage validation
using Atomic Red
Team and Sigma
rules

+Behavior-based
detection using
UEBA models

N

Active Threat Hunting

& Anomaly Detection

*Hypothesis-based
hunts

*Time-series pattern
anomaly analysis

*Insider threat
indicators

* Cloud-specific
threat hunting (e.g,
Azure, AWS, GCP)

Incident Triage,
Response & Reporting

* Alert enrichment
and correlation

*Incident
classification and
SLA mapping

*Response
orchestration
(manual and SOAR)

* Executive and
technical reporting

Aligned with:
MITRE ATT&CK | NIST 800-61 IR | PTES | OWASP Detection Framework | ISO 27035

Cyber Detect > Cyber Protect >> Cyber Govern >

All rights reserved 2025




Visionet’ s Cyber Protect Capabilities

1000+ 50+ 30+ 50+

Applications Cloud Secu.rity Identity and Secure Architecture
Secured and Posture Reviews Access Security Reviews Completed
Tested Conducted Reviews Delivered

Application Security | Cloud Security Hardening [ Identity and Access Protection | Secure Architecture Reviews

Service Catalog

Application Security p Cloud Security Secure SDLC and Q Identity and Access
Testing Posture Review Threat Modeling Management (IAM)
(AWS, Azure, GCP) Advisory Security Review

API Security

Security Architecture Dynamic 7 Static Code Analysis
and Design Review Application Security g (SAST) @ﬂ Assessment
Testing (DAST)

Cyber Detect Cyber Protect Cyber Govern



Visionet’s Offensive Security Testing Methodology - VA/PT & Red Teaming VISI&D/)NET
Our offensive security methodology follows globally recognized frameworks like PTES, OWASP, and MITRE ATT&CK, ensuring
thorough, ethical, and risk-aligned testing. This structured process helps uncover exploitable vulnerabilities and assess
organizational readiness against advanced adversaries.

Reconnaissance
(OSINT & Enumeration)

Threat Modelling &
Attack Simulation

Exploitation & Privilege
Escalation

Post-Exploitation &
Persistence (Red Team

Reporting &
Remediation Support

Planning only)

*Domain &

Google Dorking
+DNS/SSL scraping,

metadata analysis
+Internal network

*MITRE ATT&CK

(e.g. AD, endpoints,
apps, APls)

» Custom payload
and scenario

*Web, infrastructure,

token

impersonation
«Command injection,

lateral movement

«Establish C2

manipulation
*Persistence

techniques: startup

tasks, scheduled

subdomain mapping to client API, or AD channels summaries + MITRE-
enumeration environment exploitation «Simulate data mapped findings
*Shodan, WHOIS, «Target selection «Password cracking, access or * Proof-of-concept

- Executive

(PoC) evidence

*Business impact
context

*Remediation

mapping (if in- development « Privilege escalation jobs guidance with
scope) *Red Team TTP techniques (e.g, «End-user deception replay scenarios
alignment Kerberoasting) (social engineering
payloads)
N J N J N J N J
Aligned with:

PTES | OWASP Top 10 | MITRE ATT&CK | NIST SP 800-115

> Cyber Detect > Cyber Protect > Cyber Govern >

All rights reserved 2025




Visionet’s Application Security Methodology - Shift Left with Secure SDLC

©
VISIONET

iny. Sirmplilied

Visionet's application security approach embeds security across every phase of the Software Development Lifecycle (SDLC). We
help organizations “shift left” by integrating threat modelling, secure coding, and automated security testing early in the
process—reducing cost, time, and risk.

Requirements Phase —
Threat Modelling & Risk

Identification

* Business logic & data
flow analysis

* Threat modelling
(e.g, STRIDE, DFDs)

* Security
requirements
definition

* Abuse case and

misuse case

development

Aligned with:

Design Phase — Security

Architecture Review

* Review of
authentication,
authorization, data
protection flows

* Architecture threat
surface analysis

« Zero Trust and
privacy-by-design
patterns

« Secure third-party
integration design
review

Development Phase —
Secure Coding & SAST
Integration

* Secure coding

guidelines and
training

« Static Application

Security Testing
(sAsT) in Cl/CcD
pipelines

« Secrets detection

and code linting

+ Open Source

Software (OSS)
component analysis

Testing Phase — DAST,
IAST & API Security

» Dynamic Application
Security Testing
(DAST)

* API fuzzing and
endpoint protection

« Business logic and
access control
validation

OWASP SAMM | OWASP ASVS | OWASP Top 10 | NIST SSDF | BSIMM

> Cyber Detect > Cyber Protect >

Cyber Govern

>

« Infrastructure-as-

Deployment Phase —
Container & laC

Hardening

Code (laC) security
scans

« Container image

hardening and
signature validation

« Secrets

management in
pipelines

« Secure baseline

definitions for cloud-
native services

J

Maintenance Phase —
Continuous Monitoring

& Pentesting

» Regular penetration
testing and red
teaming

« Vulnerability
scanning in CI/CD

« Security regression
testing during
updates

« Alerting,
dashboarding, and
code-level metrics

All rights reserved 2025 n



Visionet’ s Cyber Govern Services 2

VISIDNET
Regulatory & Compliance Shield Risk Intelligence Solutions Privacy Assurance Managed IT GRC
Security & Strategy Development As-ls/Current State Assessment Data Protection Impact Assessment Data & File Integrity Monitoring
) (DPIA) * Threat Intelligence

«  Policy/Standard Development * Vulnerability Defection and Reporting . I . o .

+ Risk Management Program + Data Discovery & Classification + Continuous Monitoring and Analytics
’ Common Controls Framework Bench King & Maturity A ; » Cross-Border Transfer/Corporation Criteria * IT Governance & Security
. Enterprise Risk Management enchmarking aturity Assessmen . Identify & Visibility Assessment Implementation

. * Cloud Compliance .

. BIA/BCP/DR Planning Al Reaul ’rp € ’ «  Privacy Assessment + Data Security Posture Management

. egulator ompliance .
« Al Policy Management 2 U g + Audit Reporting & Communication * Cloud Detection & Response

Visionet’' s Common Control Framework

Compliance on Internal
Confrols & Security
Standards

Security Standards, Regulations,

- Common Contral Checklist Execution through
Laws & Company Policies & Process Audit Pod Methodology

prEation

NIIST e 1SO/IEC 42001:2023
MNational Institute of %Isog Information technology .
NIz 7

Standards and Technology Artificial intelligence
Management system

Compliance

27001:2022

HITRUST

Salient Points:

1000+ Controls Governed

« 20% Savings in assessment
time (using our Comprehensive
Assessment Toals)

* 100% success rate in audits
conducted

* 120+ Reusable components,
templates & cookbooks

* 150+ Automation Use Cases

S
HIPAA o

Al TRiISM

Al Technology

I
1
|
|
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Cyber Detect Cyber Protect Cyber Govern




Visionet’s Governance, Risk & Compliance (GRC) Methodology VISI&D/)NET

iny. Sirmplilied

Visionet's GRC methodology enables organizations to achieve security assurance, regulatory compliance, and enterprise risk
transparency through a structured, scalable approach. We integrate leading frameworks (ISO 27001, NIST CSF, SOC 2, HIPAA) to
build resilient, audit-ready environments tailored to your industry.

Implementation
Advisory & Enablement

Current State
Assessment

Monitoring, Audit &
Continuous

Requirement Mapping &
Scope Definition

Gap Identification & Risk
Prioritization

Control Design & Policy
Development

« Identify applicable
standards and
regulations (ISO, SOC
2, HIPAA, GDPR, etc.)

« Define business units,
data types, and
control scope

» Determine maturity
and implementation
expectations

* Map client initiatives

(cloud, Al, data) to

compliance targets

* Policy and

documentation
review

» Control effectiveness

evaluation

- Architecture, data

flows, and IAM review

* Interviews with

stakeholders and
process owners

« Identify missing or

weak controls

» Conduct Business

Impact Analysis (BIA)

* Risk scoring based

on likelihood and
impact

« Create a heatmap of

critical exposures

« Define or update

* Map controls to a

« Design secure

« Recommend

InfoSec policies,
standards, and
procedures

Common Control
Framework (CCF)

workflows and
security-by-design
patterns

automation and
tooling where
applicable

« Assistin

implementing
technical controls
and processes

- Define metrics/KPIs

for control
effectiveness

« Liaise with

compliance and
audit teams

« Staff enablement

through awareness
sessions

Improvement

« Internal audit
simulation and
readiness reviews

« Compliance
dashboards and
reporting templates

* Risk register and
control review cycles

+ Regulatory change
tracking and policy
refresh cadence

Aligned with:
ISO 27001 [ NIST CSF | SOC 2 | HIPAA | GDPR | COBIT | CIS Controls

S oS

Cyber Protect

All rights reserved 2025 n




Engineering. Serving our clients with

Simplified. more than 14 locations
across the globe

4 Cedarbrook Drive, Bldg. B, Visionet EMEA Limited Visionet Deutschland GmbH, AMR Tech Park,

Cranbury NJ 08512 1st floor, 3 Shortlands Stuttgart Tower, Ground Floor, # 23 & 24,

609-452-0700 Hammersmith London W6 S8DA Schelmenwasenstrasse 37, Hosur Main Road, Bengaluru
United Kingdom 70567 Stuttgart, Germany Karnataka, 560068, India

Y

VI S I D N ET sales@visionet.com wwwyvisionet.com

Engineering. Simplified.
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