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1. SERVICE OVERVIEW

TestFyra provides comprehensive technical support and managed services for cloud infrastructure, applications, and IT systems. Our services
include 24/7 help desk support, discovery assessments, proof-of-concept development, ongoing system maintenance, and managed
operations for both cloud and on-premises environments.

What We Do: We act as an extension of your IT team, providing expert technical support, proactive system monitoring, problem resolution, and
project delivery services. From answering user guestions to managing complex cloud infrastructure, we ensure your technology systems run
smoothly.

Who It's For: Government departments, NHS organisations, educational institutions, local authorities, police forces, and any public sector
organisation requiring technical support, IT service desk, cloud management, or project delivery assistance.

Key Deliverables:

o 24/7 technical support and help desk services
Discovery assessments and roadmap documents
Proof-of-concept implementations

Managed cloud and infrastructure operations
Incident, problem, and change management
Monthly service reports and recommendations
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2. KEY FEATURES

2.1 Help Desk & Service Desk

Multi-Channel Support: Phone, email, web portal, chat, Teams integration

Ticket Management: JIRA Service Management for tracking and SLA compliance
Knowledge Base: Self-service articles and FAQs

Asset Management: CMDB integration for hardware and software tracking
Service Catalog: Pre-approved service reguests with automated workflows

24/7 Coverage: Round-the-clock support for critical systems

2.2 Discovery Assessments

Current State Analysis: Infrastructure, applications, and process documentation
Needs Assessment: Stakeholder interviews and requirements gathering

Gap Analysis: Identify shortfalls between current state and desired outcomes
Options Analysis: Evaluate technical solutions with cost-benefit analysis
Roadmap Development: Phased implementation plan with timelines and costs
Risk Assessment: Identify technical, operational, and project risks
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2. KEY FEATURES

2.3 Proof of Concept (POC) Services

POC Design: Define success criteria, scope, and test scenarios
Environment Setup: Configure isolated POC environment
Implementation: Build and configure solution according to specifications
Testing & Validation: Demonstrate functionality against success criteria
Documentation: Technical architecture, configuration guide, test results
Recommendations: Production deployment approach and lessons learned

2.4 Managed Cloud Services

AWS Management: EC2, S3, RDS, Lambda, CloudWatch, cost optimisation
Azure Management: Virtual Machines, Storage, SQL Database, App Services
GCP Management: Compute Engine, Cloud Storage, Cloud SQL

Multi-Cloud: Unified management across cloud providers

Cost Optimization: Rightsizing, reserved instances, spot instances

Security Management: |AM, security groups, encryption, compliance monitoring
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2. KEY FEATURES

2.5 Application Support

Application Monitoring: Performance, availability, and error tracking

Incident Response: Triage, diagnosis, resolution, and communication
Change Management: Controlled deployment of updates and patches
Performance Tuning: Optimisation of application and database performance
User Support: End-user issue resolution and training

Vendor Liaison: Coordinate with third-party software vendors

2.6 Managed Operations

Proactive Monitoring: 24/7 monitoring with automated alerting
Patch Management: Security updates and patch deployment
Backup Management: Daily backups with regular restore testing
Capacity Planning: Resource utilisation trending and forecasting
Health Checks: Weekly system health assessments
Compliance Reporting: Security, uptime, and SLA reports
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3. KEY BENEFITS

Reduce IT Costs by 30-40%

Managed services provide predictable monthly costs and eliminate the need for large internal IT teams.

Improve Response Times

24/7 coverage ensures issues are addressed immediately, not waiting until next business day.

Access Specialized Expertise

Leverage our team's expertise in cloud, Al, telecom, and infrastructure without hiring full-time specialists.

Focus on Strategic Initiatives

Free your internal team from day-to-day support to focus on digital transformation and strategic projects.

Ensure Business Continuity

Proactive monitoring and rapid incident response minimize downtime and maintain service availability.
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3. KEY BENEFITS

Achieve Compliance

Regular audits, patch management, and documentation support compliance with Cyber Essentials, ISO 27001, and
sector-specific regulations.

Scale Resources Flexibly

Easily scale support coverage up or down based on changing needs without hiring/firing challenges.

Gain Actionable Insights

Monthly reports provide data-driven recommendations for improvements and cost savings.
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4. HOW THE SERVICE WORKS

Service Model 1: Help Desk & Service Desk

Setup (1-2 weeks):

Define service catalog and SLAs

Configure ticketing system (JIRA Service Management)
Set up communication channels

Knowledge base creation

Team training and handover

Ongoing Operations:

« Users contact help desk via phone, email, portal, or chat

Tickets triaged and prioritized by severity

Level 1. Password resets, basic troubleshooting, service requests
Level 2: Advanced troubleshooting, escalated issues

Level 3: Specialist support (developers, infrastructure engineers)
Weekly service reviews and monthly reporting
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4. HOW THE SERVICE WORKS

Service Model 2: Discovery Assessment
Week 1-2: Data Gathering

« Stakeholder interviews (executive, management, technical, end-users)
e System inventory and documentation review

o Architecture workshops

» Process mapping

Week 3. Analysis

« Gap analysis between current state and requirements
« Options evaluation (technical solutions)

» Cost-benefit analysis

* Risk assessment

Week 4: Deliverables

e Current state documentation

Requirements specification

Options analysis with recommendations
Implementation roadmap (3—12-month timeline)
Cost estimates and business case
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4. HOW THE SERVICE WORKS

Service Model 3: Proof of Concept
Week 1-2: Planning

 Define success criteria and test scenarios
e Design POC architecture

« Procure required resources (cloud accounts, licenses)

Week 3-6: Build

 Configure POC environment

e Implement solution components

» |ntegrate with existing systems (if required)
e Conduct internal testing

Week 7-8: Validation

» Customer testing against success criteria
« Performance benchmarking

e Security assessment

« Documentation creation
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4. HOW THE SERVICE WORKS

Service Model 3: Proof of Concept

Week 8: Decision

 Present findings and recommendations
e Go/no-go decision for production deployment
 |f go: Develop production deployment plan
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4. HOW THE SERVICE WORKS

Service Model 4: Managed Services
Onboarding (2-4 weeks):

e Discovery and documentation of managed environment
e Access provisioning and security setup

 Monitoring and alerting configuration

Runbook development

 Handover from existing provider (if applicable)

Steady State Operations:

e 24/7 monitoring and alerting

« |Incident response and resolution

e Proactive system maintenance

e Patch management (monthly)

« Backup management and restore testing
 Weekly health checks

 Monthly service review meetings

e Quarterly business reviews
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9. SERVICE LEVELS & SUPPORT

Response & Resolution Times

P1 - System Down Critical (Service Down):
Initial Response: 2 Hrs
Escalation: Immediate to customer contacts

P2 —High (Degraded Service):
Initial Response: 8 Hrs
Escalation: Within 2 hours if unresolved

Medium (Warning Threshold):
Initial Response: 8-16 Hrs
Escalation: Within 4 hours if unresolved

Low (Informational):
Initial Response: Next business day
Escalation: As needed
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9. SERVICE LEVELS & SUPPORT

Support Channels

e Email: support@testfyra.com
e Ticket Portal: JIRA Service Management
» Alert Notifications: Emall

Communication

e Regular Updates: During active incidents

e Weekly Reports: Ticket statistics, SLA performance, trends

o Monthly Reviews: Service performance, improvements, upcoming changes

e Quarterly Business Reviews: Strategic alignment, roadmap, optimization opportunities

—scalation Path

e Level 1: Help Desk Analyst (first contact)

» Level 2: Technical Specialist (complex issues)

e Level 3: Senior Engineer/Architect (system-wide issues)

» Level 4: Service Delivery Manager (SLA breaches, business impact)
e Level 5: Technical Director (major incidents, strategic issues)
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6. TECHNICAL REQUIREMENTS

Customer Requirements

For Help Desk Services:
 List of supported systems and applications
e User directory (Active Directory, Azure AD, or CSV)
e Access to systems for troubleshooting (VPN, remote desktop)
e Existing knowledge base or documentation (if available)
e Service request approval workflows

For Managed Services:
o Administrator-level access to managed systems
« VPN or secure connectivity to infrastructure
« API credentials for cloud platforms
« Monitoring agent installation permissions (if required)
« Change approval process documentation

For Discovery & POC:
« Stakeholder availability for workshops/interviews
« Access to systems and documentation
« POC success criteria and constraints
« POC environment (cloud account, network access)
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6. TECHNICAL REQUIREMENTS

TestFyra Infrastructure

Service Desk Platform:
« JIRA Service Management (cloud-hosted)
« Knowledge base (Confluence)
« Asset management (integrated CMDB)
» Automated workflows and SLA tracking
Monitoring & Management Tools:
SolarWinds (infrastructure monitoring)
CloudWatch/Azure Monitor (cloud monitoring)
PagerDuty (incident alerting)
Slack/Teams (communication)
« Terraform (infrastructure as code)
Remote Support Tools:
« VPN (site-to-site and client-to-site)
« Remote desktop tools (RDP, TeamViewer, SSH)
e Screen sharing (Teams, Zoom)
» Password management (LastPass, 1Password)
Security:
« Multi-factor authentication for all access
 Encrypted VPN connections (AES-256)
e Audit logging of all administrative actions
 Regular security awareness training for support staff
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/7. SECURITY, COMPLIANCE & CONSTRAINTS

Security Measures

« Access Control: Role-based access, least privilege principle, MFA required
Data Protection: Encryption in transit and at rest, secure credential storage
Audit Logging: Complete audit trail of all support activities

Background Checks: DBS checks for staff (Enhanced DBS for sensitive roles)
Security Clearance: SC clearance available upon reguest (6-8 week lead time)
Incident Response: 24/7 security incident escalation process

Compliance

« GDPR: Full UK GDPR and Data Protection Act 2018 compliance
« |S0O 27001: In progress (expected Q2 2025)

= Cyber Essentials: Certified

« |TIL: ITIL Foundation certified staff

« |STQB : ISTQB Foundation certified staff

« CCNA: CCNA Foundation certified staff

« Sector Standards: NHS DSPT, Cyber Essentials compatible

Backup & Business Continuity

Backup: Daily backups of managed systems with 30-day retention
DR Testing: Quarterly disaster recovery testing

Redundancy: Multiple data centres for failover

RTO: 4 hours for managed services

RPO: 24 hours for data
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/7. SECURITY, COMPLIANCE & CONSTRAINTS

Service Constraints

Dependencies:
« Requires appropriate access and permissions to supported systems
» |ncident resolution depends on system architecture and access
= Cloud cost optimisation requires ability to make infrastructure changes
 Third-party vendor issues require vendor involvement

Limitations:
= Cannot provide support for unsupported or end-of-life software
« Cannot make infrastructure changes without change approval
« Physical hardware support requires on-site access or local hands
» Some specialised systems may require vendor-specific support

Qut of Scope (Unless Explicitly Agreed):.

« Custom software development (see Service 3)
Hardware procurement and installation
Network cabling and physical layer issues
User training and change management
Business process redesign

L

Lead Times:
« Help desk setup: 2 weeks from contract signature
Managed services onboarding: 3-4 weeks
Discovery assessment start: 1-2 weeks
POC start: 2-3 weeks (depending on resource requirements)
Emergency support: 24-hour notice for Premium tier clients
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/7. SECURITY, COMPLIANCE & CONSTRAINTS

Onboarding & Offboarding

Onboarding (2-4 weeks):

Kickoff meeting and scope confirmation

Documentation review and system access provisioning

Tool configuration (tickets, monitoring, alerts)

Runbook development and knowledge transfer

Shadow period (1 week observing existing processes)

Go-live and hypercare (first 2 weeks with enhanced monitoring)

Offboarding (30 days):

Transition planning meeting

knowledge transfer to new provider or internal team
Documentation handover (runbooks, procedures, architecture)
Access credential handover/revocation

Final report (incidents resolved, ongoing issues, recommendations)
30-day warranty period for issues arising from handover

I:EEI:FI.|rE|



CONTACT INFORMATION - TESTFYRALTD

Registered Office: General Enquiries:

11 Dormer Place .
Email: contact@testfyra.com

Royal Leamington Spa Phone: +44 7814 154655

CV32 5AA
: Website: www. ra.com
United Kingdom ebsite testiyra.co

Sales & Commercial: Company Details:
Email: customer@testfyra.com, Company Registration number — 08586825
gurjit.badesha@testfyra.com VAT number - 165527005

This Service Definition Document should be read in conjunction with TestFyra's Terms & Conditions, SFIA Rate Card, and Pricing Document for complete service details.
Version Control; Version 1.0 - December 2025 - Initial G-Cloud 15 submission
END OF SERVICE DEFINITION
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