Highlights

- Holistic view of the end-to-end
vulnerability management lifecycle.

- Support for vulnerability scanning
using industry-standard tools.

- Perform vulnerability scanning: discovery,
regular, internal, external, authenticated,
non-authenticated, and compliance scans.

- Risk-based approach to detect vulnerabilities
and orchestrate remediations through
automated prioritization of risks.

- Update scanning profiles
for automated or manual scanning.

- Standard and custom reports and dashboards
to monitor regulatory requirements (compliance scan).
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Kyndryl VVulnerability
Management
Managed Services

A continuous, proactive approach to vulnerability
management is key to preventing cyberattacks

and breaches. Kyndryl's VVulnerability Management
Managed Services help organizations avoid costly
breaches by closing the gap faster with more intelligence
than ever before. Kyndryl is a global partner with extensive
experience helping customers improve and respond

to vulnerabilities using a Kyndryl-designed methodology
integrated with industry-leading tools to effectively target
what matters most. Kyndryl VVulnerability Management
Managed Services provides a holistic security view,
integrating with industry-leading vulnerability management
tools, change management tools, and automated risk
prioritization and remediation, with cybersecurity experts
to orchestrate the process end-to-end.

Introduction

Kyndryl Vulnerability Mlanagement Managed Services
is designed to modernize patch and vulnerability
management to decrease response time to threats.

By prioritizing threats to mitigate risks and improve
business continuity, we deliver a rapid and effective
response. Using a Zero Trust lens, cybersecurity best
practices, and advanced technologies, our teams of
experts can help you defend against risk, protect your
business-critical applications and data, and reduce the
probability of breaches or disruptions.

Kyndryl’s solution is a single repository, operating
seamlessly with built-in integrations to improve execution
and measure success, that focuses on:

1. Improving data visibility, ensuring asset information
is correct, and centralizing vulnerability information.

2. Driving risk identification, prioritization, validation,
asset alignment, and remediation assignment.

3. Reduce execution timeframes using automation
or manual to resolve vulnerabilities quickly, validating
the remediation, performing risk and exception
tracking, and developing automation to speed up
the time required during maintenance windows.



Kyndryl \Vulnerability
Management Managed Services

Kyndryl Vulnerability Management Managed Services

is designed to provide holistic support for an end-to-end
vulnerability management lifecycle. Options range from
advisory and implementation to a full end-to-end managed
service through a risk-based approach to detect
vulnerabilities and orchestrate their remediation.

Capabilities
- Assessment and discovery

- Regular and compliance scans
with industry-standard tools

- ldentification and automated prioritization
of risks supported by industry-standard tools.

- Vulnerability remediation orchestration

- Standard and custom reporting
with metrics and dashboards

- Customer IT Service Management (ITSM)
takeover as applicable

- 8xbsupport

Competitive Differentiators

Kyndryl's Vulnerability Mlanagement Managed Services
enhances an organization’s current vulnerability
management process to the desired level. It minimizes
the occurrence and impact of future cyber threats.
Kyndryl’s service includes:

- Vulnerability management methodology and
risk-based delivery model with a Zero Trust lens.

- Broad view of the threat landscape across
multiple business sectors.

- Integrated service management
across supported platforms.

- Ability to serve customers in complex,
highly regulated industries.

- Experience with 1600 customers using our
manual patching solutions and internally,
spanning more than 60 countries.

\Why Kyndryl?

According to ISC2, there is a critical gap of 4 million
cybersecurity professionals worldwide!

At Kyndryl, we understand the pros and cons of various
cybersecurity strategy options and can help you navigate
and select a strategy that is most capable of meeting
your requirements and assumptions.

Experience

Execute faster by leveraging the extensive skills and
resources across Kyndryl and our broad partner ecosystem.

Technology
Securely integrate emerging technologies across

hybrid environments, benefiting from our decades
of experience and patterns of success.

Support
Manage the rapidly evolving operational risks, effectively

protect business-critical infrastructure, and mitigate
the business impact of security vulnerabilities.

For more information

To learn more please contact your Kyndryl
Representative or visit www.kyndryl.com.

' Source: 2023 ISC2 Cybersecurity \Workforce Study
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