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Penetration Testing Services

This service provides manual penetration testing delivered by an experienced penetration
tester, designed to identify security vulnerabilities in systems, applications, and infrastructure.
Testing is conducted in line with CREST-approved principles and methodologies, focusing on
real-world attack techniques to assess the effectiveness of security controls.

The service can include, but is not limited to:

e Infrastructure penetration testing (internal and external)
¢ Web application penetration testing

¢ APl and service testing

e Cloud configuration and platform review

¢ Wireless and network security testing (where in scope)

All testing is scoped and agreed in advance with the customer to ensure alignment with
business objectives and risk appetite. The tester uses a combination of manual techniques and
supporting tools to identify, validate, and evidence vulnerabilities, prioritising issues based on
risk and potential impact.

Deliverables

e Aclear, well written penetration test report

e Executive summary which can be used in a non-technical arena, highlighting key risks
¢ Detailed technical findings with evidence

¢ Riskratings and practical remediation guidance

¢ Post-test clarification and support, if required

Service Characteristics

¢ Delivered by a qualified penetration tester

e Manual, intelligence-led testing approach

e Aligned with CREST standards and ethical testing principles

e Suitable for public sector environments and assurance needs

e Can be delivered remotely or on-site, depending on requirements

This service supports organisations in understanding their security posture, meeting assurance
requirements, and reducing exposure to cyber risk.
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