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Deployment Services for NGFW and CDSS

Realize the Value of Your Security Investment with Tailored
Deployment Services

Palo Alto Networks Deployment Services provide comprehensive expertise to help organizations maximize
their cybersecurity investments. With decades of experience, our technical experts ensure our security
solutions meet your unique business needs. They focus on providing rapid and comprehensive deployment,
security integration, and optimization.

Our Deployment Services help organizations successfully leverage all the advanced capabilities of our
industry-leading solutions. This includes Next-Generation Firewalls (NGFWs) and Cloud-Delivered Security
Services (CDSS).

What Is the Service?

Palo Alto Networks Deployment Services for NGFWs and CDSS focus on successfully deploying the
products, including planning, deployment, configuration, and validation. Its goal is to both accelerate
deployment and maximize value through full feature adoption.

What Is Provided?

The following services are available depending on your organization’s needs.

Validation

Planning

- Project scope review

- Definition of goals

- Management structure plan

« Scheduling

« Technical requirements document
« Tailored release strategy

Deployment

« Deploying hardware and software

« Configuring initial best practices

+ Routing setup

+ PAN-OS® updates

- Migrating the legacy policy and VPN

« Integration into production environment

Configuration

« Configuring and integrating AIOPS/
Strata” Cloud Manager

« Configuring:

> The CDSS/Core Security policy
> SSL Forward Proxy
> SSL Inbound Inspection
> User-ID"
> Security and NAT policy

- Integrating the App-ID™ Security Policy,
Cloud Identity Engine, IDP, and MFA

« Designing and implementing the
management hierarchy structure

- Deploying the certificate and Dedicated
Log Collector

+ Role-based access control

- Validating a successful deployment

and configuration

« Creating deployment documentation
« Conducting a solution handover and

knowledge transfer

Figure 1. Available Deployment Services for NGFW and CDSS
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Value Delivered

Our Deployment Services are crafted to speed up your time to value, ensuring you quickly unlock all the
benefits our cybersecurity solutions provide.

Get the Most from Your Security Investment
- Align your architecture, implementation, and operations with industry best practices.

- Apply all capabilities of your security solution with guidance from our technical experts.

Improve Your Security Practices to Minimize Risk
« Measure best practices adoption to create a roadmap for continuous improvement.

- Benchmark your security environment to identify opportunities to improve security effectiveness.

Transform Your Operations to Improve Efficiency
- Streamline operations and enhance efficiency.

- Leverage integrations between products to improve security operations and effectiveness.

Get More Value from Your Products

Explore how Palo Alto Networks Deployment Services help you drive more value from the products you
already own. Learn more about how you can take advantage of our Professional Services expertise at
www.paloaltonetworks.com/services/consulting.

About Palo Alto Networks

As the global cybersecurity leader, Palo Alto Networks (NASDAQ: PANW) is dedicated to protecting our digital
way of life via continuous innovation. Trusted by more than 70,000 organizations worldwide, we provide
comprehensive Al-powered security solutions across network, cloud, security operations and Al, enhanced by
the expertise and threat intelligence of Unit 42®. Our focus on platformization allows enterprises to streamline
security at scale, ensuring protection fuels innovation. Explore more at www.paloaltonetworks.com.
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Sales: +1.866.320.4788
Support:  +1.866.898.9087
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