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Service Definition Document

Check Point Harmony Endpoint MSSP

1 OVERVIEW

Cyber Security Defence Consultants work with organisations to improve and enhance their
cybersecurity thresholds.

Our teams work within complex and diverse environments to achieve strategic, operational and
realistic outcomes, including ISO/IEC27001, Cyber Essentials and Cyber Essentials Plus.

Over multiple consultancy contracts, we have developed and implemented information risk
management processes that support our client's governance models and provide support to control
specific target areas, improve processes and mitigate risk. This has increased security controls,
reducing the organisation's risk appetite and cyber threats.

We engage experienced and qualified consultants who are up to date with all legislative practices to
support organisations to manage risk effectively.

Our team holds qualifications including CISSP, CISM, CREST, CEH, OSCP and ISO/IEC 27001 Lead
Auditor and Lead Implementer.

Our cyber security consultancy engagement process aligns with the NCSC Certified Cyber Security
Consultancy Standard, ensuring a high-quality client journey including agreed deliverables,
transparent and regular reporting, defined escalation paths, suitably skilled and qualified resources
and focused delivery.

2 SERVICES
2.1 Check Point Harmony Endpoint MSSP

We provide a fully managed endpoint security service using Check Point Harmony Endpoint
Advanced, delivered through the Check Point MSSP programme. This pay-as-you-go service provides
comprehensive endpoint protection without the need for in-house security operations capability.

As a Check Point MSSP partner, we take full responsibility for managing your endpoint security. Our
SC-cleared security analysts monitor threats, manage policies, investigate incidents and report on
your security posture. You receive enterprise-grade endpoint protection with expert management
included in a simple per-user monthly price.

Check Point Harmony Endpoint Advanced provides real-time protection against ransomware,
malware, phishing, and advanced persistent threats. The solution includes anti-ransomware, anti-
malware, anti-bot, anti-exploit, behavioural guard, zero-phishing browser protection, URL filtering,
and EDR capabilities.

The MSSP model means you do not need to access or manage the Check Point portal. We handle all
configuration, monitoring and response on your behalf, providing you with regular reports and
reviews to demonstrate your security posture.
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Features

¢ Pay-as-you-go pricing with no long-term contract

¢ Cancel anytime with just 30 days notice

¢ Fully managed — we operate, you focus on business

¢ Check Point Harmony Endpoint Advanced with EDR included
¢ Real-time threat monitoring during UK business hours

¢ Policy management and optimisation by SC-cleared analysts
¢ Threat investigation and incident response included

e Monthly security reports and quarterly service reviews

¢ Scale users up or down as needs change

¢ Check Point vendor support managed on your behalf

Benefits

¢ No capital expenditure — simple monthly subscription

* No lock-in — cancel with 30 days notice

¢ Predictable monthly cost per user for budgeting

¢ Pay only for users you have

¢ No need for in-house security operations team

e SC-cleared UK analysts understand public sector requirements
¢ Reduces ransomware, malware and phishing attack risk

¢ Frees internal IT to focus on priorities

¢ Demonstrates security due diligence to auditors

* Enterprise-grade protection without enterprise complexity

3 PRICING

The service is priced on a pay-as-you-go basis per user per month. This includes the Check Point
Harmony Endpoint Advanced license and full CSDC managed service.

Harmony Endpoint MSSP (Advanced): £4.76 per user per month + VAT

There is no minimum user count. Pricing scales with your user base — you pay only for what you
use. Cancel anytime with 30 days notice.

Initial Setup: Quoted separately based on environment size and complexity. Contact us for a scoping
discussion and quotation.

Travel and subsistence are included within the M25. Outside the M25, travel is charged at
departmental rates.
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4 CONTACT
Cyber Security Defence Consultants

StJohn's Innovation Centre
Cowley Road

Cambridge CB4 OWS
United Kingdom

Email: info@cybersecuritydefence.co.uk

Web: www.cybersecuritydefence.co.uk
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