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E) Business Continuity and Disaster Recovery Services Service Description

1 OVERVIEW

Cyber Security Defence Consultants work with organisations to improve and enhance their cybersecurity thresholds.

Our teams work within complex and diverse environments to achieve strategic, operational and realistic outcomes,
including ISO/IEC27001, Cyber Essentials and Cyber Essentials Plus.

Over multiple consultancy contracts, we have developed and implemented information risk management processes
that support our client's governance models and provide support to control specific target areas, improve processes
and mitigate risk. This has increased security controls, reducing the organisation's risk appetite and cyber threats.

We engage experienced and qualified consultants who are up to date with all legislative practices to support
organisations to manage risk effectively.

Our team hold qualifications including CISSP, CISM and ISO/IEC 27001 Lead Auditor and Lead Implementer.

Our cyber security consultancy engagement process aligns with the NCSC Certified Cyber Security Consultancy
Standard, ensuring a high-quality client journey including agreed deliverables, transparent and regular reporting,
defined escalation paths, suitably skilled and qualified resources and focused delivery.

2 SERVICES

2.1 Business Continuity and Disaster Recovery Services

Business continuity and disaster recovery services are crucial to an organisation's risk management strategy. These
services are designed to minimise the impact of disruptive events, such as natural disasters, cyber-attacks, or system
failures, and ensure that critical business operations can continue or be quickly restored.

Cyber Security Defence Consultants support organisations to assess the business impacts and risks of disruption. We
work with organisations to advise on leadership and governance, assess impacts and risks, help develop plans and
solutions, train and test, and manage to provide organisations and customers the assurance they need to maintain
continuity.

Business continuity services aim to maintain the availability of essential business functions and processes during and
after a disruptive event. These services typically include:

1. Business Impact Analysis —identifying and prioritising critical business processes, systems, and resources
essential to the organisation's operations.

2. Business Continuity Planning — developing comprehensive plans and procedures to ensure the continuity of
critical business functions during a disruption. This includes developing strategies for alternative work
locations, data backup and recovery, and communication plans.

3. Testing and Exercising — regularly testing and validating the business continuity plans to ensure their
effectiveness and identify any potential gaps or areas for improvement

4. Training and Awareness - providing training and education to employees on the business continuity plans,
their roles and responsibilities, and the importance of preparedness.

Disaster recovery services focus on restoring IT systems, applications, and data after a disruptive event. These
services typically include:
1. Data Backup and Replication —implementing robust data backup and replication strategies to ensure critical
data can be recovered during a disaster.
2. Disaster Recovery Planning — developing detailed plans and procedures for restoring IT systems,
applications, and data in the event of a disaster, including identifying recovery sites and failover strategies.
3. Disaster Recovery Testing —regularly testing and validating the disaster recovery plans to ensure their
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effectiveness and identify potential issues or improvement areas.
4. Disaster Recovery as a Service (DRasS) — outsourcing disaster recovery capabilities to a third-party provider
who manages and maintains the necessary infrastructure and resources for disaster recovery.

Our business continuity and disaster recovery services are essential for organisations to maintain resilience and
minimise the impact of disruptive events. By implementing these services, organisations can protect their critical
operations, data, and systems and ensure they can continue to service customers and stakeholders, even in adverse
situations.

We will provide training and support for all employees to ensure they know what to do during a disruption, building
up all in-house capacity and capability to support your ongoing business continuity management initiative.

We analyse your organisation's current business continuity management to illustrate gaps and where improvement
can be made.

We will then support ongoing business continuity management reviews by conducting internal reviews, establishing
measurement monitoring activities aligned with strategic objectives, and facilitating continual improvement.
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