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Why Uni Systems?

Cybersecurity is a constantly evolving landscape, where
compliance, security, privacy and business resilience
requirements are continuously increasing.

Our experts can provide your business with the expertise
needed to overcome even the hardest of those challenges,
with the wide range of our Cybersecurity & Privacy Services.
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GRC Advisory Services

We ensure:
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oersecurity strategy aligned with business objectives
oliance with industry standards and regulations (ISO 27001, GDPR,

NIST, 22301 etc.)

Clear picture of the organization’s current cyber risk posture &
capabilities

Informed view of how, where and why to invest in managing cyber risks

Related Services:

Security Maturity Assessment

Cyber Security Programs

Risk Assessment & Risk Management
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1SO 27001 & ISO 22301 Management System Consulting
GDPR Compliance Services (Data & Flow Mapping, DPIA etc.)

Third Party Security Assessment
Security Consulting as a Service
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Security By Design
Services

Build security into information systems
by design, instead of being added on
later by third-party products and
services.

Related Services:
Secure Development Lifecycle
(SDLC) Framework Services
(development phase)
Security Code Audit (development
NENE),
Secure Code Remediation (post the
development phase)
Application Threat Modelling
(development phase)

Security Testing Services

Regular security audits can save a great
deal of money in reputational losses,
customer confidence, business
disruptions, productivity and more.

Related Services:

* White/Black/Grey Box Penetration
Testing

* Web Application Penetration
Testing

* Mobile App Penetration Testing

* Infrastructure Penetration Testing

* Wi-Fi Penetration Testing

* Vulnerability Scanning

» Attack Surface Assessment
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Cloud Security Services

* Azure & M365 Security Services Implementation such as:
o Azure Key Vault
o Azure Information Protection (DLP)
o Microsoft Defender for Cloud (CASB)
o Microsoft Defender for Office 365
o Microsoft Intune
o Microsoft Sentinel

* Azure & M365 Security Assessment:
o Assessment of the security and risk posture of the cloud
o Review cloud controls based on CIS and /or Azure Foundations benchmarks

* Azure Network Security:

o Cloud-native network security services (e.g. Azure Firewall, Azure WAF, Azure
Gateway, Azure VPN Gateway, Azure DDoS protection)

o Network Virtual Appliances (NVA) (e.g. Cisco Firepower V, Fortinet, Citrix
ADC WAF, Check Point)
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Related Services

* Consulting Services such as:
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Requirements Gathering

High Level Design (HLD) of ICT
Architecture

Network Security Integration
Consulting

* Deployment Services such as:

O
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Greenfield and/or Brownfield
design (LLD)

Configuration
Customization
Installation
Integration
Migration
Acceptance Tests

* Optimization Services such as:
o Requirements Gathering

o Security Hardening Against Best
Practices

o Network Security Architecture
Assessment

o Firewall Rules Optimization
o Network Topology Analysis

* Technical Support Services such as:

o On-Site and/or Remote
Troubleshooting

o Software patching/upgrade

» Turnkey Projects: Design, Deploy,
Support
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Security Technologies Integration

We can integrate a wide range of Security Technologies such as:

« SIEM (Security information and event management)

* Endpoint Protection / Endpoint Detection and Response (EDR)
products

 DLP Professional (Data Loss Prevention) products
 |dentity and Access Management products

 PAM (Privileged Access Management) products

« GRCTools

 GDPR Compliance Tools
* Threat Intelligence Platforms



System Hardening and Vulnerability Assessments

System Security Hardening is the process of securing it by reducing its
vulnerabilities. It is performed in order to minimize its exposure to
possible threats, therefore trying to make it “bulletproof”.

We perform automated and/or non-automated vulnerability
assessments and system hardening tasks on:

* Local Servers

* Cloud Servers

* Virtual Servers
* Desktops
 Laptops

* Mobile Devices

The hardening tasks are taking place against industry standards, such as
the CIS Benchmarks.
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SOC/MDR Services

We offer fully integrated

SOC/MDR services. Our Security
Operations Center (SOC) team
monitors your environments 24/7
and responds to threats to
mitigate any attacks

o 24x7 threat detection and
response

* User Monitoring

* |T Monitoring

* OT Monitoring

* Cloud Monitoring

* Endpoint Monitoring

Security Administration &
Operation Managed Services:

* Network Security
* Cloud Security

* Vulnerability & Penetration
Testing

» Certificate Management
 MFA, IAM, PAM

* Mail Security

* Troubleshooting & Support
 Hardware Support

» Software Support

» Configuration Management

» Systems Monitoring &
Management
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https://www.linkedin.com/company/unisystems
https://twitter.com/uniSystems_GR
https://www.facebook.com/UniSystemsOfficial
mailto:info@unisystems.com
https://www.unisystems.com/

