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Service Summary

Our Enhanced Threat Intelligence Subscription Service
(ETISS) provides clients with continuous access to high
impact, actionable threat intelligence enabling them to
anticipate, detect, and defend against emerging cyber
threats specific to their industry, geography, and attack
surface.

The service is designed to support security and risk
professionals with timely, relevant insights derived from
proprietary data sources, open-source intelligence
(OSINT), and dark web monitoring. ETISS helps clients
make informed, strategic security decisions and align
defences to the evolving threat landscape.

The ETISS is a comprehensive, subscription-based
offering that delivers regular, timely, and relevant threat
intelligence insights. It combines curated reporting,
timely alerts, and on-demand analyst support to help
organisations proactively understand and respond to the
evolving cyber threat landscape. Built on intelligence
gathered by our global network of experts, this service
empowers clients with up-to-date threat data, strategic
insights, and access to industry-leading analysts.

Subscribing to ETISS povides an organisation receives:

e -Regular reports on threat activity, including
ransomware and geopolitical developments

e -Alerts about critical emerging vulnerabilities and
cyber incidents

« -Direct access to our Tl team, experienced analysts
for support, guidance, and deeper investigations via
analyst support tokens and;

« -Proactive intelligence to support risk mitigation,
incident response, and strategic security planning

Service Overview

Detailed reports summarising changes in the
threat landscape, including ransomware
activity, significant cyber events, and
geopolitical developments.

EJ Monthly Threat Intelligence Reports
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& Quarterly Insights

An in-depth exploration of developments
across the threat landscape, including key
events from the Quarter, ransomware activity,
detailed analysis of emerging trends, a
vulnerability spotlight and geopolitical insights.

@ Annual Threat Report

The annual report provides a detailed analysis
of the pivotal events that shape the cyber
security environment for the year. By exploring
key incidents, from the exploitation of zero-day
vulnerabilities to global law enforcement efforts
dismantling cybercriminal networks, we aim to
equip organisations with the insights needed to
fortify their operations against
similar threats in the future.

' Threat Intelligence Alerts

Timely notifications regarding emerging
threats, namely CVE’s, including mitigation
steps that can be implemented, assistance in
developing detection measures, and a
summary of actions taken by NCC Group to
address these threats.

Retained Threat Intelligence

Analyst Support

Beyond our research and reporting activities,
our analysts are available for ad hoc requests.
These services encompass:
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¢ Reports & Assessments - Threat
landscape reports, threat hunting reports,
and tactical assessments.

+ Dark Web Investigations - Manual
investigations conducted outside standard
platforms to gather contextual information
for informed assessments.

+ Malware Analysis - Assessments of
potentially malicious files or emails of
concern.

+ Takedown Requests - Collecting
necessary evidence to submit takedown
requests for platforms such as GitHub,
VirusTotal, and domains
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For more information from NCC
Group on our G-Cloud 15 service,
please contact:

+44 (0)161 209 5200
bidteam@nccgroup.com
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