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Service Overview

NCC Group’s Vulnerability Management and Assessment
service is designed to be an integral part of the Client’s
security team- offering contextualised and prioritised
results, enabling a client to utilise their valuable resource
where it matters most, mitigating risks.

NCC Group leverages its global pool of experienced
vulnerability Consultants to deliver the Service, which
provides the Client with a view of the impact and
exploitability of exposure in their environment. The overall
outcome results in streamlined action, reduced
exposure, and enhanced security resilience for confident
mitigation across the Client’s organisation.

Our people-powered, tech-enabled approach ensures
that clients have visibility of their attack surface,
identifying contextual risks to be addressed and feeding
into other security programmes of work.

NCC'’s Vulnerability Management and Assessment
Service Offering requires the Client to provide the Asset
scope. l.e., The internal / external Assets to be scanned
for risks, vulnerabilities and misconfigurations. NCC
Group will conduct exposure identification against the
pre-defined scope of Assets at the agreed cadence as
set out in the Statement of Work.

Focus on what matters most and free
up more time for remediation activities.
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Risk, Vulnerability and Misconfiguration
Identification

Powered by Third-Party Vendor technology, NCC Group
will look for vulnerabilities, risks, misconfigurations and
security health issues across the Client’s scoped Assets,
building a clearer picture of the vulnerable and risk-prone
areas within the Client’s environment.

Risk and vulnerability identification is performed regularly
at a cadence pre-agreed with the Client, to ensure that
the Client and NCC Group are always targeting the latest
exposures present in the Client’s environment, including
any emerging threats. All identified exposures are
enhanced with threat intelligence, providing additional
context and prioritisation.

Reporting & Dashboards

As part of the Service, NCC Group will provide the Client
with access to the relevant NCC Portal for reporting,
dashboards and insights into ongoing security and risks,
along with any remediation recommendations.

o Client’s will receive access to the NCC Portal
where tickets and interactive dashboards will be
presented to the Client.

¢ Monthly reports will be shared and discussed via
monthly interactive sessions between the Client
and NCC Group covering issues, data
presentation and guidance on remediation
priorities.
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Vulnerability Consultant

NCC Group will provide a Vulnerability Consultant to act
as the central point of contact for the Client, overseeing
the Service and providing advice and support where
needed.

Service Autoscaling

NCC Group understands that environments are
susceptible to frequent changes, and as a result clients
can add and/or remove Assets from the original scope as
required. Requests must be made in writing, and NCC
Group will work with Clients to determine if any Fee
increase is required above what was agreed in the
Statement of Work.

Why NCC Group?

¢ Access to a dedicated consultant

» Service integrations

¢ Interactive monthly review meetings
¢ Recognised cyber security leader
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For more information from NCC
Group on our G-Cloud 15 service,
please contact:

+44 (0)161 209 5200
bidteam@nccgroup.com
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