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Bounty



Service Overview

Bug Bounty Programs are created to allow Security
Researchers to report new security vulnerabilities directly
to the company that owns the code. This allows the
company to remediate the vulnerability before it can
potentially turn into a major data breach and help reduce
the risk of any financial or reputational costs.

NCC Groups Bug Bounty Managed Service is available
to Clients, regardless of which Bug Bounty platform they
are using. NCC simply join the platform and take over the
management of your bug bounty programme in line with
the service you have purchased from us.

There are three Bug Bounty Managed Service options
available from NCC’s which are available independantly
of each other:

Vulnerability Triage
Security Assessment
Programme management
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Why would a customer need it?

Indicators of need

Companies of all sizes are exposed to the ongoing risk of
being compromised by malicious attackers. They
recognise the value of harnessing the many hundreds of
thousands of security researchers around the world who
can provide the expertise, scale and breadth to identify
the vulnerabilities first, and then report them to the
customer for compensation. This is significantly less
costly than the potential cost of being targeted by a
successful ransomware attack, or a breach which results
in customers’ personal information being exposed.

The Client is already doing application testing, has an
effective bug mitigation program, and receives bug
reports from multiple sources. The Client is struggling to
identify vulnerabilities in their applications quickly and
efficiently due to having a small or overwhelmed security
team. They are struggling with the management of these
multiple bug sources and their remediation lifecycle in a
timely manner. The Client needs support and guidance in
interacting with researchers, as well as training in best
practices and how to iterate on their findings.
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For more information from NCC
Group on our G-Cloud 15 service,
please contact:

+44 (0)161 209 5200 

bidteam@nccgroup.com
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