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Protect your reputation by adopting a trusted
standard

ISO 22301 is a highly regarded standard for business
continuity management, which has been adopted
across several organisations to provide a proven,
mature and effective mechanism for protecting your
critical business functions using a risk-based approach.

Design and implement recovery strategies around
critical business processes

By implementing a recovery strategy aligned to ISO
22301, business processes are prioritised based on
their criticality to the organisation. This ensures a
clearer understanding of the sequence of business
processes to be recovered so that the organisation can
resume normal operations in a timely manner reducing
unnecessary downtimes.

NCC Group employs experienced professionals helping with business resilience and ISO 22301 alignment
processes. From initial scoping, gap analysis and readiness assessments to documenting and implementing
Business Impact Analysis, Business Continuity and IT Disaster Recovery Plans, through to remediation,
testing, maintenance and certification, we can manage your entire compliance programme.
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Improve risk management through Business Impact
Analysis

A well-defined and consistent business impact analysis
helps organisations define the criticality of business
processes based on their importance to the
organisation. This helps aid the timely recovery of key
business processes and supporting technology
elements

Identify dependencies with other departments and
external service providers

Identify dependencies with other departments within the
business and external service providers, such as those
who support critical applications, systems and
infrastructure, so organisations are aware and can
incorporate Service Level Agreements to support
recovery activities.

Reduce project risk by using an experienced team

NCC Group’s team of experienced resilience and
qualified ISO 22301 professionals have helped design
and implement resilience strategies across many
organisations of all sizes, in both the private and public
sector. This experience allows the team to identify and
advise you on the best approach using NCC Group’s
well-proven and flexible methodology.

Protect your reputation by adopting a trusted standard 
Design and implement recovery strategies around critical business processes
Improve risk management through Business Impact Analysis 
Identify dependencies with other departments and external service providers 
Reduce project risk by using an experienced team

Benefits



Resilience & ISO 22301 Consulting Services
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Scoping Study 

NCC Group will determine the scope of the resilience
programme by undertaking a small number of
collaborative workshops in which a review will be
conducted to identify the organisation’s current position,
your business and recovery needs, any restrictions or
opportunities and your end goals. Following the
workshops, NCC Group will provide a detailed scope
definition and implementation programme for your
organisation.

IISO 22301 Readiness Assessment or Gap Analysis 

Once NCC Group has determined the scope, an
assessment can made of the appropriate parts of the
organisation against all relevant parts of the ISO 22301
standard. 

As the deliverable from this stage detailed report is
provided with recommendations, an outline plan,
prioritised actions and high-level implementation costs.

Resilience Consultancy 

NCC Group can conduct a business impact analysis to
determine the critical business processes, identify the
key dependencies and the applications, systems and
infrastructure supporting the business processes to
determine recovery priorities of the organisation’s
business processes and technology elements using
either NCC Group’s own methodology or the customer’s
own approach.

Compliance is easier to maintain over
the long term due to the NCC Group
approach

Maintain Compliance

Recover business and operations
quicker

Future Business

Reduced programme risk to due to
consistent implementation
methodology

Reduced Risk

Defined roadmap and costs to help
you plan your implementation
programme 

Visibility



A recent endorsement we received from a client was as follows: 

“I just wanted to pass on my thanks for [Consultant’s] input in relation to our ISO project. The audit went very well
and is testament to his organisation, planning and understanding. [Consultant’s] strategic thinking is a valuable skill
which has no doubt got us to this point and will surely lead to a successful Stage 2 assessment”. Kuehne and Nagel
Aerospace and Defence.”

NCC Group
Resilience
Consulting

Methodology

Review Processes &
Determine
Requirements

3.
Analysis &
Reporting4.Prepare2.

Engagement
Planning1. Briefing5.

In this phase, we focus on getting
a good understanding of the
business context. We will also
review any existing documentation
and schedule workshops and
interviews with key business and IT
contacts. 

We will review and carry out
business impact analysis and
business continuity plans, analyse
applications and systems
supporting the business
processes. We will review the
backup processes, 

We will document the findings from
the various workshops and
interviews and draft Business
Continuity & IT Disaster Recover
plans. 

We begin the assessment with a
project initiation meeting with the
project sponsor to identify key
stakeholders, confirm the scope of
the engagement and agree
timescales & outputs. 

Following delivery of the report and
recovery plans, we will schedule a
meeting to present our findings
and other deliverables. We can
also assist in providing training for
recovery personnel in order to
maintain and update the plans
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Summary

You will be supported by an experienced consultant who is an ISO 22301 qualified Implementer. 
NCC Group has supported a number of organisations with their recovery planning and implementations. We have
also carried out several Gap analysis and readiness assessments. 
NCC Group’s experience cuts across industries, technologies, cultures and geographies, and provides an
organisation with pragmatic risk and security advice with business outcomes at the heart of recommendations.
The team can, where necessary, call on the wider NCC Group family containing world-class experience in Threat
Intelligence, Incident Response, Technical Security Consultancy, Data Protection and Privacy legislation and
other areas. 
NCC Group often takes clients past just the ISO 22301certification stage, helping to provide ongoing detailed
planning, programme and project management of various work streams and delivery of implementation services.
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About NCC Group

NCC Group is a global expert in cyber
security and risk mitigation, working with
organisations to protect their brand, value
and reputation against the ever-evolving
threat landscape.
 
With our knowledge, experience and
global footprint, we are well placed to help
organisations identify, assess, mitigate and
respond to the risks they face. 

We are passionate about making the
Internet safer and revolutionising the way
in which organisations think about cyber
security.

“



For more information from NCC
Group on our G-Cloud 15 service,
please contact:

bidteam@nccgroup.com
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