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About ROCK

ROCK is a technology services group delivering
cloud, cybersecurity and managed IT services
to public sector, healthcare, education, housing
and regulated organisations.

Headquartered in the UK, the ROCK Group
supports clients globally across and beyond
Europe and North America.

The group is structured for scale and resilience,
combining disciplined delivery with deep
regulatory understanding. This enables ROCK to
operate as a trusted partner in complex, high-
assurance environments where reliability and
security are critical.

'he group operates through two focused service
disciplines:

» As a Managed Service Provider (MSP), ROCK
runs and optimises cloud platforms,
infrastructure and modern workplace
environments.

« As a Managed Security Service Provider
(MSSP), ROCK delivers continuous cyber
defence, risk management and compliance-
led security operations.

These services can be consumed independently
or combined into a unified operating model.

Clients partner with ROCK for clarity and
confidence. From a client standpoint, every
partnership is shaped by three principles.

Commibment - Through clear ownership and
long-term partnership.

Prool - Through measurable outcomes,
service metrics and transparent reporting.
Certainty - Through predictable delivery,
resilient design and controlled change.

ROCK supports organisations to modernise
securely and operate more effectively. We pair
technical depth with practical guidance to
support informed decisions and keep technology
aligned to business priorities.

The group operates within a mature governance
framework aligned to ISO 27001:2022, ISO
9001:2015 and Cyber Essentials Plus.

Engineering and service practices are consistent,
repeatable and auditable, enabling scale while
managing risk.

Ongoing investment in people, platforms and
innovation strengthens capability and keeps
services responsive to evolving needs. As a
strategic partner, ROCK helps clients improve
today while building the foundations for long-
term change.

Responsible & Sustainable Delivery

ROCK is committed to delivering Social Value
alongside high-quality technology services. Our
approach is aligned to the UK Government Social
Value Model and focuses on creating good jobs,
developing skills, supporting inclusive
employment, strengthening supply chains,
protecting the environment, and promoting
workforce wellbeing.

Social Value is embedded into how we operate
as an organisation and how we deliver services,
including through fair working practices, skills
development and training, responsible supply
chain management, environmental sustainability,
and community engagement.

For each contract, commitments are tailored to
customer needs and local context, and agreed
during mobilisation and contract governance.
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Our Services

ROCK's Microsoft 365 Licensing service
provides UK public-sector organisations with a
streamlined, SaaS-delivered licensing engine.

As a product only provision, we focus on the
commercial architecture of your Microsoft estate,
ensuring you have the right mix of Business,
Enterprise, and Frontline licenses to meet your
mission without overpaying for unused
"shelfware."

We replace the rigid, multi-year commitment of
traditional Enterprise Agreements (EA) with a
flexible, consumption-based model.

This allows you to scale your seat count up or
down in real-time, ensuring your budget is
always optimised for your current workforce.

The Execulive Pillars of License
Management

Commercial Agility & Scalability

We eliminate the Lock-In risk. Our approach
allows you to adjust your license counts monthly
or annually, ensuring you only pay for the users
you actually have today.

Unified Billing & Invoicing

We consolidate Microsoft SKUs into a single,
transparent monthly or annual invoice. The
outcome is a simplified procurement process
that reduces the administrative burden on your
finance and IT teams.

Proactive Cost Optimisation

We don't just sell seats. We provide the visibility
to identify underutilised high-tier licenses (e.qg.,
E5) that could be downgraded to more cost-
effective tiers (e.qg., E3 or F3) based on actual
user activity.

Compliance & Governance Baseline

Our provision includes access to the Microsoft
Customer Agreement (MCA) framework,
ensuring your organisation remains compliant
with Microsoft's global terms while benefiting
from ROCK's public sector focused support.

“Teams can collaborate more
effectively with a secure,
consistent productivity platform
that supports modern, flexible
working at scale.”

[an Elsbury, COO at ROCK
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Our Approach

We replace the rigid one size fits all mentality of
traditional enterprise agreements with a Lean
Licensing Model. By acting as your Cloud
Solution Provider (CSP), we provide a structured
approach to licensing that treats your Microsoft
365 estate as a dynamic asset rather than a
static overhead.

Phase 1: Estate Right-Sizing &
"Shelfware" Elimination

Goal: Eliminate waste and align spend with actual
organisational headcount.

Consumption-Based Baseline

Me establish your license requirements based on
real-time user needs. Our approach identifies
unassigned or orphan licenses from departed
staff, ensuring you stop paying for users who no
longer exist.

Tier-Alignment Analysis

Not every user needs an ES license. We analyse
your departmental requirements to identify
where users can be right sized from high cost
Enterprise tiers to more cost effective Frontline
(F3) or Business Standard licenses.

Phase 2: The Hybrid Commerce Strategy

Goal: Balance price protection with operational
flexibility.

Strategic Term Blending

We use Microsoft's New Commerce Experience
(NCE) to blend contract terms. We recommend
committing to Annual Terms for your core
permanent staff to lock in lower pricing, while
using Monthly Terms for seasonal staff or
contractors.

Price Lock Protection

By securing annual commitments through the ROCK
CSP portal, we shield your organisation from mid-
year global price increases, providing budgetary
predictability for the fiscal year.

Phase 3: Continuous Governance & Self-
Service Empowerment

Goal: Provide your leadership with total visibility and
control over the "Cost of Productivity."

Consolidated Transparent Billing

We consolidate complex Microsoft SKUs into a
single, simplified invoice. This provides the CEO and
Finance team with a clear Total Cost of Ownership
(TCOQ) view of the entire 365 estate.

Admin-Ready Reporting

Our approach provides your internal IT admins with
the reporting tools needed to track license
velocity, identifying trends in seat growth before
they impact your annual budget.
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Key Features

Our provision offers the full spectrum of
Microsoft 365 SKUs, categorised to help you
match cost to user value. Whether you are
supporting frontline staff or protecting
information workers, each tier provides a specific
strategic outcome.

Business Tiers (Up Lo 300 Users)

Ideal for small to mid-sized public sector entities
or specific departments that require agility
without full enterprise complexity.

Microsoft 365 Business Basic: The entry-level
cloud tier. Includes web/maobile versions of Office
apps, Teams, and 1TB of OneDrive storage.

Microsoft 365 Business Standard: Adds the
desktop versions of Office apps (Word, Excel,
PowerPoint) for offline working and premium
tools like Microsoft Bookings.

Microsoft 365 Business Premium: The gold
standard for secure remote work. Adds
Microsoft Intune (device management) and
Microsoft Defender for Business (ransomware
protection).

Enterprise Tiers (Unlimiled Users)
Designed for larger organisations or those with
high-security and compliance mandates.

Microsoft 365 E3: Provides foundational
enterprise security and compliance. Includes
Windows 11 Enterprise, advanced data loss
prevention (DLP), and core eDiscovery.

Microsoft 365 E5: The most comprehensive
security and analytics suite. Adds Power Bl

Pro, Microsoft Teams Phone, and the

full Defender XDR suite (Endpoint, Identity, Office
365).

Frontline (F1/F3): Tailored for workers who
primarily use mobile or shared devices. Focuses
on Teams, SharePoint, and core security without
the full desktop app suite.

NCE Administrative Fealures

As your CSP partner, we leverage Microsoft's
NCE framework to provide superior commercial
control:

Hybrid Term Blending: The ability to commit
your base headcount to Annual Terms (locking in
lower prices) while using Monthly Terms for
contractors or seasonal staff.

Partial License Upgrades Scale individual users
mid-term (e.g., from E3 to E5) to unlock
advanced features instantly without needing to
renegotiate the entire estate.

Consolidated Invoicing: One single, transparent
invoice for all Microsoft SKUs (M365, Azure,
Dynamics), simplifying your internal accounting
and budget tracking.
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Working with Us
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Key Benefits

QOur M365 product provision is designed to
provide a measurable return on investment (ROI)
by shifting from fragmented third-party tools to
a natively unified cloud architecture.

Cost Consolidation

Vendor Rationalisation

M365 allows you to replace separate
subscriptions for video conferencing (Zoom/
Slack), cloud storage (Dropbox/Box), and
security (various antivirus/MFA vendors). The
outcome is a reduction in licensing complexity
and a significantly lower Total Cost of Ownership
(TCO).

Zero Infrastructure Overhead

By moving to a 100% cloud-delivered model|,
you eliminate the need for on-premise servers,
maintenance contracts, and energy costs. Many
organisations see an ROI of up to 150-160% by
fully adopting the M365 stack.

Risk Containment

Identity first security

With Microsoft Entra ID, the outcome is a Zero
Trust perimeter. Features like Conditional Access
and MFA ensure that your data is only accessible
by the right people and on the right devices.

Proactive threat defence

The stack includes Microsoft Defender,

which leverages Al to analyse trillions of global
signals daily. The outcome is the ability to block
phishing, ransomware, and malware attacks in
real-time before they impact your operations.

Operational Resilience & Conlinuilty

Anywhere, Anytime Productivity

Since all files and tools reside in the resilient
Microsoft Cloud, your staff can transition
seamlessly between the office, home, or field.
The outcome is uninterrupted service delivery,
even during local site failures or regional
disruptions.

Collaborative Velocity

Tools like Teams and SharePoint enable real-time
co-authoring and instant communication. The
outcome is the elimination of data silos and a
20-30% increase in team decision-making
speed.

[

Automated Compliance & Governance

Statutory Peace of Mind

M365 is built to satisfy UK GDPR, ISO 27001, and
HIPAA standards out of the box. The outcome is
a defensible compliance posture that reduces
the risk of regulatory fines and data breaches.

Data Sovereignty

We ensure your tenant is configured for UK-
based data residency, providing the legal
assurance required for public-sector data
handling.
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Management & Governance

Product onlv model

As a Product-Only Provision, ROCK facilitates the
supply and initial alignment of your tenant, but
the day-to-day administration remains with your
internal IT team.

Direct CSP Relationship: We act as your Cloud
Solution Provider (CSP). The outcome is a direct,
agile relationship that bypasses the rigid
"Enterprise Agreement" (EA) cycles, allowing for
seat adjustments in near real-time.

Onboarding & Configuration Baseline: We
ensure your tenant is correctly established under
the Microsoft Customer Agreement (MCA). The
outcome is immediate compliance with
Microsoft's global legal and security standards.

Tier-1 Commercial Support: ROCK provides
dedicated support for billing, licensing queries,
and subscription lifecycle management, acting as
your primary escalation point to Microsoft.

The Anti-Waste Governance Framework

We provide the framework to identify and
eliminate three types of license waste that
typically drain 10-20% of a public-sector T
budget.

Obvious Waste (Shelfware): We provide the
reporting visibility to identify unassigned
licenses. The outcome is the immediate
reclamation of capital from seats no longer tied
to active employees.

Hidden Waste (Oversizing): We help you map
user personas to license tiers. The outcome is
the strategic downgrading of light users (e.qg.,
frontline staff) from expensive ES plans to cost-
effective F3 or Business tiers.

Forgotten Waste (Orphaned Add-

ons): We monitor for standalone add-ons (like
Visio or Project) that are no longer in use. The
outcome is the precision-stripping of
unnecessary monthly costs.

NCE Strategic Control

We user Microsoft's New Commerce Experience
framework to provide you with a hybrid
commercial posture.

Annual Commitments: We lock in your core
permanent headcount at the lowest possible
price point, shielding you from mid-year inflation.

Monthly Flex: We allocate a percentage of your
estate to monthly rolling terms. This provides the
outcome of Commercial Agility, allowing you to
scale down during restructuring without being
penalised by lock in fees.
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Security & Data Protection

s

Qur M365 provision is built on the NCSC-align
Secure Configuration Blueprint, ensuring that
your data is not just stored in the cloud, but is
shielded by multiple, independent layers of
encryption and identity verification.
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Data Sovereignty & Residency

For UK public-sector organisations, we provision
tenants with UK-based data residency (UK South
and UK West regions). The outcome is the legal
assurance that your core data, including
Exchange emails, SharePoint files, and Teams
chats, remains within UK borders, satisfying UK
GDPR and Data Protection Act 20218
requirements.

Microsoft's contractual commitments ensure that
your data belongs exclusively to you. The
outcome is that your information is never
"mined" for advertising and is logically isolated
from all other organisations.

Encryption

All data is protected by industry-leading
encryption protocols (AES-256 for data at rest
and TLS 1.2+ for data in motion). The outcome is
that even if a data packet were intercepted or a
physical disk stolen, the information remains a
completely unreadable "ciphertext."

For high-security environments, we can provide
the capability for you to manage your own
encryption keys.

Identity & Access Controls

We provision Microsoft Entra ID (formerly Azure
AD) with mandatory Multi-Factor Authentication
(MFA). This single feature neutralises 99.9% of
identity-based attacks.

The platform applies 'Just-in-Time" security
policies. The outcome is that access can be
automatically blocked if a user attempts to sign in
from an unknown location or an unmanaged, risky

device.,

0

Data Loss Prevention (DLP) &
Governance

The platform includes native Data Loss Prevention
(DLP) and Sensitivity Labels. The outcome is the
ability to automatically block sensitive documents
(e.g., containing NHS numbers or financial data)
from being shared externally or downloaded to
personal devices.

For Enterprise tiers (E3/ES), the platform maintains

a comprehensive audit trail of every file accessed,
modified, or shared.
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Resilience & Availability

In the public sector, availability is a prerequisite for
public trust. Our Microsoft 365 provision is backed

by the scale of the world's most resilient cloud
infrastructure, ensuring your essential services
remain online 24/7/365.

Active/Active Architecture

Unlike traditional data centres where a single
hardware failure can cause an outage, M365

operates in an Active/Active configuration across
multiple UK data centres.

If a server, rack, or an entire data centre zone
in UK South {London) fails, the system
automatically reroutes traffic to UK West
(Cardiff) or UK North (Durham). The outcome is
a seamless experience where your staff never
even realise a major infrastructure failure has
occurred.

Financially Backed 99.9% Uptime SLA

Microsoft provides a financially backed Service

Qo

Level Agreement (SLA) of 99.9% uptime.

Performance Transparency

Through the Microsoft Service Health
Dashboard, your leadership has real-time
visibility into the health of every service (Teams,
Exchange, SharePoint). Any disruption is met
with a transparent root-cause analysis, ensuring
absolute accountability.

Data Durability & Disaster Recovery

Data stored in M365 (via OneDriy
SharePoint) is replicated sy hIUHU._J,_-.U across
multiple fault zones

This provides 99.999999999% (11 9s) of data
durability.

Point-in-Time Restoration

Resilience also means recovering from human
error. The platform includes native versioning
and "Point-in-Time" restoration, allowing you to
roll back entire libraries to a state before a
ransomware attack or accidental mass deletion.

Network Resilience & UK Designation

As of late 2024, Microsoft's UK data centres are
officially designated as Critical National
Infrastructure. This ensures they receive priority
support for power and security, providing a
higher level of resilience than any private

data centre could achieve.

Optimised Low-Latency Access

By utilising the Microsoft Global Network, your
data travels over private fibre rather than the
public internet.
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Data Management, Portability & Exit

We manage your Microsoft 365 environment under

the principle of customer owned intelligence.

Since this is a Product-Only Provision, the platform
is designed to give you full control over how your
data is ingested, stored, and, if necessary,
extracted.

Data Sovereiegnty & Geographic Control

We provision your tenant within the UK South
(London) and UK West (Cardiff) regions. The
outcome is absolute compliance with the Data
Protection Act 2018 and UK GDPR, ensuring your
data never leaves the jurisdiction without your
explicit command.

Logical Multi-Tenant Isolation

Every public-sector organisation is logically
isolated within the Microsoft Cloud. This means
your data resides in its own dedicated,
encrypted schema, invisible to all other tenants.

Real-Time Data Management & Audit

lhrough the Microsoft Purview portal, you have
real-time visibility into your data’s lifecycle. This
gives you the ability to set automated retention
policies (e.qg., "Delete after 7 years") that ensure
you only keep the data you legally require.

Comprehensive Export Capability

At any point during the contract, your
administrators can export your data in machine-
readable, industry-standard formats (such as
CSV, PST for emails, and native file formats for
SharePoint/OneDrive).

The "Clean Exit" Guarantee (Portability)

We recognise that public-sector requirements
can change. Our M365 provision ensures a
frictionless transition should you choose to move
to a different provider or an internal solution:

Microsoft supports the "Right to Data
Portability" under GDPR. You can utilise built-in
eDiscovery and API tools to extract your entire
digital estate, including mailboxes, document
libraries, and user metadata, without proprietary
hurdles.

Upon the termination of a subscription, Microsoft
follows a strict 90-day data retention policy.
After this pericd, the outcome is the permanent,
cryptographic erasure of your data from the
Microsoft production environment, ensuring no
residual risk remains.

API-Led Integration

You are not limited to the Microsoft interface.
Using the Microsoft Graph API, you can “stream"”
your data to third-party analytics tools or
external storage in real-time, maintaining a "Live
Mirror" of your critical assets.
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Accreditations & Certifications

ROCK maintains a proven, independently

assessed way of working that underpins every
service, helping us provide the best IT solutions
to our clients. Our certifications and partnerships

show that we take security, governance and
quality seriously, strengthening our credibility
through best-practice services, recognised
standards, and ongoing accreditation.

Security Clearances

BS7858:2019 Screening

All staff undergo background screening aligned to

BS7858:2019 for roles with access to client
systems or sensitive information.

Microsoft Partner

Cloud, identity, security and productivity
services across Azure, Microsoft 365,
Microsoft Entra ID and Microsoft Defender.

AWS Partner

Infrastructure and platform services
including compute, storage, networking and
security.

Cisco and Meraki
Cloud-managed networking, SD-WAN and
secure connectivity solutions.

Cloud Security & SASE
Secure access, firewalling, SD-WAN and
ZTNA capabilities, including cloud security.

Certifications & Compliance

ISO 27001:2022

Certified information security management
system demonstrating effective controls for
data protection, access management and
operational security.

ISO 9001:2015

Certified quality management system
supporting consistent service delivery,
continuous improvement and effective
governance.

Cyber Essentials Plus
Independently verified assurance of strong
baseline cybersecurity controls across all

Security Check sratinal et
Working with Us Staff can hold UK Government Security Check Operational Systems.
“""LE’-J"HHCE where rec L:ir'Pfi PL thj 5;r' '-'gﬁ scope DECKUp:SCHEGOVELY | D=7 S i
e i e s e il nid Cloud-based backup, replication and ICO registration
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Enhanced DBS Checks

cloud, hybrid and endpoint environments.

Commissioner’s Office for data processing

Enhanced DBS checks are performed for staff compliance.

supporting regulated or sensitive environments
where required by client contracts or service

C. Endpoint & Device Management
Endpoint security, configuration, monitoring
and lifecycle management tooling across

2e0Pe. user devices and servers.
Strategic Partnerships o SonicWall

' Network security, firewalling, secure
remote access and SD-WAN capabilities
for on-premise and cloud-connected
environments.

ROCK works with a range of leading cloud and
technology providers to deliver secure, resilient
and well-governed services.
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About ROCK This service can be procured quickly and. Purchasing Steps Support with Procurement
compliantly through the Crown Commercial
s ik i 3T i e ~ ™ S Er - Af = o . % e T N . :
Our Services Service (CCS) G-Cloud 15 Framework under 1. Search for ROCK on the Digital Marketplace ROCK can support buyers with:
the Cloud Support lot. under: Managed IT Services - Cloud
L : : . Support « Responding to clarification guestions
'his pf'miri-:—:!-? = Sile\1ﬂ7|liﬁed !O”te_for public- « Helping shape scope within the boundaries of
sector organisations to access |'_‘"':Eh‘L1'~"C”'11*’ 2. Review the Service Definition, pricing G-Cloud
managed SUDDCH without r"eed”ﬂlg to run a full document and terms. A |]r|3'\;"-:r“nq E—_]Llida.-‘lce on service levels
+ lar i 1l 4 iy
Lenael. onboarding and shared responsibilities
3. Shortlist ROCK based on your technical, » Supporting internal approvals or business case
What Buyers Can Expect operational and commercial criteria. preparation
- Fast mobilisation, with service 4. Evaluate shortlisted suppliers following CCS We remain fully compliant with CCS rules - no pre-
commencement scheduled quickly after guidance. award customisation of terms.
award. o A ;
5. Award a Call-Off Contract directly to ROCK
- No contract negotiation, as all terms follow the through G-Cloud 15. HM Government
Working with Us standard G-Cloud framework. G-Cloud

Supplier

6. Agree service scope and onboarding
editat - Transparent pricing, published and fixed in timelines with our mobilisation team.
accordance with the G-Cloud catalogue.

= Clear onboarding processes, including asset
discovery, documentation intake and
communication setup.




Your Cloud and Al provider to
accelerate business transformation.

rock.co.uk




