Unsung

All-Things PKI Litd.

PKl Root as a Service

Service Definition Document

British
Assessment
Bureau

UKAS

MANAGEMENT
SYSTEMS

8289 e

ISO 27001

INFORMATION SECURITY
MANAGEMENT

P




I Company Overview
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Unsung is a consultancy specialising in all things PKI. Started in 2009, Unsung have built
a reputation as the “go to” for PKI services within Public Sector organisations for a wide
range of services due to a deep understanding of Public Sector processes and

challenges, coupled with the ability to provide experienced Security Cleared resources.

SC & DV Cleared Consultants

Active within both the Public and Private
sector

20+ PKI specialists

Vendor Agnostic

Working relationships across the PKI
industry from manufacturers to SME consultancies
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Why PKI?
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PKl is the cornerstone of corporate security, ensuring trust, authenticity, and confidentiality in
digital interactions. By using digital certificates and encryption, PKI verifies user identities,
safeguards data integrity through digital signatures, and enables secure communication
channels. This framework not only protects corporate assets from unauthorized access but also
facilitates regulatory compliance by demonstrating adherence to security standards. In
essence, PKI underpins corporate security infrastructure, preserving trust and enabling secure
digital transactions.
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I Our Offer

PKIl Health Check A

A review of technical,
procedural & Resource of
your PKI estate measured

against industry norms and

best practise.
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d Managed Service
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Our Security Cleared
resources are able to
manage your end-to-end PKI
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Solution Design & Delivery
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From full scale deployments

to the introduction of new PKI
capabilities. We provide end
to end Design and delivery

N

services.

PKI Consultancy

\

From migrating to different

L_JC | technology to a needs
OC JC 10 assessment, we cover all
N | — - things PKI.
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I Root as a Service Wt s T,

A compromised Root CA undermines the entire infrastructure, leading to
widespread vulnerabilities and potential breaches.

Safeguarding the Root CA ensures the integrity of digital certificates, prevents
fraudulent activities, and upholds the trust of users, ultimately safeguarding
sensitive data, preserving reputation, and enabling secure interactions in the
digital realm.

. Widespread Security Vulnerabilities
1\

Organizational Impact of
a compromised root

Data Breaches and privacy violations

‘ Disruption of Services

. Reputational Damage
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Root as a Service

What we offer

Disaster Recovery and Contingency
Planning

Regularly test disaster recovery and
contingency plans to ensure the availability and
integrity of the Root CA in the event of hardware

failures, natural disasters, or security incidents.

Regular Auditing and Compliance

Audit and compliance assessments to ensure
that security controls and processes
surrounding the Root CA meet regulatory
requirements and industry best practices.
Address any identified vulnerabilities or non-
compliance issues promptly.

Monitoring and Logging

Physical Security

Unsung
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Ensure that the hardware hosting the Root CA is
housed in a controlled environment with restricted

access to authorized personnel only.
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Comprehensive monitoring and logging solutions
to track activities related to the Root CA, including
user access, certificate issuance, and critical
system events. Monitor for unusual behaviour or
security incidents proactively.

Secure Configuration

Strict security configurations on the Root CA
server, including regular updates, disabling
unnecessary services, and hardening the
operating system to minimize attack surfaces.

Access Control

Robust access controls, such as strong
authentication mechanisms, role-based
access control (RBAC), and least privilege
principles, to limit access to the Root CA to

authorized administrators only.

Key Management

Rigorous key management practices, including
secure generation, storage, and backup of
cryptographic keys associated with the Root CA.
Implement procedures for key rotation and secure
destruction when necessary.
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