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1. Ser vice s u m m a r y  
 
Digital S p a c e  will fully m onitor a n d  s u p p o r t  yo ur AWS infrastructure for a  fixed p er cen t ag e of your 

AWS co s t s.  Digital S p a c e  is a  t op s co r i n g  AWS M a n ag ed  S er v i ces  Partner a n d  was  the first partner 

in Eur op e to g a i n  the AWS G o v er n m en t  C o m p et en cy .  All Digital S p a c e  s u p p o r t  staff a r e UK 

g o v er n m en t  S ecu rity C l ear ed .  Our M an ag ed  S er v i ce i n c l u d es  24/7 mon it or i n g  which is visible to 

y o u  t h r o u g h our C l o u d  Monitoring Portal. This portal a l s o  en ab l es  y o u  to s el f - s er v e feat ures s u ch  

a s  b ack u p  s ch ed u l es  a n d  au t o m at ed  s wi t ch -o n  a n d  switch-off, i n s t an ce a n d  wo r k s p ace s t o p  / 

starts. Additionally, y o u  c a n  ra i s e tickets a n d  s er v i ce requests a n d  track the p r o g r es s  of b o t h  to 

co n c l u s i o n .  

  



 
 

2. Features & benefits  
 
 

Top-scoring, independently audited managed service 

 
 

Our pro-active monitoring predicts issues before you 

notice them 

 
We use an ITIL V4 approach 

 

We hold ISO27001, ISO27017, ISO20000, ISO9001 and 

ISO14001 

 
All technical staff are UK Government Security 

Cleared 

 
Our AWS Public Sector competency means we talk 

your language 

 
 

Our percentage-based pricing makes budgeting easy 

 
 

Our secure portal lets you monitor & manage your 

services 

 
 
 
 
 

Secure by design 

This results in high quality services that are regularly 

audited and updated 

 
Pro-active incident resolution saves time and reduces 

unscheduled outages 

 
Integrates easily with your service desk 

 

Staff and process security is already in place. 

 
 
 

Peace of mind that your environment is in safe and trusted 

hands 

 
We can work as an extension of your team. 

 
 
 

You can easily calculate the impact of changes in your 

estate 

Monitor and configure elements of your workloads, raise 
and track service requests and incidents. 
The secure portal is included for free. 
 

Our AWS-accredited expert consultants will work with you 
to define your infrastructure requirements and design a 
solution to meet your needs. Our engineers will then 
implement the solution and manage any migrations into 

AWS. Once live, our support teams will manage your 
environment in accordance with your selected service 
tier. 

 
We follow best practices throughout the lifecycle of a 
service. 
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3. Why choose Digital Space? 
 

Cloud 
 
 
 
 
 
 

Conne ctiv ity 
 
 
 
 
 

S e cu r it y 
 
 
 
 
 

M anag e d 

S e r v ice  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Public sector 
 
 
 
 
 
 

Innovation 

Digital S p a c e  h a s  m o r e t h an  twelve y ear s ’  exp er i en ce in p r o v i d i n g  C l o u d  

solution s a s  a n  AWS A d v an ced  Partner, a  Microsoft G o l d  Partner a n d  a n  IBM 

G o l d  Partner. It a l s o  h as  its own U K -b as ed  privat e C l o u d  a n d  s o  is ab l e to offer 

hybri d a n d  m u l t i -C l o u d  s er v i ces  that m eet  all n eed s  fr om b as i c  co - l o ca t i o n ,  

t hr o u g h  to full p u b l i c  C l o u d .  

 
C l o u d  req uires reliable conn ectiv i ty a n d  Digital S p a c e  is ab l e to p r o v i d e that 

t hr o u g h  its own networking a n d  con nect ivity b u s i n es s  whi ch i n c l u d es  a  

d ed i cat ed  n at i o n al  network a s  well a s  the ability to p r o v i d e ev ery t hi n g  fro m 

m o b i l e co nn ectivi ty to PWAN a n d  SD-WAN solutions. 

 
Digital S p a c e  C l o u d  solutions h av e security built -in v i a  the u s e of archit ectur al 

pattern s  a n d  t ech n i ca l  staff who ar e S ecurity C l ear ed  bu t we a l s o  h av e 

part n er s who ar e security experts a n d  c a n  offer ev er y t h i ng from S ecurity 

Operat ions C en t r e a s  a  s er v i ce to eth ical h ack i n g  a n d  p en etration tests. 

 
Digital S p a c e  is expert in p r o v i di n g  m a n a g e d  s er v i ces  a n d  h a s  h el d  the AWS 

M an a g ed  S er v i ce Partner accr ed i t ati on  which in vol ves r eg u l ar  external au d i t s  

for m o r e t h an  9  y ear s .  We a l s o  h o l d  the following accr edi t at i o ns:  
 

ISO27001 –  Information S ecurity 
 

ISO27017 –  C l o u d  Secur ity 
 

ISO 2 0 0 0 0  –  IT S er v i ce m a n a g e m e n t  
 

ISO14001 –  Env ironm en t al m a n a g e m e n t  
 

ISO9001 –  Quality M an ag em en t  
 

Our exp er i en ce in this a r ea  m e a n s  that we c a n  either run s er v i ces  for you, 

m ak i n g  u s e of our au t o m at ed  C l o u d  m o n i t or i n g  s er v i ces  a n d  S ecurity C l ear ed  

experts, or i m p l em en t  s er vi ces  that c a n  b e eas i ly  m a n a g e d  a n d  t hen train your 

t eam  in how to p r o v i d e that s er v i ce t h em s el v es .  
 

Migrating your work loads to AWS allows y o u  to i n n o v a te quickly b y  h av i n g  

co m p u t e infrastructure r ead y  a s  required, en ab l i n g  y o u  to r es p o n d  m o r e 

quickly to shifting b u s i n es s  con ditions . 

 
Digital S p a c e  is exp er i en ced  in working with the p u b l i c  s ect o r  i n c l u d i n g  

m a n a g i n g  critical n at i o n a l  infrastructure for cent ra l g o v er n m en t ,  d ep l o y i n g  

artificial intelligen ce s er v i ces  for the NHS a n d  d elivering C l o u d  m i g r at i o ns  for a  

wide r an g e of o r g an i sat io ns .  This exp er i en ce m e a n s  that we u n d er s t an d  your 

drivers a n d  fo cu s  a n d  ar e better ab l e to s u p p l y  y our n eed s .  

 
In ad d i t i o n  to a  wide r an g e of infrastructure en g i n eer s  a n d  ar ch itects, we a l s o  

h av e d ev el o p er s  who cr eat e inn o v at ive solutions o n  C l o u d  p latforms. 
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4. Detailed s er vic e  offering 
 
Digital S p a c e  offers 3 lev els of p u b l i c  C l o u d  m a n a g e d  s er v i ce which p r o v i de i n cr eas i n g  lev els of 

sup port. The following t ab l e d es cr i b es  ea c h  s er v i ce elem en t, a n d  a  s eco n d  t ab l e deta ils whi ch 

s er v i ce el em en t s  ar e i n c l u d ed  in e a ch  level b y  default. 
 

Each  level i n c l u d es  the s er v i ces  that were p r o v i d ed at  the pr ev i o u s level a n d  a d d s  ad d it i o n a l  

o n es .  

Note that the A d v an ced  level s er v i ces  listed below ar e a n  exam p l e of what c a n  b e p r o v i d ed  but 

the detail of what A d v a n ced  Level m e a n s  for e a c h  cu s t o m er  will b e ag r eed  with t h em  befor e the 

s er v i ce is deliv ered a s  it is typica lly s p ec i f i c  to their en v i r o n m en t  a n d  p r o ces s es .  

S er v i ces  ar e p r o v i d ed  b et ween 09:0 0 a n d  17:00 o n  UK b u s i n es s  d ay s .  
 

Digital S p a c e  c a n  ext en d the h o u r s of an y  of t h es e s er v i ces to b e 24/7 a n d  365 d ay s  a  y ear  if 

required. 
 

S e r v i c e  Element descri ptions 
 

S e r v ice  Element 
 

Inciden t M an ag e m e n t  & 

S e rv i c e  De s k  

Detail 
 
We provide a  single  point of  co n t a ct  v ia  te lephone, e m a i l  a n d  Web that 

e n a b le s  n a m e d  co n t a ct s  at  the  cu s t o m e r  a n d  its suppliers to: 

 

1. Raise  Se rv ice  R eq ue sts  

2. Report Se rvice  I ncidents 

3. Raise  R eq ue sts  for C h a n g e  

4. Track the p r o g r e s s  of  all the  ‘Tickets ’  a b o v e  

 

We e n s u r e  that all Tickets a r e  prioritised, r e s p o n d e d  to a n d  re solve d in 

line  with the ca t e g o r ie s  a n d  serv ice  level a g r e e m e n t s  listed be low. 
 

We e s ca la t e  i s s u e s  to AWS where appropriate .  
 

Resolution time SLAs a r e  p r o v id e d  in the ‘Service  Levels ’  section later in 

this d o cu m e n t .  

 
Inf rastruct ure M an ag e m e n t  This involves the following activities: 

 

1. Ensuring that the  infrastructure  co m p o n e n t  of  se r v ice s  works 

a s  p la n n e d  a n d  m e e t s  or e x ce e d s  AWS SLAs 

2. Monitoring of  a n d  r e s p o n s e  to s t a n d a r d  a n d  cu s t o m  me trics 

( s e e  list of  th e s e  below) 

3. E n g a g in g  with the  AWS Busine ss Sup port Te a m  a s  n e ce s s a r y  to 

resolve  t e ch n ica l  is s u e s  for the cu s t o m e r .  

4.  R e s p o n s e  to a n d  m a n a g e m e n t  of  AWS infrastructure  eve nt 

notif ications e .g.  d e g r a d a t io n  of  ha rd wa re  
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S e r v ice  Element 
 
 
 
 
A c c e s s  Control –  Gen eral  

Detail 
 
Provision of  Probable  Root C a u s e  Analysis reports for Priority 1 Se rvice  

I ncidents 

 
Unless otherwise  a g r e e d  with the custome r, controlling a cc e s s  to the  

e nvir onme nts  using: 

 
1. S e cu r e  b a s t io n s  

2. Multi Factor Authentication (MFA) 

3. R o le - b a s e d  a cc e s s  control a n d  p o l icy - b a s e d  identity a n d  

a cc e s s  m a n a g e m e n t  

4. Overlay networks 

 
 
A c c e s s  Control –  Act i v e  

Directory 

Where required b y  the custome r, m a n a g e  Windows Active  Directory 

s e r v ice s  including: 

 

● G r o u p  policy construct ion & m a n a g e m e n t  

● S ch e m a  ch a n g e s  

● De b u g g in g  

 
 
A c c e s s  Control –  3rd  Parties 

 
 

Endpoint S e c u r i t y  

 
 

External  Internet C o n n e ct ivi t y  

 
External  Network C o n n e cti v ity 

 
 

S e c u re  Content Delivery 

M an ag e m e n t  

Control a cce s s  for the  cu s t o m e r ’ s  suppliers,  e n s u rin g  that the 

cu s t o m e r  authorises all us er a cce s s  

 
M a n a g e  a n d  m a in t a in  anti-virus,  m a lw a r e  a n d  web reputation 

software  o n  EC2 in s t a n ce s  

 
M a n a g e  connectivity to the I nternet 

 
M a n a g e  connectivity to a n y  other networks a g r e e d  with the cu s t o m e r  

e .g.  PSN, HSCN. 

 
Control a cce s s  to the  s e r v ice s  from the I nternet u s in g  the  following 

t e ch n o lo g ie s  a s  a g r e e d  with the  customer: 

 

1. C o n t e n t  de livery networks e .g.  CloudFront 

2. Web a p p l ica t io n  f irewall 

3. G e o - f e n c in g  

4. Web threat m a n a g e m e n t  

 
 
Proactive Monitoring Proactive ly monitor me tr ics a n d  lo g s  to a u t o m a t ica l ly  raise  alerts when 

to le ra n ce s  a r e  b r e a c h e d .  Details of  metrics  a n d  alerts a r e  p ro v id ed  

below. 

 
Provide the ability for the  cu s t o m e r  to re quest provision of  additiona l 

metrics,  alerts,  a n d  reports v ia  the  RFC p r o ce s s .  Note  that provision of  

ad d itiona l metrics,  alerts or reports is ch a r g e d  a t  3 d a y s  of  T&M u s in g  
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S e r v ice  Element  Detail 
 

our SFIA rates where  we a g r e e  that it is possib le  to pro vide  what the 

cu s t o m e r  h a s  re que sted.  

 
 

Reports a r e  only a v a i la b le  a t  OS leve l or a b o v e  a s  de livery requires u s e  

of  our C M a a S  portal which is only p ro v id e d  a t  that level a n d  a b o v e .  

 
Dy n am i c  Reporting 

 
 
 
 
 
 
Bu s i n e s s  Continuity & Disaster 

Re cov e ry  

Provide a  secure, online  C M a a S  ( C lo u d  Monitoring a s  a  S e r v ice )  portal 

that e n a b le s  the cu s t o m e r  a n d  their s e le ct e d  suppliers to view a n d  

report o n  all the  monitoring d a t a  listed be low, a lo n g  with a n y  other 

cu s t o m  me trics that a r e  a g r e e d .  A c ce s s  to the  portal u s e s  Multi-Factor 

Authentication (MFA) .  

 
Ensure that the  service  co n f o r m s  to AWS b e s t  p r a ct ice s  where  the 

cu s t o m e r  h a s  a p p r o v e d  their u s e  including: 

 
1. L o a d  b a la n c in g  

2. Provision of  a  m e ch a n is m  to m a n a g e  a u t o m a t e d  s n a p s h o t s  

( b a ck u p s )  

3. S e l f - h e a l in g  infrastructure  

 

I nfrastructure  a s  C o d e  -  the ability to re - b ui ld e n v ir onme n ts  rapidly 

u s in g  t e m p la t e s  

 
Bac k u p  m an ag e m e n t  

 
 

Inf rastruct ure s e c u r i t y 

m an ag e m e n t  

We provide a u t o m a t e d  s ch e d u le d  b a ck u p s  a s  well a s  a d  h o c  b a ck u p s  

v ia  re que st to our service  de s k  or v ia  the C M a a S  portal.  

 
Ensure, u n le s s  otherwise  a g r e e d  with the custome r, that their 

infrastructure  co n f o r m s  with the  N C S C  14 C lo u d  Security Principles 

listed here: 

h t t p s : / / www . n csc . g ov .uk /g uid an ce/im ple men t in g -C lou d-s ecur i t y-

principles 
 

The d e f e n ce  laye rs s h o u ld  provide: 

 

1. I m p leme n t a tio n  of  s t a n d a r d s - b a s e d  s y s t e m  ( infrastructure  

a n d  OS)  h a r d e n in g  to m e e t  IT Health C h e ck  ( I THC)  

re quireme nts 

2. Supp ort for I THC execution b y  third parties co m m is s io n e d  b y  

the cu s t o m e r  a n d  reme d iation to supp ort G o v e r n m e n t  

I nformation Security a c cr edi ta tion re q uire ments 

3. M a n a g e m e n t  a n d  timely u p d a t e  of  anti-Malware re a l - t ime  

protection u s in g  a  le a d in g  Anti-Malware t e c h n o lo g y v en d o r  

4. I m p le m e n t at io n  of  I ntrusion Detection S y s t e m s  ( I DS)  b a s e d  o n  

m o d e r n  o p e n - s o u r ce  s t a n d a r d s  

5. I m p le m e n t at io n  of  I ntrusion Prevention S y s t e m s  ( I PS)  b a s e d  o n  

m o d e r n  o p e n - s o u r ce  s t a n d a r d s  
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S e r v ice  Element 
 

6.  

 

7. 

 
8.  

 
9.  

 

10. 

 

11. 

 
12. 

Detail 
 

Provision of  n e a r  real time C lo u d  API m a l ic io u s  activity 

detection 

Provision of  n e a r  real time I dentity a n d  A cce s s  M a n a g e m e n t  

( IAM) m a l ic io u s  activity detection 

Provision of  n e a r  real time lo g  analytics,  from a n y  source, for 

s u s p ic io u s  a n d  a n o m a lo u s  b e h a v io u r  

Controlling o u t b o u n d internet a cce s s  u s in g  m a n a g e d  

white lists 

‘Detection a t  the e d g e ’  u s in g  AWS C lo u d  b a s e d  se r v ice s 

inc lu d ing GuardDuty a n d  WAF or similar 

Provision of  a u t o m a t e d  environme nt d e f e n ce  in r e s p o ns e  to 

d e t e ct e d / s u s p e ct e d  security threats 

Near real-time, s e cu r e  reporting o n  e v e n t s a n d  incidents 

 

Automatic URL redirection to static,  safe , S 3- b a ck e d  websites in the 

e vent of  spe c if ic a ttack vectors b e in g  d e te ct e d  

 
OS level  su pport & p at c h  

m an ag e m e n t  

We supp ort a n d  m a n a g e  op e r a t ing s y s t e m s  running o n  AWS servers 

inc lu d ing all versions of  AWS Linux, C e n t O S  a n d  Windows s u p p o r t e d  b y  

AWS. 

 

Where possible , we u s e  AWS S y s t e m  M a n a g e r  a n d  Pa t ch  M a n a g e r  to 

orchestrate  p a t ch  windows b a s e d  o n  t a g s .  Where a u t o m a t io n  is not 

possible , our e n g in e e r s  will m a n u a l ly  p a t ch  your in s t a n ce s  

 
L an d i n g  Zon e m an ag e m e n t  

 
 

Project an d  C h a n g e  

m an ag e m e n t  

M a n a g e m e n t  of  AWS L a n d in g  Zone inc lu d ing s o m e  a ut o m a t io n  of  

s e r v ice s  e .g.  G u a r d  Duty, Cloud Watc h, C lo u d Wa t ch  logs,  Conf ig/Rules.  

 
Work with the cu s t o m e r  to a l ig n  with its ch a n g e  control p r o ce s s e s .  

 
 
Run a  regular internal ch a n g e  a d v is o r y  b o a r d  ( C A B )  to r e s p o n d  to 

cu s t o m e r  ch a n g e  reque s ts a n d  h a v e  the  capa b ilit y to cal l  a d  h o c  CAB 

m e e t in g s  to r e s p o n d  to e m e r g e n cy  ch a n g e  requests.  This CAB will 

s a f e g u a r d  e nvir onme nts  b y  providing t e c h n ica l  review a n d  

g o v e r n a n ce .  

I ntegrate  internal CAB with the  cu s t o m e r  CAB / Te ch n ica l  Review Board 

a s  required.  

 
 

Project m a n a g e  ch a n g e s  a n d  integrate  with cu s t o m e r  p r o ce s s e s ,  

a d o p t in g  dif ferent a p p r o a ch e s  (Agile ,  PRI NCE2)  where required o n  a  

pe r - p ro j ect b a s is .  

 
 

Provide project m a n a g e m e n t  ca pa b ilit y that is traine d in both PRI NCE2 

a n d  Agile .  
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S e r v ice  Element 
 
 
 
 
Applicati on d e p l o y m en t  

Detail 
 
Note that ch a n g e s  a n d  a s s o c ia t e d  de sign,  sp ec if ication a n d  project 

m a n a g e m e n t  will b e  ch a r g e d  for s e p a r a te ly  u s in g  our SFIA rates.  

 
Work with the cu s t o m e r  a n d  its supp liers to: 

 

1. M a n a g e  the  a p p lica t io n  d e p lo y m e n t  p r o ce s s  / pipeline  

2. Assist with a p p l ica t io n  testing 

 
Provide the a b o v e  r e g a r d le s s  of  the  a p p l ica t io n  / orchestration 

t e ch n o lo g y  

 
Th i rd - p art y  e n g ag e m e n t  E n g a g e  with multiple  third-party suppliers to provide  a  sing le  interface 

a n d  he lp  the cu s t o m e r  k eep things simple .  

 
 

M a n a g e  co m p le x  re lationships through pr oactive  e n g a g e m e n t  with 

multiple  third-party suppliers.  

 
Co st  M an ag e m e n t  Proactive ly monitor C lo u d  se r vice  utilisation a n d  p e r f o r m a n ce  me tr ics 

to look for opportunities to r e d u ce  cost.  The f re q ue n cy  of  our 

r e co m m e n d a t io n s  will s ca le  with the  v a lu e  of  your infrastructure . 

R e c o m m e n d a t io n s  will b e  p r e s e n t ed  a t  least annua lly.  

We h a v e  FinOps qualif ied staff  who s p e c ia l i s e  in e n a b l in g  y o u  to 

m a n a g e  a n d  r e d u ce  C lo u d  costs.  

We consid er a  n u m b e r  of  a p p r o a ch e s  to a ch ie v e  s a v in g s  

in c lud in g  the following: 
 

M an ag e d  Ru n - t i m e  h o u rs  -  Switching infrastructure  off  b a s e d  o n  

se rvice  delivery requirements e .g.  for a  se rvice  running only 9 -  5  this 

represents ~76% co s t  reduction v e r s u s  24 b y  7 op e ra tions 
 

Right S i z i n g  -  Using p e r f o r m a n c e  me trics inc lud ing CPU u s a g e ,  

Network traff ic,  M e mory etc. to identify when a  service  (server,  L a m b d a  

function)  is oversized a n d  m a k e  r e c o m m e n d a t io n s  to r e d u ce  the 

provisione d ca p a c i t y  a n d  a s s o c ia t e d  co s t  

Re s e rv e d  I n s t an c e s  -  Analysis of  the  delivery hour re q uire ments of  a  

se rvice  e .g. 9  -  5,  24 b y  7, identif ication of  the unde rlying infrastructure  

a n d  r e co m m e n d a t io n s  to p u r ch a s e  R ese rve d I n s t a n c e s  (RI ’s)  or 

S a v in g s  Plans to signif icant ly lower co s t  b a s e d  o n  co m m it m e n t  typ e 

Re - p l at f o rm i n g  –  Moving workloads from Windows to Linux or from a  

s e l f - m a n a g e d  to AWS m a n a g e d  o n e  to r e d u c e  co s t s  while  

m a in t a in in g  or im p r o v in g  u p - t im e  

S t o rag e  optimisation –  Automatical ly m o v in g  file a n d  ob j ect s t o r a g e  

to c h e a p e r  se r v ice s where a cc e s s  is infrequent 
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S e r v ice  Element 
 
 
 
 
 
Arch i t ect u re  & s e c u r i t y  

co n s u l t i n g  

Detail 
 
New S e rv i c e s  -  I ntroduction of  new, or imp roved, AWS s e r v ice s  e .g. new 

in s t a n ce  types,  a ls o  offer the potential for lower co s t  ( a n d  typically 

im p r o v e d  p e r f o r ma n ce ) .  

 
Provide a n  effective  d e s ig n  se rvice  for turning cu s t o m e r  re q uireme nts 

into p r a c t ica l  solutions that u s e  AWS b e s t  p r a ct ice  a n d  a r e  secu re .  

 
 

Note that Digital S p a ce  will r e s p o n d  to Req u e sts  for C h a n g e  with 

written p r o p o s a ls  within 10 working d a y s  for all ch a n g e s  other t h a n  

la r g e  or co m p le x  projects that require  signif ican t investigation or 

weeks of  im p le m e n t a t io n  work. Architecture  a n d  security work to 

investiga te  a n d  def ine ch a n g e s  is ch a r g e a b le  se p a r at e ly  u s in g  our 

SFIA rates.  

 
 

Proactive ly s u g g e s t  how new t ech n o lo g ie s  / a p p r o a ch e s  m a y  b e  u s e d  

to im p r o v e  serv ice  o u t co m e s  a n d  / or r e d u ce  co s t s  e .g.  raising how the 

u s e  of  serverless t ech n o lo g ie s  m a y  e n a b le  the  cu s t o m e r  to de liver 

s e r v ice s  m o r e  ch e a p ly  / effective ly.  

 
S e rv i c e  review Provide regular (quarterly for I nfrastructure  & Operating S y s t e m  Level 

a n d  monthly for A d v a n ce d  Level)  Se rv ice  Review m e e t in g s  that co v e r  

the following topics: 

 
1. Progress o n  a ct io n s  from the last m e e t in g  

2. Progress o n  p r o p o s a ls  & new build work 

3. Review of  the  last month's support report & KPIs 

4. Discussion of  a n y  i s s u e s  

5. Discussion of  p la n s  for ch a n g e  a n d  implica t ions for ex isting 

s e r v ice s  

6. Quality a s s u r a n ce  que s tions 
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S e r v i c e  Element distribution 
 
 

Inf r as t ructure 
O pe r at ing 

S ys t e m  

 

Adv an c e d 

 
S e r v ice  Description 

 
 
 
 
 
 
 

S e r v ice  Element 
 
 

Inciden t M an ag e m e n t  & S e rv i c e  De s k  

 
Inf rastruct ure M an ag e m e n t  

 
A c c e s s  Control –  Gen eral  

 

Ensures that 

C lo u d  

infrastructure  a n d  

s e r v ice s  run a s  

d e s ig n e d  a n d  

conf igured.  

 
Inf r as t ruct ur e  

 
 

  

 

  

 

  

 

S a m e  a s  

I nfrastructure  level 

but in c lu d e s  

p a t ch in g  a n d  

m a in t e n a n ce  of  

o p e r a t in g  s y s t e m s  

 
O pe r at ing  

S ys t e m  

 
  

 

  

 

  

 

As OS level but 

in c lu d e s  ad ditional 

security p r o ce s s e s .  

C a n  a ls o  in c lude 

other discipline s 

not co v e r e d  s o  far 

 
Adv an c e d 

 
 

  

 

  

 

  

 
A c c e s s  Control –  Act i v e  Directory     

 

A c c e s s  Control –  3rd  Parties    

 

Endpoint S e c u r i t y      

 

External  Internet C o n n e ct i v i t y        

 

External  Network C o n n e cti v i t y        

 

S e c u re  Content Delivery M an ag e m e n t    

 

Proactive Monitoring       

 

Dy n am i c  Reporting     

 

Bu s i n e s s  Continuity & Disaster 

Re cov e ry  

 
Bac k u p  m an ag e m e n t  

 

      

 

 

      

 
Inf rastruct ure s e c u r i t y  m a n ag e m e n t    

 

OS level  su pport & p at c h  m an ag e m e n t      

 

L an d i n g  Zon e m an ag e m e n t        

 

Project an d  C h a n g e  m an ag e m e n t        
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Inf r as t ructure 
O pe r at ing 

S ys t e m  

 

Adv an c e d 

 
Applicati on d e p l o y m e n t      

 

Th i rd - p art y  e n g ag e m e n t      

 

S e l f - s e rv i c e  e l e m e n t s      

 

Co st  M an ag e m e n t        

 

Arch i t ect u re  & s e c u r i t y  co n s u l t i n g        

 

S e rv i c e  review       
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5. Service Levels 
 
In c i d en t s  ar e cat eg o r i s ed  u s i n g  the t ab l e below: 
 
 
 

C at e gor y  
 
 

P1 -  C r i t i c a l  

 
 
 

P2 -  High  

 
 
 

P3 -  M e d i u m  

 
 
 

P4 -  low 

Explanation 
 
Where a  Se rvice  is dow n or d o e s  not function a t  all,  a n d  there  is n o  c i r cu m v e n t io n  for the  

proble m;  a  signif ican t n u m b e r  of  u s e r s  (ove r  40% )  a r e  affected, or a  production b u s in e s s  

s y s t e m  is inop e ra b le  

 
Where a  co m p o n e n t  of  the Se rv ice  is not performing, c r e a t in g  a  signif icant operationa l 

im p a c t  (af f ect in g  over 10% of  u s e r s )  

 
Where a  co m p o n e n t  of  the Se rv ice  is not pe rforming a s  d o cu m e n t e d  or is providing 

u n e x p ect e d results;  where there  a r e  p r o b le m s  that ca n  b e  worked ar o u n d ;  or where there  

is m o d e r a t e  or minor operationa l im p a c t  ca u s in g  in co n v e n ie n ce  

 
Where there  a r e  u s a g e  questions;  re q ue sts for clarif ication of  d o cu m e n t a t io n ,  

s u g g e s t io n s ;  or re q u e st s for new p r od u ct  features a n d  e n h a n ce m e n t s  

 
 
 
S er v i ce levels in t er m s  of r es p o n s e a n d  resolution t ar g et s for e a c h  of the priorities ab o v e ar e 

listed below: 

 
 
 

C at e gor y  
 

P1 -  C r i t i c a l  

 
P2 -  High  

 
P3 -  M e d i u m  

 
P4 -  low 

Explanation 
 

< 10 m in u t e s  < 2 

 
< 30 m in u t e s  < 4 

 
< 30 m in u t e s  < 8 

 
< 1 d a y  < 32 
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In ad d i t io n to Incidents, y o u  c a n  r a i s e tickets r eq u es t i ng  ch an g es .  Th es e tickets d o  not fall u n d er  

the SLA for Inciden ts. The two t y p es  of c h a n g e  ar e listed in the t ab l e below: 

 
 
 

Type  of C h a n g e  
 
 
 
 
 
 

Re q u e s t s  for C h a n g e  ( RF C ) 

 
 
 
 
 
 
 
 
 
 
 

S e rv i c e  Re q u e s t s  

Explanation & SLA 
 
A re que st for a  ch a n g e  requires u s  to u n d e r s t a n d  what the  user’s 

objective  is in re q ue sting the ch a n g e  a n d  to d e te rmine what n e e d s  to 

h a p p e n  in order to deliver that ch a n g e  while  m a in t a in in g  the security 

a n d  resilience of  the  ex isting service . This typically requires u s  to s p e n d  

time co n t a ct in g  the  use r a n d  d is cu s s in g  the t e ch n ica l  impl ica tions of  

the  ch a n g e .  
 

Unless otherwise  a g r e e d ,  we will r e s p o n d  to RFCs within 10 working 

d a y s  with a  p r o p o s a l  for the work a n d  the  timing of  the ch a n g e .  

I m p le m e n t in g  RFCs will involve  additiona l professional s e r v ice s  costs.  

 
A Se rv ice  Req ue st is a  use r re quest for information or a d v ice ,  or for a  

s t a n d a r d  ch a n g e  ( a  p r e - a p p r o v e d  ch a n g e  that is low risk, re lative ly 

co m m o n  a n d  follows a  p r o ce d u r e )  or for a cce s s  to a n  IT service . 

Addition,  r e m o v a l  a n d  ch a n g e s  to use r a c co u n t s  driven b y  p e o p le  

joining, m o v in g  a n d  le a v in g  is a  typ ical e x a m p le  of  a  se rv ice  request.  

Details of  which activities qualify a s  Se rvice  Req u e sts  will v a r y  with 

e a ch  se rvice  -  p le a s e  request th e s e  from your A cco un t  M a n a g e r  
 

Unless otherwise  a g r e e d ,  we will a ct io n  Se rvice  R equests u s in g  the SLA 

for Low priority incidents listed a b o v e .  
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6. Monitoring & alerts 
 

Severities 
 

Events listed in the t ab l es  below ar e on ly m o n i to r ed  if the s er v i ces that p r o d u ce t h o s e ev en t s  exist 

within the cu s t o m er ’s  en v i r o n m en t  i.e. To m cat  or OS S EC  l o g s  will o nly b e cap t u r ed  if there is a  

To m cat  or OS S EC  s er v i ce within the cu s t o m er ’s  env ir onm ent . Th e sev erity co l u m n  in the t ab l es  

s h o ws  how Digital S p a c e  class if i es e a c h  event. All ev en t s  a r e r ep orted in the m o n i to ri ng 

d as h b o ar d  that is vi ewed b y  Digital S p ace,  but Major a n d  Critical ev en t s  au t o mat i ca l l y  cu t  tickets 

o n  the Digital S p a c e  s er v i ce d es k  wh ich m e a n s  they a l way s  result in h u m a n  review a n d  actio n. 

The t ab l e d ef i n es  e a c h  Severity level. The following t ab l es  

 
 
 

Monitoring S e v e rit y  Level 
 
 

C r i t i c a l  

 
 
 
 

Major 

 
 
 
 
 

Minor 

 
 
 
 
 

W arn i n g  

 
 
 

C l e ar  

Explanation 
 
I m m e d ia t e  intervention required a s  the alert co u ld  affect the service . 

We a u t o m a t ica l ly  c r e a t e  a  supp ort ticket when a  critical alert is 

triggered.  

 
An alert that d o e s  not require  im m e d ia t e  intervention but will g e t  worse 

u n le s s  s o m e t h in g  is d o n e .  We a ls o  u s e  this for state  ch a n g e s  in critical 

infrastructure  e .g.  a  ch a n g e  in a  sing le  VPN tunnel that m ig h t  b e  a  s ig n  

that the VPN c o u ld  fail.  

 
U s e d  for alerts that a r e  n e g a t iv e  but h a v e  o ccu r r e d  with a  lower 

f r e q ue n c y  or a t  a  lower level t h a n  would trigger a  Major alert.  The 

r e a s o n  that we lo g  the se  is s o  that we c a n  track a  pattern of  alerts 

when pe rf orming root ca u s e  a n a lysis.  

 
Alerts that a r e  of  potential interest but h a v e  not yet hit “Minor” i.e .  they 

ind ica te  that a ct io n  m a y  n e e d  to b e  taken if the  alert o ccu r s  m o r e  t h a n  

three co n se cu t iv e  times. Alerts that d o  not b r e a c h  this threshold will 

return to a  c le a r  condition after three  co n s e cu t iv e  “no issue” polls.  

 
Show s that s o m e t h in g  is b e in g  monitore d but that there  a re  n o  is s u e s  

 
 
In frast ru ct ure Healt h  
 

Event Type  
 
 
 

Application lo g s  ( e g ;  MarkLogic,  T o m ca t )  

 
 
 

CPU Utilisation 

Explanation 
 
WARNING level m e s s a g e s  
 

ERROR leve l m e s s a g e s  
 
CRI TI CAL level m e s s a g e s  

 
>70% utilisation 

S e v e r it y  
 
Minor 
 

Major 
 
Critical 

 

 

 
Minor 
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Event Type  
 
 
 
 
 
 
Me m o ry Utilisation 

 
 
 
ELB (Elastic L o a d  B a la n ce r )  Health 

 
CloudFront Health 

 
 
 
Disk Utilisation 

 
 
 
 
 

Status C h e ck s  

 
 
 
 
 

VPN / DirectCon nect he alth 

 
 
 
 
 

Anti-Malware alerts 

 
 
 
 
 

Windows Event L o g s  

 
 
 
 
AWS Serv ice  status 

 
 
 
 
 

Trusted Advisor 

Explanation 
 
>80% utilisation 
 
>90% utilisation 

 
>70% utilisation 
 

>80% utilisation 
 
>90% utilisation 

 
>1 unhe a lth y  in s t a n ce  

 
4xx a n d  5xx  errors >20% a t  a n y  time 

 
>70% utilisation 
 
>80% utilisation 
 
>90% utilisation 

 
S y s t e m  reachability failure  
 

I n s t a n ce  reachability failure  
 
S y s t e m  AND I n s t a n ce  reachability failures 

 
<2 tunnels a v a i la b le  
 

Tunnel status ch a n g e  
 
1 tunnel failure  
 
>=2 tunnel failures 

 
Error status 
 

3 co n s e cu t iv e  Error st at es 
 
Anti-Malware Alert 

 
ERROR leve l m e s s a g e s  
 

CRI TI CAL level m e s s a g e s  
 
Error co d e s  1058, 1073, 18204, 3041, 1105, 1006, 1030 

 
Service  d e g r a d e d  
 
Service  dow n 

 
Status: G r e e n  
 
Status: Yellow 
 
Status: Re d 
 

U n a t t a ch e d  v o lu m e s  

S e v e r it y  
 
Major 
 
Critical 

 
Minor 
 

Major 
 
Critical 

 
Major 

 
Critical 

 
Minor 
 
Major 
 
Critical 

 
Major 
 

Major 
 
Critical 

 
Warning 
 

Minor 
 
Major 
 
Critical 

 
Minor 
 

Major 
 
Critical 

 
Major 
 

Critical 
 
Minor 

 
Critical 
 
Critical 

 
C le a r  
 
Minor 
 
Critical 
 

Major 
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Event Type  
 
 
 
 
S im p le  Email S e r v ice )  B o u n c e  Rate 

 
 
 
AWS Health 

 
 
 
 
 

AWS C o n f ig  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
AWS CloudTrai l 

Explanation 
 
U n t a g g e d  in s t a n ce s  

 
B o u n c e  rate  >6% in 24 hour period 
 
Pe r m a n e n t  e m a i l  B o u n ce s  

 
Events with a  status of  Open 
 
Events with a  status of  U p co m in g  

 
B e y o n d  a  default set of  d e p lo y e d  C o n f ig  
 
rules,  we c a n  cr e a t e  / d e p lo y  additiona l rules 
 

a s  required.  
 
C o m p l ia n t  rules 
 
N o n - co m p l ia n t  rules 

 
Unauthorised API ca l ls  
 
Login without MFA 
 
Root a cco u n t  u s a g e  
 

IAM use r / g r o u p  / role  / policy ch a n g e s  
 
CloudTrai l conf igurat ion ch a n g e s  
 
Login failures 
 

Disabled C u s t o m e r  M a n a g e d  Keys 
 
S3 policy ch a n g e s  
 
C o n f ig  se r vice  c h a n g e s  
 

Security G r o u p  ch a n g e s  
 
Network ACL ch a n g e s  
 
Network g a t e w a y  ch a n g e s  
 

Routing table  ch a n g e s  
 
VPC ch a n g e s  
 
G e n e r a l  List / Describe  c o m m a n d s  
 

Us e r -spec if ic List / Describe  c o m m a n d s  

S e v e r it y  
 
Major 

 
Major 
 
Warning 

 
Major 
 
Major 

 
 
 
 
 
 
C le a r  
 
Major 

 
Major 
 
Major 
 
Critical 
 

Major 
 
Major 
 
Major 
 

Major 
 
Major 
 
Major 
 

Major 
 
Major 
 
Major 
 

Major 
 
Major 
 
C le a r  
 

Major 
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A c c e s s  Control 
 

Event Type  
 
 
 
 

AWS C o n s o le  Log ins 

 
 
 
 
 

Server log ins 
 

(Windows, Linux)  

 
 
 

Web Application log ins 

 
 

ELB (Elastic L o a d  B a la n ce r )  Health 

 
CloudFront Health 

 
 
 

Disk Utilisation 

 
 
 
 
 

Status C h e ck s  

 
 
 
 
 

VPN / DirectCon nect he alth 

 
 
 
 
 

Anti-Malware alerts 

Explanation 
 
S u cce s s f u l  login,  n o  MFA set 
 

S u cce s s f u l  login,  unknown IP 
 
3 co n s e cu t iv e  login failures 
 
Root a cco u n t  login 

 
U n s u cc e s s f u l  login 
 

3 co n s e cu t iv e  login failures 
 
Use  of  “b r e a k - g la s s ”  a cco u n t  

 
U n s u cc e s s f u l  login 
 

3 co n s e cu t iv e  login failures 

 
>1 unhe a lth y  in s t a n ce  

 
4xx a n d  5xx  errors >20% a t  a n y  time 

 
>70% utilisation 
 
>80% utilisation 
 

>90% utilisation 

 
S y s t e m  reachability failure  
 
I n s t a n ce  reachability failure  
 

S y s t e m  AND I n s t a n ce  re achability failures 

 
<2 tunnels a v a i la b le  
 
Tunnel status ch a n g e  
 
1 tunnel failure  
 

>=2 tunnel failures 

 
Error status 
 
3 co n s e cu t iv e  Error st at es 
 

Anti-Malware Alert 

S e v e r it y  
 
Warning 
 

Major 
 
Critical 
 
Critical 

 
Warning 
 

Major 
 
Critical 

 
Warning 
 

Critical 

 
Major 

 
Critical 

 
Minor 
 
Major 
 

Critical 

 
Major 
 
Major 
 

Critical 

 
Warning 
 
Minor 
 
Major 
 

Critical 

 
Minor 
 
Major 
 

Critical 
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Secu rit y  
 

Event Type  
 

AWS Security G r o u p s  

 
 
 
 

AWS I n s t a n ce  State  C h a n g e s  

 
 
 
 

AWS co m p o n e n t s  with unrestricted 

a cc e s s  

 
AWS S3 -  p u b l ic  b u ck e t s  

 
 
 

GuardDuty 

Explanation 
 
Security G r o u p  ch a n g e s  

 
L a u n ch e d  
 

Started 
 
S t o p p e d  
 
Te rminated 

 
Unrestricted I nterne t-f ac ing Security G r o u p s 

 
 

Unrestricted publicly a v a i la b le  b u ck e t s  

 
R e co n  
 

Behaviour 
 
Una uthorised  Acce ss 

S e v e r it y  
 
Major 

 
Critical 
 

Major 
 
Major 
 
Critical 

 
Critical 

 
 

Critical 

 
Major 
 

Major 
 
Critical 
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7. OS level portal 
 
C u s t o m er s  of this s er v i ce h av e a c c e s s  to the Digital S p a c e  s er v i ce portal ( cu s t o m er  s p ace) .  

There ar e two ar eas  of interest. 
 

S e r v ice H ub is a  pl atfor m from where y o u  c a n  o p en  Incidents, ra i s e S er v i ce Req u est s  a n d  track 

the p r o g r es s  of t h es e a n d  a l s o  o n  an y  ord ers r a i s ed  o n  yo ur beh alf. 

Additionally, y o u  c a n  s ee a n  overview of current S er v i ce Status, p l u s  an y  u p co m i n g  p l an n ed  

m ai n t en an ce or other s ch ed u l ed  o u t ag es .  

 
 
C loud Monitoring p r o v i d es ins igh ts ( f r o m  a n  AWS p er s p ect i v e)  into the current s ecur ity statis of 

your AWS d o m ai n s ,  allowing y o u  to prioritise m ed i at i o n  an y  f i nd i n g s  fro m Security Hub, s o  

en s u r i n g  that yo ur en v i r o n m en t  is s ecu r e.  

This plat form a l s o  p r o v i d es a  hi ghl y g r an u l ar  b r eakd own of your s p en d  over time, h el p i n g  y o u  to 

better u n d er s t an d  where there m a y  b e opportunities to s av e m o n ey .  
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8 . C o m ple m e n t a r y  s er vic e s  
 
 

Bu s i n es s  

Continuity 

 
 

Co m m u n i cat i o n s  
 
 
 
 
 
 

Co n t act  C en t r e 
 
 
 
 
 
 
 
 
 
 
 
 

Migration 
 
 
 
 
 
 

Platform 
 
 
 
 
 
 
 
 
 
 
 
 
 

Security 

Digital S p a c e  Back u p  a s  a  S er v i ce 

Digital S p a c e  Disaster Reco v er y  a s  a  S er v i ce 

Digital S p a c e  Microsoft 365 nat iv e Back u p  a s  a  S er v i ce 

Digital S p a c e  Microsoft Team s  Back u p  a s  a  S er v i ce 

Digital S p a c e  8x8 C l o u d  PBX 

Digital S p a c e  8x8 Ho st ed PBX 

Digital S p a c e  8x8 M eetin gs C o l l ab o r at i o n  

Digital S p a c e  8x8 Video Co n fer en c i n g  

Digital S p a c e  8x8 V oice for Microsoft Team s  

Digital S p a c e  Hos ted Mitel C l o u d  (Flex) 

Digital S p a c e  8x8 C C a a S  (Co n t act  C en t r e a s  a  S er v i ce)  

Digital S p a c e  8x8 C l o u d  Co n t act  C en t r e 

Digital S p a c e  8x8 C o n t act  C en t r e 

Digital S p a c e  8x8 C P a a S  (Co n t act  Platform a s  a  S er v i ce)  

Digital S p a c e  8x8 U C a a S  (Unified Co m m u n i cat i o n s  a s  a  S er v i ce)  

Digital S p a c e  8x8 Unified Co m m u n i cat i o n s  

Digital S p a c e  8x8 X C a a S  (Experi en ce C o m m u n i cat i o n s  a s  a  S er v i ce)  

Digital S p a c e  A m az o n  C o n n ect  Adm inistrative Extensions 

Digital S p a c e  C l o u d  C o n t act  C en t r e (A m az o n  C o n n ec t )  

Digital S p a c e  C l o u d  C o n t act  C en t r e M an ag ed  S er v i ce 

Digital S p a c e  C l o u d  C o n t act  C en t r e Migration 

Digital S p a c e  C l o u d  M i g r at i o n  

Digital S p a c e  SAP to C l o u d  M i g r at io n  

Digital S p a c e  EPR (Electronic Patient Reco r d )  C l o u d  Migration 

Digital S p a c e  H o u s i n g  M an a g em en t  S y s t em  M i g r at i o n  

Digital S p a c e  Microsoft 365 Di scov ery 

Digital S p a c e  Microsoft 365 Migration 

Digital S p a c e  AWS M an ag ed  S er v i ce 

Digital S p a c e  Azure M a n ag ed  S er v i ce /  Platform 

Digital S p a c e  C l o u d  Architecture, Des i g n  a n d  Build S er v i ces  

Digital S p a c e  C l o u d  Solution Brok erage & I m p l em en t at i o n  

Digital S p a c e  Dat a  & GenAI A s s es s m en t  

Digital S p a c e  Desktop a s  a  S er v i ce (virtual d es k t o ps  /VDI) 

Digital S p a c e  FinOps & C l o u d  C o s t  Optim isation 

Digital S p a c e  L i cen s i n g  A s s es s m en t  

Digital S p a c e  M an ag ed  VMware C l o u d  o n  AWS 

Digital S p a c e  M an ag ed  VMware C l o u d  o n  Azure 

Digital S p a c e  Private C l o u d  M an ag ed  S er v i ce 

Digital S p a c e  Well Ar ch itected Review 

Digital S p a c e  C y b er  (S ecu r i t y)  Maturity A s s es s ment  (C M A )  

Digital S p a c e  C y b er  Ess entials a n d  C y b er  Ess en tials Plus 

Digital S p a c e  DDoS Mitigation 

Digital S p a c e  M an ag ed  Security Monitoring (SIEM) 

Digital S p a c e  M an ag ed  Security Op er ations C en t r e (S OC )  

Digital S p a c e  Penetration Testing 
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9. Copyright 
 
Co p y r i g h t  –  All rights r eserved. Digital S p a c e  C l o u d  S er v i ces  Limited 2026. 
 

All m at er i a l  in the G -C l o u d  s er v i ce des cr ipt ion a n d  p r i c i n g d o cu m en t at i o n is s u b j ect  to Co p y ri g h t,  

Digital S p a c e  C l o u d  S er v i ces  a n d  its licen s or s res erve the right to all co n t en t  herein. 
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