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Cyber Security and Zero Trust

Introduction to Stellarmann

Bespoke built, expert led, delivery driven

Stellarmann is a specialist technology and business transformation
consultancy, supporting public and private sector organisations to
deliver complex change with confidence.

We launched in 2020 to help clients access exceptional expertise while
putting stronger accountability behind delivery, supported by clear
governance in a rapidly evolving delivery landscape.

Since then, we've supported multi-million-pound programmes for major
government departments and organisations, including HMRC and The Crown
Estate, by building and leading high-performing outcome-focused teams
matched to each engagement.

Our shared-risk commercial approach keeps delivery anchored to agreed
outcomes and measurable progress, while our Engagement Delivery
Management team provides hands-on oversight shaping robust Statements
of Work, maintaining alignment to deliverables and acceptance criteria and
reducing the operational burden on client-side leaders.
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Cyber Security and Zero Trust

Cyber Security and Zero Trust

Service Description

Security programmes stall when strategy is disconnected from delivery
reality or when controls are defined but not embedded. Teams need
workable patterns, clear ownership and evidence that supports approvals,
audits and incident response.

Stellarmann delivers pragmatic cyber security and zero trust support. We
baseline risk and current controls across identity, devices, networks,
applications and data. We identify gaps that create exposure or slow delivery,
then prioritise actions based on risk and operational impact.

We define zero trust patterns that teams can implement: identity hardening,
segmentation approaches, policy baselines and monitoring expectations. We
design governance cadence and decision routes so approvals are timely and
consistent, and we align supplier controls where third parties are involved.

We create evidence packs and dashboards that show control status and
support audits and reviews. We improve incident readiness through practical
response expectations and logging requirements. The outcome is reduced
risk, faster approvals and security controls that work day to day without
unnecessary complexity.

We leave behind documentation and clear ownership so the approach is
sustained after the engagement.
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Cyber Security and Zero Trust

Features

Security strategy and roadmap defined with clear priorities
Risks and controls baselined with documented gaps

Zero Trust patterns designed for practical implementation
Identity controls hardened with consistent policy baselines
Segmentation guidance provided to reduce blast radius
Threat modelling run to improve detection and readiness
Dashboards built for continuous security control visibility
Governance cadence and approval routes established

Supplier security evidence aligned to expectations
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Audit evidence and security handover documentation produced

Benefits

Controls and monitoring reduce overall security risk
Baselines and patterns speed governance approvals
Logging and response expectations improve readiness
Accountabilities clarified across teams and suppliers
Evidence packs simplify audits and compliance
Standard patterns reduce variation and control gaps
Suppliers aligned to consistent security controls
Dashboards improve visibility of security posture

Reduced exposure lowers breach likelihood
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Governance routines sustained after handover
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Cyber Security and Zero Trust

How this enables better outcomes

Cyber security and zero-trust supports cloud, data and digital
delivery by providing workable control baselines and governance.

It links with IAM, architecture and DevOps so security is embedded
into delivery without unnecessary complexity.

Common triggers

4+ Access risk is high or poorly controlled

4+ Onboarding and role changes are slow and manual

4+ Privileged access lacks clear governance

4 Audit evidence for access controls is weak

+ Cloud adoption needs consistent identity patterns

Service Constraints

Pen testing and formal certification are out of scope unless separately
commissioned. Requires access to policies, environments, logs and SMEs.

Remote-first delivery; onsite workshops by agreement.
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Engaging Stellarmann

Ordering

Our services can be engaged inline with the G-Cloud 15 framework
call off terms. Please get in touch initially by emailing gcloud@stellarmann.com

Service Delivery

We assign each of our clients a dedicated, free of charge engagement delivery
manager who will be responsible for shaping the services, outcome and
deliverables as well as for ensuring the quality-of-service delivery.

We will guide you through our comprehensive four stage service delivery process
that takes our buyers from initial discovery to the end of the engagement.

Discovery Design Assemble Embed

4+ Understand 4+ Produce + Finalise capability 4+ Kick off session
challenges and statements of 4+ Pre-kick off and meeting
needs work (SoWs) introductions cadence set

4+ Shape the 4+ Define 4+ Set expectations 4 Service reviews
outcomes and deliverables, and share RACI and reporting
capabilities milestones and 4+ Client onboarding + Delivery progress
required KPlIs and compliance and wellbeing

+ Define the scope checks

of the service

Day 1 — Day 5-15 d grr‘\:liengagement
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Steliarmann

Stellarmann Services Overview

Our breadth of capability across technology and business
transformation enables us to build long-term partnerships and support
customers in achieving strategic outcomes, whether you need targeted

expertise for a critical workstream or end-to-end delivery across a complex
programme. We help organisations lean on exceptional expertise while putting
stronger accountability behind delivery, supported by clear governance in a rapidly
evolving delivery landscape.

Services are designed to accelerate progress while minimising unnecessary
complexity: we mobilise quickly (often within 10-15 working days) embed as “one
team” with client and supplier stakeholders and transfer knowledge so capability
remains with your organisation. Every engagement involves a shared-risk
commercial approach, anchored to agreed deliverables and acceptance criteria,
supported by dedicated Engagement Delivery Management to provide delivery

assurance, governance and clear reporting.

We do the hard yards of delivery alongside you. Bringing clarity, momentum and

execution to every stage of the journey.

Operating Model
Transformation

Strategy Execution
Change Management
Target Operating
Model design and
implementation
Operational Excellence
/ Efficiency

Process Engineering
Shared Services
Transformation
Consolidation and
Rationalisation
Product Management

and Delivery

Digital Product
Delivery/Agile
Transformation
Al/ML

Data Analytics
DevOps

UXUI

Digital Workplace
Solutions

Data Management &
Governance
Digital / Data
Architecture

Advisory & Thought Leadership

DDaT Transformation

Cloud, Cyber &
Infrastructure

Technology Strategy
and Architecture
Cloud / Hybrid
Services

Cyber Security /
InfoSec

DevSecOps

1AM

Software Engineering
Cloud Infrastructure
Modernisation and
Integration

Integration and Digital
Acceleration

Unification Integration &
Transformation
Integration Acceleration
Pre & Post-unification
Consolidation /
Rationalisation
Technology &
Infrastructure Integration
HR and Shared Services
Separation and Divestiture
Rationalisation, Regulatory
alignment & Restructuring

Transformation Delivery & Acceleration

Tailored delivery teams, Coaching and mentoring, TMO / PMO best practice,
Embedding Product & Agile ways of working, Establishing governance and control
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Getin touch

To find out more or request our public sector

reference case studies
Emaiil gcloud@stellarmann.com
Call 0203 393 6960
Visit www.stellarmann.com
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