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Tx QA Focus Areas for Successful Cloud Migration Testing

Functional 
Validation

Disaster Recovery & 
Business Continuity 

Plan

Security 
Testing

Performance 
Testing

Integration testing(With 
Third-party 

Applications)

Microservices 
Testing

Automation Testing

Cloud Migration 
Testing

Cloud Attributes 
testing

Security testing in pre and Post 
migration for various applications and 
systems over the Cloud

Design Disaster recovery and BCP Plans for the 
Network, storage and Infra over the cloud Performance testing and Load Balancing over the 

cloud for better performance

Cloud attributes testing like provision of on 
demand services, rapid elasticity and scalability

Microservices testing over the cloud to verify the 
correctness of services in a more isolated fashion 

Continuous testing using automation scripts for 
the application and services

Functional testing to verify whether applications or 
systems working same after migration

Integration testing over the cloud to manage with 
third party applications



Tx QA Focus Areas for Successful Cloud Migration Testing

Migration Testing Planning Design & Build(Migration Testing)
UAT/Non-
Functional

Post Migration Testing

Understand the current 
application landscape and 

architecture

Assess to-be architecture

Assess the Performance 
needs

Security and compliance 
Assessment

Deliverables

Business User testing

Performance checks

Security checks

UAT Acceptance & 
signoff

Prepare Migration QA 
Strategy

Testing 
Activities

Go-Live

Pro-active Threat 
Intelligence

Monitoring

Functional 
Monitoring

Pro-active improvements based on the 

Planning QA for new CRs, additional 
migration projects

Performance 
Monitoring

Security 
Monitoring

Data migration  Testing

1

Functionality 
checks

2

Test Automation 

3

Compatibility Checks

4

5

6

Cloud attribute testing

7Using 
QuerySurge

In-sprint Testing

Test Case creation & 
Execution

Setup Tx Automation 
framework, create and 

execute scripts

Test Over multiple 
Browsers

Peak load Test and 
Load Balancing

Threat Detection

Improving Cloud adoption along with 
Continous quality improvement

• Cloud Migration QA 
Strategy and Plan

• Roadmap for Cloud 
Migration QA

• Governance and 
communication plan

• Detailed Test Plan and 
Design Documents 

• Functional Test Case 
document

• Functional Test Report
•  Detailed data migration 

testing plan

• Data migration testing 
report

• Automation framework
• Automation Scripts
• Test Automation Execution 

Report

• UAT Summary 
Report

• Performance 
Test Report

• Security Test 
Report

• Functional Monitoring Reports
• Performance Monitoring 

Reports
• Security Monitoring Reports
• Deliverables as per testing 

activities conducted



Post Migration QA Activities

Ongoing CR 
Gating

New 
Development

Additional 
Migration

Required Functional Checks of the 
impacted applications w.r.t new 

CR

Ongoing Load Balancing of 
the applications

Security Testing checks Data Validation 
Testing 

Ongoing Automation testing to 
reduce the time of test case 

execution

Testing of Newly 
developed 
applications

Architecture and 
design validation

• Functionality checks
• Data completeness and 

correctness validation
• User access checks
• Performance checks
• Security checks
• Isolation checks

Evaluation of 
architectural best 
practices using in-house 
methodologies

Full lifecycle QA planning and Execution
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