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%} Cloud Security
h— Configuration Audit

Tx Cyber Security Services Portfolio: Cloud and Al Security

Managed Cloud
e Security

Cloud Governance,

od)e Risk & Compliance

Follows CIS Benchmarks and Organizations
Security Baselines.

Audit cloud security configuration against
baseline or standards to identify security
weaknesses or loopholes.

Automated and Manual Processes to ensure
complete coverage and efficient testing.
Coverage across Amazon Web Services,
Google Cloud Platform, Azure, M365, Oracle
Cloud, Google Workspace etc.

Coverage for AWS, Google GCP, Azure, M365
and Google Workspace.

Partner with clients to take ownership of
managing security configuration across their
cloud platform.

Shared Responsibility Model — We manage
security, Clients manage functionality, Cloud
Provider manages availability.

Coverage for AWS, Google GCP, Azure, M365
and Google Workspace.

Provide advisory and consultation to clients
regarding formulation and execution of
effective and compliant Cloud Security
policies and procedures.

Enabling Cloud Security Monitoring and
Audit Logging to assist in effective
Governance and Risk Management.




Comprehensive Cloud Security Configuration Audit Approach

Pre-Assessment Phase

Identify business-critical
functionalities and security
requirements.
Understanding of the AWS
configurations.
Understanding of user roles,
access levels, authentication,

Automated Cloud Security
Configuration Review

= Automated Audit of the AWS

Security Configurations as per
the following Standards:

L AWS Security Best Practices
U AWS IAM Best Practices

U Relevant CIS Amazon Web
Services Foundation

Manual Analysis of Security

Observations

Determine the impact on the

system in case of audit
failure.

Manual Analysis to remove
‘false positives’ from Security
Observations.

Remediation Strategy

Final Report Generation

Evidence Collection &
Consolidation.

Draft Report Creation and
Internal Peer Review.

Final Report Submission.

Consulting with Stakeholders
about suggested Mitigations.

Remediation Review

Finalizing Remediation Plan
and Timelines

Planning Retesting Activities
Performing Retesting as per
Discussed Timelines

Final Retesting Report
Submission

Gap for Fixes

etc. Benchmarks Suggestion
= Discuss risks to environment = Establish compliance status

stability, if any, and identify along the following verticals:

escalation paths.systems O ID & Auth

U Access Controls
U Config Management

U Security Assessment &
Authorization

U System & Communications
Protection

U Incident Response
U Audit and Accountability.

Detailed Report consisting of

Execution results of the security
checks/scenarios

Daily and Weekly Status Reports

Executive Summary, Vulnerabilities
Description & Methodology Used

Deliverables

o




L—2 Al / LLM Application

&J Security Testing

Al / LLM Model Security Testing

Al / LLM Model Security Testing Coverage

Follows latest industry standards in Al / LLM
Security Testing.

Identify Security Risks with an ‘Outside-In’
and ‘Inside-Out’ testing approach.

Assures Robust Implementation of LLM’s
within applications.

Works for offline and online LLM models.
Coverage for OWASP Top 10 for LLM
Applications 2024 & OWASP Top 10 for LLM
Application 2025.

Comprehensive checklists of Al/LLM Specific
checks custom designed for each specific
engagement needs.
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LLM Prompt Injection: Tests identify prompt manipulation that subverts model intent and control
boundaries.

Sensitive Information Disclosure: Ensures outputs don’t leak confidential, personal, or regulated
data.

Supply Chain Vulnerabilities: Assesses risks from unverified models, datasets, and upstream
dependencies.

Data and Model Poisoning: Detects tampered training inputs that degrade accuracy or inject bias.

Improper Output Handling: Validates that outputs are safely interpreted, filtered, and
constrained.

Excessive Agency: Flags over-permissioned models capable of unsafe or autonomous actions.

System Prompt Leakage: Prevents exposure of hidden instructions that could be reverse-
engineered.

Vector and Embedding Weakness: Probes embedding logic for tampering, leakage, or semantic
collisions.

Misinformation: Evaluates risks of confidently generated but factually incorrect content.

Unbounded Consumption: Tests for limits on input volume and frequency to prevent resource
exhaustion.
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