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Tx Overview

Globally Top 3 Software Testing and QA Company, with a specialist division, for Al & Digital Engineering Services
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Types of Testing in Blockchain i‘?

Tx delivers comprehensive end-to-end blockchain testing solutions, with deep expertise across functional, non-functional, and specialized testing domains
supported by industry-standard tools like Ethereum, Truffle, Hardhat, and major blockchain testing frameworks
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Tx Blockchain Testing Approach // i—?

Tx implements a robust four-phase blockchain testing methodology from analysis through execution, supported by comprehensive end-to-end testing
parameters that ensure thorough validation of block size, security, data integrity, and system performance
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Analysis of system Test approach define Transaction and contract Verification of blocks,
architecture document * Estimation of tests mapping to the blocks smart contracts,
* Understanding function * Test tools and automation * Data transmission tests transactions
flow planning * APl test and payload * Third party interfaces
* Test scope * Qutline user cases creation validation
* Load and security element * NFR and security high level * Data availability tests * Functional flows testing
discussion and defined tests * Transactional test data * Load and security testing
identification and/or
creation

END TO END BLOCKCHAIN TESTING
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Case Study 1: Functional Testing for the Leading Blockchain Venture

The Client: Client partner with founders and start-ups to create new products and services using blockchain or distributed ledger systems

Challenges

* Developing a reliable test bed for validating core functionalities.
* Managing the high complexity of the application with tight delivery timelines.
* Adapting to frequent application changes in an agile development environment.

Business Needs:

* Identify a quality assurance High-level Approach/Solution

[EETATIE L® S high testing o Collaborated with the client right from the beginning to understand their objectives, critical features,
volume requirements. and timelines

o Designed a comprehensive testing framework, including a checklist tailored to the unique challenges

* Ensure a high-quality, )
of blockchain technology

process-oriented approach
to functional testing for o Integrated functional testing seamlessly into the client’s Agile environment, performing continuous
their blockchain application. testing for every update and change

o Managed the entire QA lifecycle, including:

* Deliver consistent

outcomes in a dynamic
development environment > Automated and manual test execution

» Test case design

with frequent changes. » Defect logging, tracking, and re-testing
» Regression testing for every release

o Maintained an open communication channel with developers, providing instant feedback and ensuring
quick fixes for reported issues

o Monitored testing metrics (e.g., defect detection rate, test coverage) and regularly optimized the
testing approach

Key benefits realised

Maximized test coverage by
ensuring thorough validation
of all critical workflows and
functionalities, including edge
cases and complex scenarios

Reduced long-term costs by
minimizing expenses by
catching and resolving defects
early in the development
cycle, reducing the need for
costly fixes later

Built a reusable and scalable
testing framework that can be
leveraged for future
blockchain initiatives




Case Study 2: Functional Testing and Security Testing for Blockchain

Company in Switzerland
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The Client: Client partner with founders and start-ups to create new products and services using blockchain or distributed ledger systems

Challenges

Business Needs: * Absence of pre-existing testing documentation, requiring creation of all testing frameworks from scratch
* Complex application architecture involving multiple blockchain components and integration points
* The primary need to the * Need for comprehensive security testing while maintaining development velocity

client is to digitize and

secure the talent
engagement process High-level Approach/Solution
through blockchain

technology to save time, o The Tx team implemented a risk-driven functional testing methodology to ensure optimal test
cut costs, and enhance coverage early in the development cycle
compliance o Developed comprehensive understanding of application security requirements, including user roles,

access levels, and authentication protocols
* Integration of testing

frameworks within the
development lifecycle to
maintain continuous quality
assurance

o  Conducted thorough vulnerability scanning based on OWASP Top 10 standards using customized
security testing framework

Created automated testing cycles for continuous validation of credential management workflows
Established daily and weekly testing reports with detailed statistics and actionable recommendations

Integrated security testing within the development pipeline to ensure continuous compliance
* Documentation and
validation of all credential

management processes

o O O O

Developed automated overnight testing capabilities for non-critical components

Key benefits realised

Achieved significant reduction
in verification time and costs
by automating the credential
validation process and
eliminating manual
verification steps through
systematic testing frameworks

Enhanced platform security
and compliance by identifying
and remediating critical
vulnerabilities early, resulting
in zero security incidents
during credential transfers and
updates

Improved time-to-market
through automated overnight
testing and continuous
security validation, enabling
faster feature releases
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