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Tx Overview

Globally Top 3 Software Testing and QA Company, with a specialist division, for Al & Digital Engineering Services
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Tx-PEARS DevSecOps: An overview i‘?

DevSecOps ¥~ laC Consulting and 7, Security Test

E% Consulting t® |mplementation mplementation 84  Automation
" DevSecops consulting across pgople, " laCConsulting . = |dentify right tools and technologies =  Security Automation consulting

processes, tools and technologies = |Infrastructure as code automation L . . .

. =  Create and enhance CI/CD pipelines = Security Testing Stages Consulting
=  Prepare DevSecOps roadmap and =  Automate the repeatable tasks like . . e .
lan O Provisioning = Train client teams on CI/CD pipelines = Security Pipeline Creation

P . . . . =  Induction of security components =  |mplement Continuous Security

=  Deep dive on security across U Configuration - .
within CI/CD Testing
processes U Deployments

Various Tools Used

DevSecOps Consulting

aWS 5 - ®
*=  Tx-PEARS Vulnerability Management Tool (VMT) | " Katalon _l!aglos
= Jenkins, Azure DevOps, AWS and CircleCl based reference implementations for Azure Bovons

CI/CD pipelines. -
= Security Test Automation pipelines for Web, Mobile, Desktop, Containerized and 0 glt nsloie =k ‘.’
Cloud-hosted Apps. . . d’ N kubernetes
9 circleci docker Terraform




Value delivered by Tx-PEARS DevSecOps // @

Integrate Security at all Stages of
DevOps

Continuous Security Enablement
and monitoring with Tx-PEARS

Integration with VMT, which
can further be integrated with
Test Management and Bug
Tracking Tools

Early detection of security
loopholes and reduced vulnerability
remediation window.

Processes that consider organizational
development/release rules and
governance.

Supports all DevOps tools and
processes

Use of both Open Source and
Commercial tools



Tx-PEARS DevSecOps Workflow

Update the Plan document
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. . Documenting security
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. Security ‘Alerting and Monitoring’ severity vulnerabilities o
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— = Periodic maintenance and </)  p— 4 Pre-Build Post Build
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s:curity require?nents 5P # QA staging =  Static Application Security =  Dynamic
- Update the Plan docur.nent as per the =  False-positive removal Testing (SAST) o Application
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