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ISO 27001 Cyber Security Awareness Training Service Description  

 

Our cyber security awareness course will help your company comply with ISO 
27001:2022 by educating your employees with the latest ISO 27001:2022 
requirements. Your employees will also learn about the latest cyber threats and 
how they can play a part in your organisation to combat those threats. 
 

Course Agenda 
 

Module 1: ISO 27001:2022 – introduction to ISO 27001, what is an Information 
Security Management System (ISMS), ISO 27001 terms and definitions, why 
implement ISO 27001, risk management, ISO 27001 clauses, ISO 27001 Annex A 
controls, key implementation milestones, key documents, certification audit. 
 
Module 2: Cyber Threats - perpetrators, tactics, malware, ransomware, phishing, 
social engineering, human error. 
 
Module 3: Combatting the Threats - passwords, ISMS, training, encryption, 
authentication, incident reporting, data classifications, physical security, remote 
working. 
 

The Benefits of Cyber Security Awareness Training for Employees 
 

• Comply with ISO 27001:2022 clause 7.3 and Annex A control 6.3. 
• Give staff an understanding the requirements of ISO 27001:2022 and why it 

is important to your organisation. 
• Make staff aware of the current cyber threats. 
• Equip staff with the tools they need to identify and report cyber incidents 

and data breaches. 
• Improve communication and awareness. 

 

Key Features 
 

• Our eLearning platform allows staff to learn at their own pace without the 
time and expense of travelling to a training venue. 

• Short 75-minute duration. 
• Split into 3 modules that can fit around a busy schedule. 
• Narration by an experienced consultant.  
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Why choose Romano Security Consulting? 

Romano Security Consulting have 20 year’s hands-on experience in delivering 
information security and cyber security projects and have helped numerous 
companies of all different shapes and sizes in achieving ISO 27001 certification. 

Our training has been developed by an ISACA CISM (Certified Information Security 
Manager) and ISACA CISA (Certified Information Systems Auditor), CCP IA Auditor 
Senior Practitioner, IRCA Certified ISO 27001 Lead Auditor, ISO 27001 ISMS Lead 
Implementer. 

 

Bespoke Cyber Security Awareness Training 
 

If you are looking for a bespoke Cyber Security Awareness Course training, we can 
tailor it to your requirements. Contact us to discuss your training requirements. 

Contact Romano Security Consulting  

For further details or a quote please contact us on the details below: 
 
Phone: 01625 315021 
Email: enquiries@romanosecurityconsulting.com  
Web: romanosecurityconsulting.com 

http://enquiries@romanosecurityconsulting.com/
http://romanosecurityconsulting.com/
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