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Cyber Advisor (Cyber Essentials)

NCSC Cyber Advisor Consultancy Overview

Cyber Advisor consultancy services provide organisations with reliable and cost effective cyber security
advice and practical support to reduce the likelihood of the most common types of cyber-attacks and
ensure all systems and data are secure and compliant with regulatory requirements.

Fortis Cyber® is an NCSC Assured Service Provider which means our services have been independently
assessed and verified under the NCSC Cyber Advisor (Cyber Essentials) scheme. The service is ideal for
small and medium-sized organisations that may not have an in-house information security team or
access to qualified cyber security expertise.

What are the benefits?

Identify & remediate

Easy access to potential security Reduce risk of cyber Cost effective
specialist advice and vulnerabilities & incidents and eliminate approach to cyber
industry experience costly data breaches security

misconfigurations
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Expert skills and advice offered by qualified and trusted consultants
Technical gap analysis assessment of security controls

Clear and concise reporting and remediation advice

Hands-on support to implement security controls and recommmended actions
Guidance on residual risk with recommendations for reducing those risks

Help to achieve Cyber Essentials certification
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Key Security Controls

Ed “\ Secure Configuration

. Y Ensuring systems are configured securely.
= | Thisincludes applying appropriate security
settings and configurations to all devices,
software, and applications within the

/' organisation's IT infrastructure

Implementing boundary firewalls and internet
gateways helps organisations control the flow of
traffic between their internal networks and the
internet. This control involves setting up and
maintaining firewalls and gateways to prevent
unauthorised access to the organisation's network

Managing user access to IT systems and data.
This includes implementing strong
authentication mechanisms, such as
passwords or MFA, and restricting access to
sensitive information based on user roles and
responsibilities

Malware Protection
Implementing measures to defend against °
malware, such as viruses, worms, and .
ransomware. This includes deploying .
antivirus software, keeping it up to date, and N
regularly scanning systems for malware J
hy Security Update Management
: Applying security patches and updates to
o systems and software to address known

vulnerabilities. This control helps

organisations keep their IT infrastructure
secure by ensuring known security flaws
are promptly addressed

Cyber Essentials Certification

Cyber Essentials is a UK Government scheme that sets out the 5 key security
controls above to protect organisations against the most common types of
cyber-attacks. The scheme’s certification process is designed to help
organisations demonstrate their commitment to cyber security best practice.

As an accredited certification body for both Cyber Essentials and Cyber Essential
Plus our experienced team of specialists are highly qualified to support, assess,
and certify organisations regardless of their size, sector or complexity.

For more information or to arrange a call with our team to discuss how Fortis Cyber® can support your
organisation with Cyber Advisor and Cyber Essentials services visit our website www.fortiscyber.co.uk or

email enquiries@fortiscyber.co.uk
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