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Service Definition 

AWS Cloud Security Strategy, Design 
and Risk Management Support 

 

Supplier: Shivom Consultancy Limited  
Framework: G-Cloud 15  

Lot: Lot 3 – Cloud Support Services 
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Service overview 
This service provides AWS-focused cloud security strategy, security design and security risk 

management support for public sector buyers. 

Scope of the service  
The service covers security strategy definition, security architecture design, risk assessment, 

threat modelling and security governance for AWS environments. 

Features  
AWS cloud security strategy development 

AWS security architecture and design reviews 

Cloud security risk assessments 

AWS threat modelling support 

Security controls mapping to standards 

AWS identity and access design support 

Network and data security design guidance 

Security posture assessments for AWS 

Cloud security governance support 

Risk treatment and remediation planning 

Benefits 
Improved AWS security posture 

Reduced cloud security risks 

Clear cloud security roadmap 

Better alignment to security standards 

Stronger governance and assurance 

Informed cloud security decisions 

Consistent security architecture 

Improved risk visibility 

Enhanced protection of cloud workloads 

Increased confidence in AWS environments 

Service constraints  
Services are delivered remotely during UK business hours unless otherwise agreed. Buyers must 

provide access to AWS accounts and documentation. Security tooling, AWS service costs and 

control implementation are excluded. 

Onboarding and implementation  
Onboarding includes initial discovery, confirmation of scope, stakeholder engagement and 

agreement of deliverables and timelines. 
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Service management and support  
Shivom Consultancy Limited provides flexible support levels tailored to buyer needs and the 

criticality of the service. Level 1 provides first-line support. Level 2 provides deeper technical 

support. Level 3 provides specialist cloud security expertise. 

Offboarding and exit management  
Offboarding includes handover of documentation, knowledge transfer and support for transition 

to internal teams or alternative suppliers. 

Security and data protection  
All work follows UK public sector security requirements. Data is handled in line with GDPR and 

AWS shared responsibility principles. 

Accessibility 
Accessibility considerations follow WCAG 2.2 AA standards where documentation or support 

portals are provided. 

Pricing 
Pricing is agreed at call-off and depends on scope, duration and depth of financial and 

sustainability analysis required. All pricing is transparent and documented in the call-off 

contract.  
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