@ Disklabs’

THE DATA EXPERTS

SPECIALIST DIGITAL FORENSIC SERVICES

Expert Digital Forensic services for Law Enforcement, Security and Inteligence Agencies




SPECIALISTS IN DIGITAL FORENSICS

Disklabs are recognised as industry leaders in digital forensics with over 20 years’ experience in this field.
As acknowledged experts in forensic recovery, investigation and analysis of data we use the latest technology
to support Law Enforcement, Intelligence Agencies, and Business in combating crime.
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Forensic experts Certifiably erasing sensitive data

Whatever the type of electronic device, Disklabs’ digital forensic As on site specialists in certified erasure, we help organisations
capabilities enable the extraction, analysis and presentation of and agencies erase their sensitive data, permanently from all
data using legally tested and approved methods. We support Enterprise Storage Systems. We provide a range of lifecycle
complex cases, securing accurate and complete evidence for both solutions to data centres and corporate clients, ensuring their
prosecution and defence. data security requirements are met. Our, security cleared teams,
+ Computer Forensics have extensive experience of working in Government and Defence

. . data centres.
e Mobile Phone Forensics

. . e On Site Certified Data Erasure
e Cell Site / Data Analysis

e Hard Drive Degaussing
e Sat Nav Forensics

e CCTV Forensics.

e Enterprise Storage Remarketing.

Leaders in data recovery

We have an international reputation for our no-nonsense,
professional service. We recover data from every type of computer,
laptop, portable backup device, RAID and server. Whether it's
offering Business Clients an advanced data recovery service for
RAID arrays; helping Government Agencies in secure facilities;

or providing a No Fix No Fee solution to Home Users - when you
need your data, we make sure you get it.

e Data Recovery
e RAID Recovery
e Forensic Data Recovery

e Tape Recovery.




Training and consultancy

Our technical workshops use a ‘hands-on’ delivery system,
customised to the requirements of your organisation. Our senior
analysts will guide you through the process of implementing
digital forensic tools in your laboratory and how to achieve the
best results using innovative methods. We also offer consultancy
services to Law Enforcement, Intelligence Agencies and the
Military, aiding them in situations where digital evidence plays a
crucial role.

Our people

Our experienced team of electronic engineers and analysts have
extensive knowledge of all brands, media formats and operating
systems enabling them to take on the latest challenges in

digital crime. Through their in-house work they have developed
techniques which cannot be found anywhere else. This enables
them to tackle and overcome the challenges faced in data recovery
when plug and play simply will not deliver the required result.

Advanced Technical Services

Chip-0ff techniques involve removing memory chips from a device
and retrieving the raw data using specialised equipment. This
method allows our digital forensic experts to collect data from
nearly any device, even those almost damaged beyond repair.

JTAG, or Joint Test Action Group, is a method of connecting to

the chips, mainly in mobile phones. It is a non-invasive procedure
which lets us keep the device intact as we extract the data. If JTAG
doesn’t work then our Chip-Off process will.

In-System Programming (ISP) is the practice of connecting to an
eMMC or eMCP flash memory chip for the purpose of downloading
a device's complete memory contents.

With our advanced techniques, we ensure the best handling of
data, whether it's retrieval or removal, for whatever your purpose.

Our achievements

* Achieved ‘Corporate’ membership status with
the International Professional Data Recovery
Association (IPDRA]

Provided data recovery services to all 43 police
forces across the UK

Sole supplier of digital forensic services to
The Information Commissioner’s Office (ICO)
and HMRC

Capacity to complete over 3000 complex cases
per year

Accredited to ISO 9001: 2008 and 1S027001:2005
standards and 1S017025:2005 policies and
procedures

Police-Assured Secure Facility
Cyber Essentials
BS EN 15713 Certification

Member of Secured by Design - Official Police
Security Initiative.

Secured by Design
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Official Police Security Initiative




Disklabs’

THE DATA EXPERTS

Q + X O

DIGITAL DATA DATA TRAINING & FARADAY
FORENSICS RECOVERY ERASURE CONSULTANCY PRODUCTS

Disklabs
Disklabs House, Galena Close, Tamworth, Staffordshire, B77 4AS.

Phone: +44(0)1827 50000 Fax: +44(0)1827 66666
Email: website@disklabs.com
www.disklabs.com




