Bridewell

Data Privacy Maturity Framework (DPMF)

Review the suitability and effectiveness of your
organisation’s data privacy programme by undergoing

a maturity assessment with Bridewell. By completing

a DPMF, Bridewell's consultants can assess your
organisation against relevant legislation and frameworks

— such as the General Data Protection Regulation (GDPR).

Common Challenges

@ Shortage of In-house Expertise

A common challenge for organisations looking to mature their data privacy
programme is a lack of expertise and resource to drive improvements within
their data privacy framework.

@ Lack of Resource and Strategic Direction

In-house data privacy teams are often burdened with ‘firefighting’ activities that
prevent them from reviewing overall strategy and targeting key priorities.
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Risk of Data Misuse

Without a unified view of data assets, organisations are also at risk of data
misuse (both accidentally and as part of a malicious disclosure).

Regulatory Challenges

Complying with regulatory requirements across multiple frameworks, which
can vary depending on your organisation’s industry, location and the types of
services offered, introduces various challenges.

Call the Bridewell team on 03303 110 940 or email hello@bridewell.com bridewell.com
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How Bridewell Can Help

A Benchmark of Your Capabilities

A DPMF assessment provides a review understanding of your data privacy
capabilities that can be benchmarked against competitors in your industry.

Identify and Address Areas of Non-Compliance
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Bridewell will review your data privacy programme against all relevant regulatory
requirements and advise on any changes needed to comply with legislation.

Increase Data Privacy Maturity
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Following the DPMF, Bridewell will recommend improvements to your programme
that reflect your organisation’s business objectives, risk appetite and regulatory
requirements.

Align with Industry Best Practice

Bridewell's DPMF is a propriety framework, incorporating territorial and sector
based legislative requirements and globally recognised standards from ISO27701,
NIST PRAM and more.

Schedule a Consultation With Our Team

Discuss your organisation’s data privacy challenges and
goals with our team to see how Bridewell can enhance
your data privacy programme.




Microsoft Intelligent p—

Solutions Partner

o : 3 » Security Association
Bridewell |

| . Microsoft Verified
] Microsoft Managed XDR Solution O

Data Privacy Maturity Framework — Process

Utilising Bridewell's Data Privacy Maturity Framework (DPMF), we will provide a thorough and robust assessment of all your organisation’s specified requirements and provide a maturity
score to each area. The DPMF combines industry knowledge, experience and each of the 10 domains, sub-domains and assessment areas are cross referenced to various Articles of
Data Privacy legislation.

Kick-off Workshop

. ) ) ) . Organisational . Not Applicable
Documentation This is followed by several meetings and (where required) workshops with key stakeholders within the Context
Review organisation to help Bridewell's consultants understand how the business operates, company strategy and 5 . 0 Not Present
discuss processes that pertain to the processing of personal data. Bridewell will also review any Register of Awareness & Gov;rsrlm(a;ce,
Processing Activities (if available) and discuss the organisation’s risk appetite and desired state of maturity. Culture Compliance . 1 Inadequate
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Business Documentation Review 3 .
Operations
The assessment itself starts with a complete review of {Client}’s policies, procedures, processes and Security 2 Data quw 3 Implemented
supporting legal documentation that relates to data privacy and the processing of personal data. This also Analysis . 4 Measure
includes an analysis of whether appropriate safeguards are in place for cross-border data transfers.
Data .
Processing 5 Optimised
Analysis Stakeholder Interviews
Bridewell will hold meetings and, where required, workshops with individuals from agreed offices and Assurance Data.Subject
locations (UK & Europe) across {Client}, to understand how each operates in order to establish a current Rights
c DP'I\AE‘ baseline against the requirements of the GDPR and relevant standards. These meetings will cover the
ompletion full scope of Bridewell's Data Privacy Maturity Framework, which is outlined on the next slide.
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35233;:30?1 Bridewell will collate and review all information captured from previous stages of the assessment and will Privacy b
Roadmap utilise Bridewell's DPMF control framework to review {Client}'s current maturity versus its target maturity. Designyan‘:i
The output is a completed maturity assessment, detailing findings and a prioritised roadmap for addressing Default
« any shortcoming or improving existing controls.
About Bridewell Get in Touch
Bridewell is the trusted cyber security partner for organisations operating within Critical National Infrastructure (CNI), as well as companies who want the highest +44 (0)3303 110 940

standard of cyber security. Our team are highly accredited by major industry bodies and have extensive experience of delivering cyber consulting and managed
security services across highly regulated sectors. As a long-standing Microsoft partner, our team are experts in maximising the effectiveness of Microsoft Security

technology to deliver robust and effective solutions. hello@bridewell.com

We have a deep understanding of the challenges faced by CNI organisations and how to resolve them. We work in continuous partnership with our clients to bridewell.com
implement the right security solutions to defend and protect them against threats and attacks, allowing them to continue operating safely and securely.
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