Bridewell

Secure your organisation’s Google Workspace cloud environments
and safeguard users, devices, and data. Our cloud security
consultants perform posture assessments using industry standard
benchmarks, so your organisation can unlock the full potential of
the cloud without putting business, users or data at risk.

Common Challenges

@ Cloud Posture Constantly Evolving

Cloud environments gain new features at a rapid rate, making it difficult to
maintain best practice whilst maximising new capabilities.

A Steep Learning Curve

New features in the cloud often require additional knowledge if they are to be
implemented correctly without business disruption or degradation to services.

Limited Resources or Skills

In-house security teams can be overwhelmed by the number of updates in their
cloud environments, especially if they are already tackling ‘firefighting’ activities.

Low Return on Investment

Organisations not using all available cloud features in their cloud environments
can rarely maximise their return on investment.

Call the Bridewell team on 03303 110 940 or email hello@bridewell.com

How Bridewell Can Help
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Schedule a Consultation With Our Team

Discuss your organisation’s cloud security challenges and
goals with our team to see how Bridewell can enhance your
cloud security posture.

Identifying the Key Risks

Bridewell can assist in identifying key security concerns within your organisation’s
cloud platforms.

Prioritised Remediation Plan

Bridewell can assist with prioritising the remediation of the security concerns,
ensuring efficient use of time.

Proven Methodologies Best Practice

Bridewell can provide insights into best practice for deployments, based on
experience delivering the UK’s largest deployments of Google Workspace.

Independent Tracking of Your Security Configuration

Bridewell can evaluate your progress against previous benchmarks to support
with future planning.

Improved Return on Investment

Bridewell will provide guidance on effectively utilising all Google Workspace
solutions available under your current licensing to mature your security posture.
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Our CSPA looks at ten unique areas in assessing the posture and maturity of your Google Workspace deployment against CIS Benchmarks.
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Directory and User Management

« Super admin accounts

- Admin and user account separation
- Directory data access (external)

« Admin role privileges

Apps and Data Sharing

 Calendar sharing (external/ internal)
- Calendar invitation warnings

- Drive and Docs sharing

« Public/ unlisted file publishing

- Domain allowlists

« Access checker

- Shared drive creation

- Shared drive access controls

- Download/ print/ copy permissions
for viewers/ commenters

. Offline access
- Desktop access
- Add-ons
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Google Workspace Cloud Security Posture Assessment Areas

e Gmail Security

Mailbox delegation
« Offline access (Gmail)
- DKIM, SPF, DMARC authentication
» Quarantine notifications
- Attachment protection
» Link protection
- POP/ IMAP
- Automatic forwarding
- External recipient warnings

» Spam, phishing, and malware
scanning

- Mail storage
« TLS encryption

° Chat and Collaboration

- File sharing (Google Chat)
- External chat and spaces
- Chat apps

- Webhooks
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Groups and Sites

- Group access

- Group creation

- Conversation visibility

» Google Sites

- External Google Groups

Marketplace Apps

- Marketplace app installation

Security Controls

. 2-Step verification (MFA)

- Hardware security keys

- Password policy

« Account recovery

- Advanced Protection Program

- Session controls (Workspace/
Cloud Console)

- Geographic access
- Less secure apps
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Data Protection and Data Loss
Prevention (DLP)

- DLP for Google Drive

- Context-aware access

- APl access

- Third-party app review

Monitoring and Reporting

- Security dashboards
- Security reports
- Anomaly alerts

Rules and Alerts

« Password change alerts

- Government-backed attack alerts
- Suspicious activity alerts

- Admin privilege alerts

- Suspicious login alerts

» Leaked password alerts

- Employee spoofing alerts

Get in Touch
® +44 (0)3303 110 940
© hello@bridewell.com

@ bridewell.com




