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Company Overview

Logiq is a NCSC-assured and 1SO 27001 certified cyber
security consultancy and secure solutions provider
focused on safeguarding critical organisational data.

NCSC assured for Risk Management, Security Architecture
and Audit and Review, we’re experts in cloud services and
data protection, specialising in cost effective, cyber secure
solutions for highly regulated sectors and clients including
the MOD, Central Government, Critical National
Infrastructure (CNI) and the wider public sector.

We have significant experience in designing secure networks
specifically to meet the security standard required to hold
HMG sensitive information and are trusted by the MOD to
support assurance and cyber defence across multiple
mission critical systems at the highest classifications.

Through a modern, forward-thinking approach that meets
the complex security needs of our clients, we deliver systems
that significantly improve cyber resilience and mitigate risk,
enabling us to make security the foundation of every
business.

Our security consultancy expertise spans:
+ Systems / Security Engineering

+ Secure by Design

+ Solution Architecture

+ System Design and Implementation

« Technical and Agile Project Management

+ Cloud Architecture and Development

+ Risk Management

« Cyber Assessment Framework (CAF) / GovAssure

+ OT/ICS

+ Specialising in Defence and Regulated Sectors
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Secure Solutions

« DISX®-secure, scalable data collaboration and
communications

« Secure Managed Services

« Microsoft 365 productivity suite

« Secure cloud proof of concept systems

+ Secure app hosting for business critical software

All our services are delivered by Developed Vetting (DV) and
Security Check (SC) cleared staff, and our cloud architecture

solutions adhere to, and are aligned to, HMG and NCSC
guidelines and policies.

Utilising UK sovereign cloud services, our solutions for
network assurance meet the required standards for both the
MOD and Other Government Departments.

Logiq is a Microsoft Solutions Partner
Security and Modern Workplace
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Solutions Partner

bsi

\J

ISO/IEC
27001
Information Security

ISO/IEC
200001
IT Service
Management
CERTIFIED

Management.
CERTIFIED

RM1557.15

DISX
OFFICIAL Collaboration Platform

A secure collaboration platform operating at OFFICIAL-
SENSITIVE, aligned to CSMv4 and Secure-by-Design
principles. DISX provides managed communication,
document sharing and productivity services, including
Microsoft 365, Teams and optional Copilot Al. It enables
assured collaboration across government and partners with
secure endpoints, BYOD support and connectivity to public
sector networks.

DISX Dev
OFFICIAL Development Platform

DISX Dev provides a secure, isolated development and
testing environment operating at OFFICIAL-SENSITIVE. It
separates development activity from operational services,
ensuring sensitive data remains protected. The platform
supports approved tooling, governance and controlled
internet access, enabling safe innovation in a compliant,
secure-by-design workspace aligned to CSMv4 requirements.

Service Features

Service Features

+ CSMv4-aligned secure-by-design platform

« Full Microsoft Office suite with optional Copilot Al

« CSMv4-aligned secure-by-design development
workspace

« Collaboration via Microsoft Teams and SharePoint

« Isolated environment for development and testing

+ Fully managed IT service and user support

« Controlled and monitored internet access

« Secure Internet Gateway for protected access

« Fully managed IT Service

« CSMv4-aligned hardened endpoint builds

« Hardened endpoints aligned to CSMv4 guidance

« BYOD support for iOS and Android devices

« Integrated application lifecycle management tooling

+ Secure email and messaging capabilities

« Supports Windows and Linux development workloads

« r.mil.uk connectivity for defence collaboration

« Policy-controlled installation of approved tools

+ MCN/RLI connectivity for government networks

« Segregation from operational and production
environments

« Auditable activity and security monitoring

Service Benefits

« Strong security assurance and compliance alignment

+ Rapid deployment into operational environments

Service Benefits

+ Scalable from individual users to large organisations

« Secure workspace for sensitive development activities

« Turnkey secure collaboration environment

« Customisable to meet bespoke organisational needs

» Safe innovation without risking production
environments

» Enables remote access for flexible working

« Strong governance and assured security approvals

+ Reduces reliance on unmanaged collaboration tools

» Rapid deployment for development teams

« Supports assured communication with partners

» Enhances productivity within secure boundaries

« Enables compliant development in regulated
environments

+ Strengthens cyber resilience through secure-by-design

controls

« Reduces risk of data exposure or leakage
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Secure Internet Gateway Secure Printer Management Secure Artificial Intelligence Secure Ingest Systems
(SIS) SheepDip

A secure internet gateway providing protected, The Secure Printer Management service provides controlled, A secure, self-contained Al Saa$S platform designed for A secure, multi-engine antivirus and Content Disarm and
policy-controlled access to online services. It delivers compliant printing to authorised approved devices. Print sensitive and classified environments. All data remains Reconstruction (CDR) ingest service for high-security
advanced threat detection, content filtering, encrypted traffic ~ jobs are encrypted, handled within assured and approved within the customer’s controlled environment, with no environments. Deployable in public cloud, private cloud, or
inspection, and resilient connectivity. The service safeguards  architectures, and retrieved immediately to protect classified connection to external Al services. Enables organisations to fully isolated networks, it provides assured scanning and
users and data through continuous monitoring, blocking data. Only approved endpoints, printers, and trusted safely utilise modern Al capabilities while maintaining full sanitisation of inbound files to prevent malware intrusion
malicious activity, and enforcing security policies to ensure networks are permitted, ensuring auditable, secure output sovereignty, confidentiality, and compliance with strict and protect sensitive systems.
high-assurance, compliant, and reliable internet access for across local, network, or remote printing models. security requirements.
organisations.
. . - Service Features
Service Features Service Features Service Features - - 3
— — - + Deployable in public or private cloud
« Web Category filtering « End-to-end encrypted print jobs « Customer-controlled Al environment — ;
; ; 5 ; m— » Deployable inisolated environments
« File download blocking + Outbound-only polling architecture » No external data transmission - - — -
. - - . - - « Multi-engine antivirus scanning
« Domain extension blocking « Support for local, network, and remote print « Supports sensitive and classified workloads —
: : . . « Integrated CDR sanitisation
« Intrusion Prevention architecture « Secure deployment architecture - -
. : - - - + Audit and event reporting
« Malware Protection + OFFICIAL-SENSITIVE asset handling . On-premise, customer cloud or public cloud hosting S—_—
; — . - - ; « Supports multiple file formats
+ Microsoft Tenant Restrictions + Audited printer activity + Access-controlled model interfaces — — ;
5 : : - - + Capability to scan removable media-in-situ or via the

« Public cloud controls + Secure destruction options « Auditable Al operations cloud

« Social media controls + Configurable security policies and guardrails - Centralised reporting alongside through life support

+ GeolP Upload Blocking

« Secure Access Service Edge (SASE) Service Benefits

« Protects OFFICIAL-SENSITIVE data Service Benefits Service Benefits
+ Ensures auditabilit ;
- i _ + Ensures full data sovereignty « Reduces malware infiltration risk

Service Benefits *_Supports multiple secure print models + Protects sensitive information « Ensures clean, sanitised file intake

« Secure internet boundary for endpoints and services + Maintains consistent security posture . Eliminates external Al dependencies . Supports secure, disconnected operations

« Controlled access to internet based services * Reduces operational risk « Enables compliant Al adoption . Enhances organisational cyber resilience

« Assured and protected internet browsing « Reduces security and assurance risk . Simplifies secure file handling

+ Centralised traffic monitoring and management « Increases organisational confidence in Al . Provides consistent, assured protection

+ Increase resilience and scalability through distributed . Highly scalable and fully configurable

cloud infrastructure ;
— - « Ingests data from multiple sources
» Support organisational and regulatory compliance . Integrates seamlessly with existing systems

« Reduce on-premise hardware requirements
« Suitable for OFFICIAL-SENSITIVE
« Scale effortlessly as organisational demand grows

Secure Ingest System is a bespoke service. Solutions are designed
in full collaboration with our clients, and aligned to meet
programme or business requirements.
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Foundation Geospatial Data as a Service

A secure, evergreen cloud service providing Foundation
Geospatial Data up to OFFICIAL-SENSITIVE. Seamlessly
indexes commercial and subscription sources, applies secure
metadata, and hosts sensitive datasets for exploitation
through existing secure endpoints or optional VDI. Fully
integrable with current systems, reducing infrastructure
burden and enabling assured geospatial insight.

Service Features

« Seamless indexing of commercial data sources

« Seamless indexing of subscription sources

« Ability to add secure metadata/tagging

« Hosting of OFFICIAL-SENSITIVE data

+ Multiple exploitation software packages available
« Access through existing secure endpoints

+ Provision of Secure VDI access if needed

Service Benefits

+ Evergreen service avoids in-house maintenance /
management

« Geospatial Foundation Data “as a Service” avoids capital
investment

+ Cloud hosting avoids power, cooling and maintenance
overhead

« Assured to OFFICIAL, with caveats (inc. SENSITIVE)

« Underlying Service trusted for 6 years by Defence

+ Fully integratable with existing data and secure
infrastructure
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www.logiq.co.uk

We are ready to support your requirements.
Please contact us for further information:

contact@logiq.co.uk
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