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Service Description 

Included Description Service Ref link 

Cloudflare Access 

Cloudflare Access determines who can reach your 
application by applying the Access policies you 
configure. 

An Access policy consists of an Action as well as 
rules which determine the scope of the action. To 
build a rule, you need to choose a Rule type, 
Selector, and a Value for the selector. 
 

https://developers.clou
dflare.com/cloudflare-
one/access-
controls/policies/  
 
 

Cloudflare Secure 
Web Gateway 

Cloudflare Gateway, our comprehensive Secure 
Web Gateway ↗, allows you to set up policies to 
inspect DNS, Network, HTTP, and Egress traffic. 

● Packet filtering inspects and filters 
unwanted traffic based on packet attributes. 
Packet filtering policies block threats 
regardless of user or session context. 

● DNS policies inspect DNS queries. You 
can block domains and IP addresses from 
resolving on your devices. For more 
information on DNS filtering, refer to our 
Learning Center article ↗. 

● Network policies inspect individual 
TCP/UDP/GRE packets. You can block 
access to specific ports on your origin 
server, including non-HTTP resources. 

● HTTP policies inspect HTTP requests. You 
can block specific URLs from loading, not 
just the domain itself. For more information 
on URL filtering, refer to our Learning 
Center article ↗. 

● Egress policies inspect traffic to assign 
egress IP addresses unique to your 
organization. 

● Resolver policies inspect DNS queries to 
enable resolution by custom authoritative 
nameservers. 

 

https://developers.clou
dflare.com/cloudflare-
one/traffic-policies/  

 

https://developers.cloudflare.com/cloudflare-one/access-controls/policies/
https://developers.cloudflare.com/cloudflare-one/access-controls/policies/
https://developers.cloudflare.com/cloudflare-one/access-controls/policies/
https://developers.cloudflare.com/cloudflare-one/access-controls/policies/
https://www.cloudflare.com/learning/access-management/what-is-a-secure-web-gateway/
https://www.cloudflare.com/learning/access-management/what-is-a-secure-web-gateway/
https://www.cloudflare.com/learning/access-management/what-is-dns-filtering/
https://www.cloudflare.com/learning/access-management/what-is-url-filtering/
https://www.cloudflare.com/learning/access-management/what-is-url-filtering/
https://developers.cloudflare.com/cloudflare-one/traffic-policies/
https://developers.cloudflare.com/cloudflare-one/traffic-policies/
https://developers.cloudflare.com/cloudflare-one/traffic-policies/

