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Software Solutions .//

KIM Software Solutions LTD Commercial in confidence

KIM Software Solutions Ltd — Personal and
Management Development

The software provides for the review and formal assessment of staff performance to underpin their
development against agreed objectives and occupational standards and to help promotion, lateral development

or qualifications
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About KIM

KIM Software Solutions, established in 1999, is a developer of a suite of applications used
primarily in Public Sector. In addition to the supply of COTS products, KIM has extensive
experience in bespoke fitting of solutions by tailoring products to meet individual client needs.



The KIM client base includes UK and International Police, Home Office (Border Force) NCA,
Regulatory Bodies (HMRC, FCA) Local Authorities, NHS and Higher Education.

KIM offers a full range of Project deliverables including Project Management, Test Platforms,
Data Migration from legacy systems, Training and Post Live Hypercare services.

Service Description

The KIM LTM provides for a range of options that are configured to meet the client
requirements essential to objective setting, performance development, managing lateral and
promotion aspirations and to provide an inclusive and supporting ethos throughout the
Organisation.

Solution Overview

All solutions are available as either connected or standalone systems and are deployed as a
managed service either to public or private cloud i.e. to the clients Cloud platform or through
the KIM provided cloud platform where Microsoft Azure is used

All systems are developed using industry standard code incorporating C #, dot net, MVC
applications and Microsoft SQL Server databases

Features

+ Personalised development plans with resources and target achievement outputs

» Continuing Professional Development modules

* Multiple configuration options to allow for best fit with working practices

+ Collaboration hubs for peer groups, tutors and mentors to provide active feedback and
support

* Can be used for both appraisal reviews and assessed portfolios

* Automated workflows to reduce time spent by system users

* Device and platform agnostic

* Comprehensive management dashboards

* APIs for integration with other legacy systems

* Role based access based on least privilege usage

Benefits

* Improves transparency across the workflow

* Provides for user, tutor, line manager development planning with personalised
development plans

* Supports CPD

* Enhances promotion process by adding additional support earlier in the timeline

* Allows ongoing review

* Line Manager and Tutor discussion templates keeping reviews on track

* Reduced physical IT infrastructure requirement — Browser delivered

+ SMART objective setting

* Professional qualification and promotional frameworks embedded within each role

* Integration with other systems to reduce double data management.

+ Ensures compliance with legislation and policy guidelines

* Improved data quality and making processes more efficient by removing redundancies
and leading to better outcomes

* Wellbeing and support platforms as optional



Technical Specifications

The service provides single sign-on access for all of the organisation’s systems from a single
window by interfacing with client active directory authentication. Where single sign is not
available, system users may be populated from an appropriate HR database with SQL
authentication using encrypted passwords and multi factor authentication

Applications are developed using industry standard and up to date coding

Data is stored in Microsoft SQL Server and Azure cloud blob stores

The Microsoft Azure cloud is used which conforms to the UK Official Architecture blueprint
The service may be deployed to a clients private cloud

Security is provided through 256 bit Advanced Encryption Standard (AES) encryption with
strong authentication and role-based authorisation.

The service may be single or multi-tenant based on requirements

The system is accessed using Edge and Chrome Browsers

Deployment

The deployment will meet the UK Official blueprint

Alternate ePMS Azure Architecture based on the approved Azure Security and
Compliance Blueprint for Paa$ Web Application Hosting for UK Official Workloads
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Network Connections

Microsoft
Azure

Network connections are not offered as part of this services. The client will need to provide the
required connectivity for data transfer using encryption based secured tokens that KIM will

supply on a one time basis.

Where outbound web connections are used the client may utilise IP whitelists for which IP
address ranges will need to be provided




Application Programming Interfaces

APIs are developed using industry standard C# components and are designed to GET and
POST for full data exchange between systems

Clients will be responsible for arranging to provide the corresponding system API as a licensed
service and should have fully documented schema and endpoints. The cost of these
responsibilities will be client side

Information and Security Principles

The Information Principles for the UK Public Sector are supported in the solution which
complies with National Cyber Crime Security principles.

The applications are routinely Penetration tested to CREST standards

Microsoft Azure holds full accreditation to meet UK and International security requirements
and meets UK Government requirements

All data is held in UK datacentres and is GDPR compliant

KIM updates security offering using Risk Ledger https://riskledger.com/ widely used within
Public Sector

KIM are ISO 27001 and Cyber Essential Plus accredited

Implementation

On-boarding Process
The on-boarding process includes the following steps:

1. KIM will provide Initial consultancy to scope the project deliverable

2. Based on the above understanding, KIM will provide the project plan

3. Client to give formal approval to go-ahead and issue purchase orders

4. Implementation project will commence

5. On successful sign-off or when service is agreed to be ready for live, invoices will be settled
Support Arrangements

Support Level Agreements (SLA)

There will be an expectation that first line support for user queries and issues will be managed
by the client who will raise a support ticket if the internal resource are unable to resolve. Tickets
may be raised through email support@kimsp.com where they will be managed in accordance
with the SLA to cover

* Problem management — the service is not working as required
+ Configuration management — elements of the system need to be reconfigured potentially
following an upgrade

Software support for the licensed product and platform availability will be provided on the
following basis:

Support will provided for KIM products during office hours 09.00 — 17.15 weekdays and
excluding bank holidays

Category Priority Initial Diagnosis and

Response Resolution



https://riskledger.com/
mailto:support@kimsp.com

Critical — Level Within 30 Diagnosis of the

unable to 1 minutes of problem leading to

access or registering resolution will be

use the the issue provided within 4 hours

system

Medium Level Within 1 Diagnosis of

Users are 2 hour of th_e problem
will be

unable to registering provided

access the fault within 24
hours if

some possible and

functionality if essential a

but a fix will be
provided

workaround within 48

is available hours (see
note below)

Low - Level Within 4 Diagnosis of the

cosmetic 3 hours of problem within 1

registering working week and the
the fault fix included in the next
release of software

KIM will provide quarterly performance data through account management meetings for the

duration of the contract

2.4 Escalation Procedures
In the event that, at the expiration of any of the periods specified of, KIM shall have failed to
remedy a Material Fault (Severity 2), the Material Fault shall, without prejudice to any other
rights and remedies of the Client, be deemed to be a Critical Fault (Severity 1) and shall be

remedied by KIM in accordance with the provisions of this Schedule.

In the event that, at the expiration of the period specified of this Schedule, the Supplier shall
have failed to remedy a Cosmetic Fault (Severity 3) in accordance with the provisions of this
Schedule, the Cosmetic Fault shall, without prejudice to any other rights and remedies of the

Client, be deemed to be a Material Fault



If KIM fails to comply with any of the above Service Levels, the Client ,at its option will be entitled

to:

(a) promptly receive a credit of the pro rata portion of the subscription charges for the month of such non-

compliance ;or

(b) terminate the subscription services and receive a refund of the pro-rata portion of any prepaid

unearned subscription charges.
2.5 Service availability

Microsoft Azure shall provide at least a 99.95% uptime service availability level (Uptime Service
Level). . Availability does not include outages or disruptions to force majeure events
2.6 KIM will utilise Azure monitoring and analytics tools and will monitor and report on all
incidents that affect security of data or performance degradation that impacts on the user

experience

Maintenance and planned works

Planned works are any activities undertaken by KIM as part of routine maintenance and
preventative actions to support the continued running of the service. All patches and upgrades
will be released to a test environment for user acceptance prior to any works applied to the
live environment. Emergency fixes to restore Live in the event of a denial of service will be
agreed with the client under the SLA

KIM will ensure that we give at least 10 Working Days’ notice of any planned works affecting
Customers and will be agreed to be completed at a time that is least disruptive to the business

Change requests

KIM will be happy to consider change requests and these will for part of a separate statement
of works for which orders will be needed. Any charges for these will be agreed using the rate
card and purchase orders will be required prior to works being undertaken

Training

System training will be agreed and will carry charges in accordance with the rate card. Training
services include;

Formal classroom based training

Webinars and remote sessions

Training videos and materials

Post live hyper care sessions — on site with users or delivered as Teams sessions

Off Boarding



KIM will provide a data extract for all records through a CSV file. We will require 6 months
notice of the termination of the service. Volumes of data will determine whether multiple CSV
files will be needed. The file[s] may be downloaded from the deployment storage using a
secured FTP

Alternative data delivery methods will be available e.g. via API although this work will require
additional consultancy and will require a formal change notice for which consultancy will be
charged at the rate card prices.

Account Management
A dedicated Account Manager and Service Delivery Manager will be appointed to discuss and
manage issues, changes and enhancements to the service.

Regular (typically quarterly) account management meetings will be held either in person or
using Teams (or similar technology)

Contact KIM

Please visit our website www.kimsp.com
Telephone 10279 600171
Email kim@kimsp.com



http://www.kimsp.com/

