Synack Catalogue
G Cloud 15

On-demand Security Expertise



A subscription to The Synack Platform is required for all product offerings. Both the product price and credit unit cost
are shown for each of the products. The credit unit price is £110.

The Synack Platform

Product

Duration

Description

Price/ Credits

Gain a one-year subscription to the Synack Platform. This subscription includes a one-month period of
weekly Attack Surface Discovery for new assets. The subscription also provides a comprehensive asset

£16,000

ilﬁj(?;r; 1 year inventory, captures all testing data, and offers tools to track remediation, evaluate pentesting coverage,
Subscription and generate audit-ready reports. Patch verification for all vulnerabilities is included.
See a detailed breakdown of features here: https://www.synack.com/product-offering/
An annual contract for continuous external attack surface discovery. This solution includes weekly £44,000/ 400
Continuous discovery of new assets, allowing organizations to maintain an up-to-date inventory and improve their
Attack Surface 1year security posture by finding and addressing unknown, internet-facing assets. The service integrates with
Discovery Synack's PTaaS platform, creating an easy way to take action and pentest newly discovered assets.
Add-On
A managed VDP offering for security teams with a limit of 200 vulnerability submissions per year. This  |£44,000/ 400
Managed service includes vulnerability triage, remediation guidance, researcher recognition, and reporting data.
Vulnerability Each additional submission after the annual limit is 1 credit. The program leverages a vetted community
Disclosure 1year |of security researchers to provide a safe and legal way for enterprises to be notified of vulnerabilities.
Program
Add-On

%

Synack.
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Synack Penetration Testing

Synack offers a better way to pentest. Compared to traditional pentesting models, Synack provides more scalability,
agility, and an on-demand approach that keeps pace with today’s modern development needs. The Synack Credits
required for each service are dependent on scoping.

Duration -

Pentesti R h
entesting | Research | et Description Price/ Credits

Engagement| er Time

on Target

Synack 365 is a continuous pentest that harnesses the Synack Red Team and SmartScan ina |£136,400/ 1240
single, on-demand security testing platform. Customers typically leverage continuous testing
for their “crown jewels” or dynamic cloud assets.

Synack 365 includes a number of differentiating features, including: continuous human testing
365 days of the year, incentive-driven vulnerability discovery that mimics a real attack, real-
time reporting, audit-ready reports, targeted testing for compliance, vulnerability triage, risk

Web, or o ) )
scores, patch verification, an API and integrations.

Synack365 1year | Mobile or

Host
A Synack test can cover one of the following scope types:

1. 1x Web Application Authenticated or upto 4 simple apps, such as static pages or
single-page applications with minimal to no dynamism.

2. 50x Web Application Unauthenticated (no authenticated testing)

250x Infrastructure IPs Unauthenticated

4. Android/iOS Mobile Application testing (Authenticated and unauthenticated)

i
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Synack365
(mobile add-
on)

1 year

Mobile
add-on

Synack 365 is a continuous pentest that harnesses the Synack Red Team and SmartScan in a
single, on-demand security testing platform. Customers typically leverage continuous testing
for their “crown jewels” or dynamic cloud assets.

Synack 365 includes a number of differentiating features, including: continuous human testing
365 days of the year, incentive-driven vulnerability discovery that mimics a real attack, real-
time reporting, audit-ready reports, targeted testing for compliance, vulnerability triage, risk
scores, patch verification, an APl and integrations.

Mobile add-on (if existing web test is active that shares back end) is at a reduced

£44,000/ 400
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Synack14

2 Weeks

Web,
Mobile,
Host

Synack14 is a 14-day pentest that harnesses the Synack Red Team and SmartScan in a single,
on-demand security testing platform. Customers typically use Synack14 to test a wide range
of assets using an unstructured testing methodology that mimics a real attack.

Synack14 includes a number of differentiating features, including: incentive-driven vulnerability
discovery that mimics a real attack, real-time reporting, vulnerability triage, patch verification,
and program and researcher management.

A Synack test can cover one of the following scope types:
5. 1x Web Application Authenticated or upto 4 simple apps, such as static pages or
single-page applications with minimal to no dynamism.
6. 50x Web Application Unauthenticated (no authenticated testing)
7. 250x Infrastructure IPs Unauthenticated
8. Android/iOS Mobile Application testing (Authenticated and unauthenticated)

£26,400/ 240

Synacki14
(mobile add-
on)

2 Weeks

Mobile
add-on

Synack14 is a 14-day pentest that harnesses the Synack Red Team and SmartScan in a single,
on-demand security testing platform. Customers typically use Synack14 to test a wide range
of assets using an unstructured testing methodology that mimics a real attack.

Synack14 includes a number of differentiating features, including: incentive-driven vulnerability
discovery that mimics a real attack, real-time reporting, vulnerability triage, patch verification,
and program and researcher management.

Mobile add-on (if existing web test is active that shares back end) is at a reduced cost of 80
credits.

80/ £8,800
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Synack researchers will test headless APl endpoints from an adversarial perspective and
produce writeups that document the work performed, providing proof-of-coverage. Coverage
can be viewed on the platform, or exported to PDF for sharing with auditors or other
audiences.

£26,400/ 240

API Pentest
(Hea dT:s:)S 2 Weeks API When exploitable vulnerabilities are found, they are shared in-platform through Synack’s
vulnerability management workflow. Up to 25 endpoints included.
The scope can be expanded as needed with Synack’s 10 endpoint add-on pack, which costs
100 credits. Only one API should be used with each package, multiple APIs cannot be
combined into one.
API Pentest The scope for APIs Pentests can be expanded as needed with Synack’s 10 endpoint add-on £11,100/ 100
(Headless 2 Weeks API pack.
add-on)
A SynackST+ (Standard Test Plus) is a compliance-focused pentest performed by a single SRT |£10,010/ 91
over a
5 to 10 day assessment window. It incorporates guided vulnerability and controls testing and
does not include testing from a pool of SRT like Synack14.
Web or SynackST+ is intended for risk assessment on a medium to large web or host asset(s). The
SynackST+ |5-10 days Host | SCOPe of

each test may include: 50 unauthenticated web apps, 1 authenticated web app, or 250 host
Assets ST+ Host 251-500 and ST+ H

They are risk assessments performed by a single SRT over a 5 to 10 day assessment
window.
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SynackST

5 days

Web or
Host

A SynackST (Standard Test) is a compliance-focused pentest performed by a single SRT over
a5 day

assessment window. It incorporates guided vulnerability and controls testing and does not
include

testing from a pool of SRT like Synack14.

SynackST is intended for risk assessment on a small web or host asset(s). The scope of each
test
may include: 25 unauthenticated web apps, 1 small authenticated web app, or 100 host assets.

£16,720/ 152
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