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Reduce risk and
modernise your
technology stacks

1 Service Description

Our ITSM engineers and cyber consultants help implement evergreening strategy
by planning and managing upgrades, vulnerabilities and security patching to
reduce risk and modernise your technology stacks. Our clients include MOD,
Defence Digital, Dstl, and Other Government Departments across the ICT, Cyber,
Defence Intelligence (DI), Multi-Int, Geolnt, and ISR domains.

1.1 Service Features

Our service provides you with:

An ITIL certified transformation approach for compliance, vulnerability and
service management

Agile, SAFe, Kanban, Scrum, traditional, Waterfall, Hybrid methods
Patching, license management, upgrades, obsolescence management,
security patching

Expert road mapping and stakeholder management

Technical feasibility analysis and integration

An integrated DevSecOps approach to capability management

Migration of existing on-prem capabilities to cloud, cloud to cloud migration
Commercially astute migration plans, risk assessments, gap analysis

Data engineering for unstructured data analysis and prioritisation of actions
Cyber vulnerability investigations to reduce technical vulnerability risk

1.2 Service Benefits

Our service delivers you:

Data-driven patching compliance management to identify, prioritise, reduce
cyber risk
Flexible, adaptable and pragmatic style integrates well into your teams

Leadership, tenacity, and enthusiasm to solve your most difficult problems
Structure, pace and urgency to realise your programme benefits

Confidence in your organisation’s ability to deliver new innovative capability
Broad and deep technical expertise

Broad and deep experience of MOD systems including MODCLOUD

Proactive approach to security to identify and prioritise risk-based
interventions

Collaborative and inclusive stakeholder engagement along the entire journey

Transforms cyber vulnerability management, patching and service
management
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We produce high
quality, useful
outputs for your
project/ business

2 Service Definition

Our Obsolescence Management and Migration Support Service is a
comprehensive offering designed to produce the highest quality, most useful
outputs for your project/business. Our extensive experience in MOD ideally
situates us to support projects within the framework of government strategic
initiatives like Defence rationalisation, Defence Digital’s Digital Backbone, service-
oriented business, and the move to cloud. Government priority factors such as
Security Incident Event Management (SIEM), Information Security and enterprise
coherence are considered from inception.

Our service actively seeks opportunities to consolidate and rationalise obsolete
capability onto commonhosted infrastructure. By rationalising capability onto
common platforms and scaling the platform’s common compute and storage
resource in the context of future requirements, you can reduce your technical
debt, maintain alignment across domains, and enable easier service management.

Obsolescence interventions will be strategically aligned to the 6 Rs of Application
Cloud Migration: Re-host, Re-platform, Re-factor / Re-designh, Re-purchase,
Retire and Retain.

DevSecOps
*Address obsolescence and
migration activities using
DevSecOps experience
Requirements skunctional thinking i’ Data Mining
place of systems thinking
Management «Enterprise insight
sGeneration of sMeasurable performance
requirements backlogs metrics
sWaterfall and Agile *De-risking activities

experience

Platform Expertise Visualisation

*Cloud and On-prem Ob5°|escence/ sCollate data
knowledge and experience = = *Present data

*All classifications M'g’atlon eStakeholder engagement
knowledge and experience Management material

*Engineering support

We maintain a user and stakeholder focus throughout all our work as part of our
commitment to understand and deliver upon your concerns. We can work as
consultants advising you, as members of your rainbow team, or as leaders to
drive work forward at pace.

We can bring all this experience and expertise to your Obsolescence Management
and Migration activities
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We deliver your
priorities

3 About Apache iX Limited

Your IT professional services needs can be met by Apache iX. We specialise in
delivering to public sector organisations. We do this in a way that supports
organisational goals and objectives and helps deliver high-quality results. Over
the past 10 years we have established an enviable track record delivering high
quality IT and related services to areas across government.

“Our mission is to provide pragmatic, trusted and collaborative technical and
project management services and innovative digital solutions that make
organisations safe, secure, and future ready.”

Broad, wide ranging and adaptable services

When you need a lean, flexible organisation, Apache iX is the right choice. Our
core capabilities can tailor and deliver all these requirements to your satisfaction,
whilst working with you in partnership to deliver any other ICT professional
services that might be identified. Apache iX’s core capabilities:
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projects.
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and help enable

procurement, proposal

or single source through

regulated environment. complex change. life owners.

Deep, experienced & reliable resource pool

Apache iX, through its own resource pool and our unique SME collaboration
network (including specialised & public sector-experienced SMEs), is able to
provide a full range of expert consultants to enable service delivery. From Project
Managers and Architects, to Cyber Security experts and Business Analysts —and
much more — our consultants will provide you with results, innovation, seamless
customer team working integration, and high-quality Outputs. Our deep pool of
resource will ensure that we can reliably and flexibly provide you the best
consultants to deliver your services.
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Modern problems, modern solutions at pace

Whether it’s through changes in regulation, introduction of new technology, or
how to respond to the ever-growing threat from cyber adversaries, Apache iX
prides itself on the rapid understanding and leveraging of emerging technology
(Al, Geospatial, Quantum etc) in the constantly changing IT sector. Our
consultants work at the forefront of this change — adapting, shaping, and leading.
Our consultants have current, relevant experience providing services in some of
the most challenging and complex environments, often involving programmes
critical to national security. They are experts in delivering at pace, in an
adaptable, flexible and lean manner with experience at everything from
maintaining operational cyber security to providing future-ready solutions.

Building successful relationships

We work for you You know that the relationship between you and your suppliers is critical to long-
term project success. We are experts at building a relationship with our
customers. We do this to ensure we are always delivering to their needs. Our
account managers will work with your contract, project, and team managers to
capture and understand the ask ahead of time. Our account managers can quickly
turn around any statement of work you give us so that we can start work quickly
and efficiently. We have experience in the ‘customer friend role’ — if required we
can assess and develop requirements on your behalf.

We deliver public sector professional services

We have been delivering public sector professionals services for over 10 years.
We have worked under almost every delivery methodology (GDS, waterfall, agile,
Prince 2 etc) and have a comprehensive awareness of how public sector
organisations do business. Over the years we have done everything from
submitting Greenbook business cases at Ministerial and Cabinet Office level to
building extensive optional analysis to ensure that public money is being spent in
the way that provides the most value.

By choosing Apache iX, you will gain:

We provide value e Knowledge & Experience 10+ years of experience delivering professional

services to the public sector

e Qualified & Certified Consultants Our consultants hold certifications from
Chartership Institutions in Project Management, Business Development &
Analysis, Engineering, Cyber Security, ITIL, In-Service Management, Network
and Structure, Cloud Services, Al, Requirements Management, Project
Scheduling and Cost Control (this list is not-exhaustive).

¢ Innovation We integrate the latest technology and processes in everything we
do as part of our lean practices to drive streamlining of services and best value
for money outputs. Our consultants are experts at adapting inhouse customer
technology to get better results through automation, system interfacing and
better data handling.
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e A Proven Track Record We have delivered successfully time and again for our
customer in the public sector. We have received commendations for our
public sector work from the Ministry of Defence and our customer feedback
survey consistently records 9 out 10 on customer satisfaction and delivery of
service.

We are a member driven company

We are invested in
your success

Apache iX is an Employee Ownership Trust, meaning our members (employees)
directly own the business. This gives us a deep, unwavering incentive and
commitment to deliver what we say, when we say, to the highest standards.

We take member wellbeing seriously. Our members have established a
governance group to look at our company’s environmental and social impact.
Along with a target to be carbon neutral by 2030 and a broad focus on member
wellbeing, our members develop, provide, and support initiatives captured in the
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4 Other Services on G-Cloud 15

Apache iX Limited is an independent engineering consultancy, offering a range of
high-quality services to support your organisation. Our experienced professionals
bring with them a range of skills, to support, advise or lead your team, bringing
straight forward solutions to complex problems. All services are covered by our
Business Continuity and Disaster Recovery Plan.

Our complete list of G-Cloud 15 services:

Architecture Design, Validation and Assurance

Business Analysis, Systems Engineering, Requirements
Development and Management

Business Case Development and Approvals Support

Lot 3: Cloud
Cloud Migration Strategy Development, Implementation

and Assurance Services

Support

Cloud Support Service Management

Obsolescence & Vulnerability Management and Migration
Support
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Power Platform Design, Development, Implementation &
Support

Procurement Management and Programme and Project
Delivery Support

Secure Environments for Application Design, Development
and Demonstration

Solution Implementation, Refresh and Update

Specialist Portfolio, Programme and Project Management
(P3M) Services

We also provide a range of other services, these services can be accessed through
a G-Cloud search, or for more specific information, please contact us at:
commercial@apacheix.co.uk.

To find out more about our services and to see what customers have to say
about us, please visit: www.apacheix.co.uk
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