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Confidentiality / Document control

The materials contained in this document contain Confidential Information and Trade Secrets of
Graphnet Health Limited including, but not limited to: proprietary formulas; marketing and
advertising methods; pricing information; financial information; ideas; concepts; processes and
other information relating to the business of Graphnet Health Limited.

Confidential information may also include material non-public information that may not be further
disclosed or used except in strict compliance with this confidentiality provision and all relevant UK,
EU and/or other applicable national commercial, confidentiality or securities laws.

Recipient of this document shall maintain the confidentiality of the Confidential Information and
Trade Secrets contained herein and shall not release, publish, reveal or disclose, directly or
indirectly, such Confidential Information or Trade Secrets to any other person or entity without first
obtaining the prior written consent of Graphnet Health Limited.

By retention of this and related documents, any recipient covenants that the Confidential
Information and Trade Secrets shall only be used for the purposes intended hereby and shall not be
exploited in any other manner. Any Recipient shall not make, or permit to be made, except in
furtherance of the express purposes intended hereby, any copies, abstracts, or summaries of the
material contained in this and related documents.

Graphnet Health Limited retains title to this document, and, upon termination of the business
arrangement discussed hereby, Recipient covenants that it shall promptly return or destroy this
document and all documents associated therewith, whether prepared by the Recipient or Graphnet
Health Limited, retaining only one copy of such documents as may be necessary to document its
decision with respect to proposed business arrangement.

© Copyright 2026, Graphnet Health Limited
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Graphnet introduction

Graphnet Health was formed over 25 years ago and is today the UK’s no.1 leading supplier of;-

Shared care record (SCR) software and services
Population health analytics (PH)
Remote monitoring solutions (RM)

Graphnet provides shared care records and population health solutions across entire care
communities, holding health and care information on over 20m patients. Our solutions are
designed to support the delivery of integrated care services by providing access to a single,
secure electronic patient record.

It combines a shared record with community-wide assessment, workflow, care planning, and
specialist apps for long-term conditions. It also supports patient engagement, through the use
of the myGraphnet Personal Health Record, and population health management. Graphnet’s
integrated record software is used by 11 ICBs and covers approximately one third of the
population in England.

Breaking Access Interaction M%ﬁ??::i?\g

Identifying Barriers

Identifying cohorts Providing case Giving the team Enabling patients Providing remote
of patients who management that around the patient to interact with monitoring
need proactive operates across access to all the their case and technology in

support organisational relevant clinicians online the home
boundaries information

Our health and social care solutions allow for the integration of services across whole care
communities for better, safer care. This is achieved by linking information from multiple
systems, integrating workflows between care settings, supporting multi-provider reporting &
analysis and engaging patients to self-care.

Our solutions use leading edge technologies - including mobile, wearables, instant messaging,
the cloud and machine learning - to radically improve services and the way care professionals
and patients interact together.
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The 10 Year Health Plan for England outlines three significant shifts aimed at transforming the
NHS:

e Hospital to Community: Reducing reliance on hospitals and focusing on community
health services.

e Analogue to Digital: Transitioning to digital technologies for better healthcare delivery.

e Sickness to Prevention: Prioritizing prevention over just treating illness to improve
overall health outcomes.

These shifts are designed to enhance the efficiency and effectiveness of the NHS, aiming to
improve patient care and reduce waiting times.

Graphnet’s solutions align with the NHS 10 Year Plan by supporting improved outcomes, earlier
interventions, and more efficient use of services. Our SCR combined with Population Health
and Care Coordination platforms, is designed to support Integrated Care System (ICS)
development, reduce pressure on urgent and emergency care, support a move to more
proactive, preventative, population health-based models of care, and empower patients. This
supports the initiative to move more care into the neighbourhood.

Our solution helps systems identify at-risk cohorts and act using near real-time information
from both primary and secondary care, enabling local multi-disciplinary teams to proactively
manage care and reduce non-elective demand.

Care coordination tools facilitate team-based interventions through task management,
assessments, shared plans, and alerts. This approach underpins key NHS priorities such as age-
friendly care, long-term condition management, and reducing health inequalities, thereby
delivering on the NHS Long Term Plan’s goals.

Our ethos is to work closely and collaboratively with our customers and IT partners. Our mission
is to make a lasting difference to care outcomes by supporting the delivery of modern,
integrated NHS and local authority care services.

1.1 The Graphnet Population Health and Shared Care Record working together:
cohort identification, case finding and management

Using our SCR and PH solutions together for the purposes of direct care is very powerful. Case
Finding tools in PH are used to identify cohorts of patients who can be surfaced in the SCR in a

dashboard as candidates for a care plan and care co-ordination or remote monitoring. If
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selected the care plans are created and managed in the Shared Care Record as illustrated

below;-

CareCentric
Shared Care
Record

(=
falS
(&=

Population Remote
health monitoring

In some instances, the patient can see their care plan via our patient portal (PHR), and it may
also be that they are enrolled onto a remote monitoring programme, the data from which is

visible in the shared care record and used in our population health solution.

This is an important and unique aspect of the Graphnet solution set. It is an integrated end to

end solution comprising;-

1. Population Health Analytics for case finding and cohort identification for direct care.

2. A Shared Care Record that supports the enrolling of cohorts onto programmes and the
management of those patients and programmes.

3. Remote monitoring to support programmes of focused support.

4. A Patient App to enable patients to see, interact with and update their care record.

5. ASingle Patient record where data is available all in one place from across many health care
settings including but not limited to Primary/Secondary Care, social care, mental health,
councils etc.

6. Data Science driven benefits analysis to complete the loop to understand using the single
patient record data if an intervention makes a positive impact on both an individual patient

or cohort of patients.
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2 Service definition overview of Graphnet’s Population Health

Graphnet have considerable experience in delivering Population Health solutions to the NHS.
Our Graphnet Population Health Solution is an analytics platform designed to support
integrated health economies with their population health programmes. The solution can be
deployed stand alone or integrated with the Graphnet Shared Care Record. Our Population
Health solution is in live use in 11 Integrated Care Systems (ICSs) and is used to support a
wide range of beneficial intervention programmes. Our solution has been designed around

the UK Health Information Governance regulations.

Our focus is on equipping healthcare providers with actionable data and insights that
empower them to make informed and timely decisions, drive action and use the insights
generated to inform future decisions. Our solution enables management of the full
intervention life cycle. Insights to plan which intervention programme is most suitable, case
finding suitable citizens, collection of tracking data and full benefits analysis on the impact

using patient level data.

THE VIRTUOUS CYCLE: HARNESSING OUTCOMES TO DRIVE GREATER IMPACT

INFORMATION INSIGHT ACTION / INTERVENTION
12 Lo '
DATA IN OUTCOMES
Hospital Patient
GP observations
Community Patient entered
Social Care SHARED CARE CARE PATIENT data
RECORD COORDINATION MONITORING
Mental Health
Ambulance
©

Using the above methodology Population Health has been used to case find suitable citizens
for long term condition remote monitoring. Patients are then enrolled into a remote
monitoring programme. Using the longitudinal record data citizens under remote monitoring
can be compare with a case matched comparator group and benefits analysis undertaken.

The results below are from Frimley Integrated Care System:

COMMERCIAL IN CONFIDENCE
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/9| Outcomes: (Measured at Frimley ICS) Graphnet (Q

Transforming Care

18,841 patients aged 30+, with higher needs (as defined by John Hopkin's Patient Need Groups), who currently meet enrolment criteria and are registered in a Frimley practice.
Over 6,000 now monitored remotely plus 950 in 34 care homes.

We saw the following service in lled pati pared to our P group:

6 & © A

Reduced A&E Reduced Reduced O/P Reduced GP Reduced 999 Reduced 111
d by Admissions by ppoi by contacts by prescriptions by calls by by calls by by
30.4% 40.2% 28.2% 18.7% 11.0% 36.1% 36.9%

We saw the following service outcomes in our 813 unique enrolled patients compared to our case-matched comparator group (3,100)

B 2 © A

Reduced A&E Reduced Reduced O/P Reduced GP Reduced Reduced 999 Reduced 111
d y Admissions by appointments by contacts by prescriptions by calls by by calls by by
33.2% 43% 28.2% 14.3% 10.0% 39.6% 36.9%

Inpatient stays have fallen by 0.15 per person per year - equivalent to a reduction of 1,178 admissions per year .

The combination of the rich data set and analytics tools provided by the Microsoft Azure data
platform empower end users to undertake in depth data analysis producing user friendly
data visualisations. Data visualisations can be embedded into the Graphnet Shared Care
Record and the myGraphnet Personal Held Record giving decision support to clinicians and

patients.

Our experience in health and social care tells us that it is difficult to deliver a single solution
which will be suitable for all population health uses. Due to this our approach is to provide a
highly configurable platform-based toolset which provides the following functions:

e Population analytics features such as cohort mapping, case finding, population
segmentation, morbidity profiling, gaps in care analysis, risk stratification, actuarial
data sets and predictive modelling.

e  Fully linked longitudinal citizen record in an analytics focused data warehouse.

e Analytics toolset using Microsoft Fabric for creation of dashboards, reports, and ad-
hoc analysis.

e  Full integration with the Johns Hopkins ACG® System which provides data outputs to
inform clinical and commissioning decisions. The ACG System undertakes risk
stratification, Population segmentation, morbidity profiling and predictive modelling.

e The ability to mass distribute analytics using single sign on within the Graphnet
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Shared Care Record (or third-party clinical applications) and providing access from
clinical systems (e.g., EMIS for GP’s) as well as from devices such as smart phones and
tablets for mobile teams.

e Integrated security and data segregation via separate use case-based data marts.

o Alarge suite of out of the box use cases which have been built by or co-developed in

conjunction with customers.

Graphnet’s Population Health solution is a Microsoft Azure cloud-based solution which is
hosted in Microsoft UK data centres. Microsoft Fabric technology is extensively used, and
datais stored in a Data Lakehouse in Delta Parquet table format. Data is gathered from across
an Integrated Care System and further augmented using additional wider determinants data

sources, transformed, and processed into five separate use case-based data marts:

. .
Graphnet Population Health — Data architecture Gra Phnﬁt@

Value addition , Microsoft Fabric Data Marts
*  Patient datfa linkage Customer Workbench

Data transformation and augmentation | .

Reference data lookups 1 Population pr— ' —

G @ . Health Azure

eospatial mapping and UPRN i e =
SNOMED mapping | Subscription Identified Power BI
Risk stratification Data

Anonymisation

B —

CareCentric

' Visualisations SQL Access
! L350

3 DELTA LAKE . |
— ) Pseudonymised ! Management studio
s Single Delta Lakehouse
data storage
: = =] ' = 34 party

Azure Data Factory

Anonymised
Extracts & tools

Config data

; ! @y)CareCentric
Text APl 3 Audit : - @ FHIR
: : APIs

3rd party data w y.o & ' _J

Text sFTP
Server

Customer owned data sources Customer owned

o Direct Care Data Mart — Full citizen identifiable data designed for use as part of direct
care analytics for example, case finding, intervention management, patient timelines
or patient summary reports.

e Anonymised Data Mart — Enables analysis and sharing of the data for population
health management, life sciences and research purposes.

o Pseudonymised Data Mart — Designed for secondary uses where re-identification
maybe required.

e Audit Data Mart — Contains audit / usage data from across the solution.
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The primary data marts are supplemented by a Customer Owned Data Mart. This is an empty
database for the customer to import their own third-party data, reference data or create

data snapshots for analysis.

Access to the data marts is managed using strict role-based access meaning that only users
with the correct authorisation can see patient identifiable data. The data mart schemas are
mostly identical meaning that population analytics and solutions developed by analysts can
take place on the de-identified data mart but can be deployed for clinical use by simply
changing the source to the direct care data mart. This is especially effective for developing

and deploying advanced case finding solutions for clinicians.

Our solution already contains near real time data from across the Health and Social care

economy with examples including.

e Activity feeds including Acute, Acute Sitreps, Ambulance, Cancer Summary, Community,
Emergency Care Data Set, Johns Hopkins ACG, Nationally Published Statistics, NHS 111,
Mental Health, Out of Hours services, Patient (MPI), Patient Tracking Lists (PTL),
Pathology, Patient Alerts, Pregnancy Register, Personal Health Records, Primary Care,
Public Health Indicators (Fingertips), Radiology, Remote monitoring, Shared Care data
input, Social Care and Secondary Uses Service (SUS).

e Reference data including British National Formulary, Care Quality Commission, Coding,
EMIS local codes, OPCS, ICD10, Read, CTV3, GP Practice, ICS Lookup (was CCG), Indices
of deprivation, Geospatial data, PCN membership, LSOA to Ward, LSOA Population,
Organisation Data Service (ODS), Postcodes, SNOMED CT, Universal Property Reference
Number (AddressbasePlus) and Ward to Local Authority mappings.

Our roadmap includes expanding this data when required to keep enhancing the solution to

support additional use cases.
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2.1 The Graphnet Population Health Analytics suite
Our Population Health Analytics solution has a large library of analytics use cases covering the
increasingly wide range of Population Health applications. Examples include Adult Social Care
Early intervention, Blood pressure at home, Cardiovascular, Case finding, Chronic Kidney
Disease, Core 20 +5, Diabetes, Elective Recovery, Epilepsy in Pregnancy, Frailty, Fuel Poverty,
Health Inequalities, High risk long stay, Lipid Lowering, Lung Screening, Mental Health explorer,
Multimorbidity, Practice Active Alerting, Pregnancy analysis, Safe and Well Fire Service Checks,

Severe Mental lliness, Sodium Valproate, Unscheduled Care and Vaccinations.

Population Health Use Cases Graphnet (Q
Proven use cases our now embedded in many ICSs Transforming Care
v:::;::::.i;" CD?A‘I)’FI.:;ITV PROACTIVE CARE MY MATERNITY FRAILTY HEART FAILURE LUNG CHECKS COMPLEX LIVES UNDIAGNOSED MENYC‘:;;::AF(H lfhll’sn:::g':ﬂvb REDU:ET‘INJI ARE
E@J Lmj L‘@J @J UU? L.J @' @J Lﬁj LU Q@ J L‘LJ
12
ANTI-MICROBIAL T::st::i%'::? CARE HOMES :;Rislza:f;:l ’1‘(‘::3‘(“:::.‘5:'- F"::EHSEQEES“ SMASH PRE-OP TRIAGE OPTIMISATION END OF LIFE BP@HOME CAREHOMES

P20 2@ D E

“Remote P ti Prescnbmg Care Plannmg
Maxltorine revention

SMI HEALTH CHILDHOOD PATIENT PRESSURE RESPIRATORY HIGH INTENSITY
SEGMENT-ATION CHECKS VACCINE UPTAKE WHEEZE IN ARE EXACERBATION LD HEALTH CHECKS DIABETES FUEL POVERTY USERS

RN =R

Remote e Remote deu:e
P Pressure

Cnre20+s Reduc:

Mom(ormg pressure Reduce pressures

Monnormg Health Equity

2.1.1 Example use case study — Enhanced case finding and Population explorer
The enhanced case finding tool is one example use case:

e  Finds citizens for interventions, both fully identifiable for clinicians or anonymised for
intervention planning.

e Provides users with the capability to create sophisticated large-scale searches over the
longitudinal record to a user defined criterion.

e A typical search may include many criteria such as demographics, disease, known to
social care, had a recent emergency admission, location and exclude residents who are

in a care home.
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Population Explorer Tool
Demographics

27,796 27,796 100.00% INHS

TOTAL POPULATION SELECTED POPULATION % OF POPULATION
Show Filters Clear Filters No Filters Applied

‘Show patient count view Show % view ‘Show rate per 100k view

PATIENT COUNT BY AGE BAND & SEX PATIENT COUNT BY ETHNICITY DISTRIBUTION OF THE SELECTED POPULATION

Sex ble)

oMale

; ]
> - .

=

- H

= L

o -
o s« 10k «
Patient Count Patient Count
PATIENT COUNT BY IMD QUINTILE
o4 | w a3 874

| |
€ DI Y

¢ 10¢
Patient Count IMD Quintile

© Enhanced Case Finding G 27796 100.00% INHS |

Show Filters Clear Filters No Filters Applied

TOTAL POPULATION SELECTED POPULATION % OF POPULATION
Patient Condition View Patient Activity Patient Drugs & Vaccination Custom View NHS Number Export View
PATIENT CONDITION VIEW

NHS Number Forenames Surname Age BMi Practice Name Smoking Status  IMD Quintile  LTC Count QOF ©
0000292127 Anna Tran 15 20.65 (kg/m2), 16/01/2023 SEATON & COLYTON MEDICAL PRACTICE (unavailable) {1 1

0000326159 Maria Kelly 34 (unavailable) MOUNT PLEASANT HEALTH CENTRE PastSmoker 3 6

000036 1537  Christopher Murphy 0 (unavailable) HARRIS MEMORIAL SURGERY (unavailable) 2 o
0000390328  Douglas Johnson 78 1965 (kg/m2), 28/12/2023 TORRINGTON HEALTH CENTRE Never Smoked 3 10
0000578711 Sarah Adams -1 (unavailable) MIDDLEWAY SURGERY (unavailable) 3 0

000080 1749 James Ortiz 35 (unavailable) STRATTON MEDICAL CENTRE Never Smoked 2 4

000114 5970  Sandra Townsend 38 (unavailable) NEWQUAY HEALTH CENTRE Never Smoked 3 3

000 2619734  Kent Freeman 0 (unavailable) SAMPFORD PEVERELL SURGERY (unavailable) (unavailable) 4
0002820841  Michael Lee 41 3427 (kg/m2), 10/08/2022 VEOR SURGERY Never Smoked 4 o
0002859748  Jennifer Ortiz 39 27.88 (kg/m2), 13/01/2024 ASHBURTON SURGERY Never Smoked 3 o
0003042680  Dustin Franco 54 (unavailable) COMPASS HOUSE MEDICAL CENTRES Never Smoked 3 4

2.1.2 Example use case study - Fuel Poverty

Identifying the scale of fuel poverty based on national guidance. Identifying the highest impact
patients for medical optimisation or non-medical interventions. Household energy certificates
were linked to each patient alongside an estimation of their household size to highlight people

living on their own with poorer energy ratings.

e Provides users with the capability to understand the potential population who are at risk
of Fuel Poverty.

e Target citizens for assessment by clinical and non-clinical teams.

¢ Implement a wide range of interventions such as remote monitoring, medical referrals,
medicines optimisations, fuel vouchers, home insulation and risk assessments.
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Fuel Poverty: Population S ; e s e o o o

Households' population s only available s a count.
Show Filters Clear Filters Filters Applied = of o Rate Per 100K

Patient Count

Population Segmentation - % of Population
Popultion North Prince Willam Soutn Springfeld ic

Aurial fibrillation Register

Coronary heart disease (CHD) Register
Heart failure Register

Hypertension diagnosis Register
Peripheral arterial disease (PAD) Register
Stroke/TIA Register

Deprivation
Core 20 Population ™
Disability
Learning disabilty register
Physical disability 03 0.4 042 041
Mental Health
Depression diagrosis regiter 304 30 YY)
Severe Mental liness register 030
Population
Ladies on Pregnancy register ** 020 018
Older people aged 65 and over ™ 256
Young Households (aged 0-4)
Respiratory
Asthma diagnosis Register <= 18 065 050 058
Asthma diagnosis Register 19+ 127 136 126
Chronic obstructive pulmonary disease (COPD) Register 036 068 (]

Tota Population (1TCs Onty) ‘
Tota Poulation (1G5 Onb)
Total

: Tormore
ofthe iferent conditions but il only appear i thetota once.

© [INHS|

Fuel Poverty: Patient Details Olivia Harris, 999 334 7216
Demographics Latest Test Results (Last 12 Months) Non-Repeat Medications (Last 3 Months)

Eemnq'aphx: Value Test Type Result lvded\calmn Date. Description N
o 7 e 7562 (igim) 0810272022 22 February 2023 Adithromyci 250mg capsues
Sex ; Greatiine 76 (ol 177112022 22 February 2023 Trimbow 172micograms/dose /
Ethnic Group White Diastolic Blood Pressure 76 (mmHg), 06/12/2022 Smicrograms/dose / 9micrograms/dose inhaler
IMD Quintile 1: MOST HbATC 45 (mmol/mol), 27/05/2022 (Chiesi Ltd)

oEPRVED fic Blood Pressu 138 (mmbig), o8/ .
e e o N Systofc Blood Pressure R gl 082202 Repeat Medications (Last 12 Months)
Commity Cae Tdg. Y Medication Date  Description ]
Social Care Flag & s 20 February 2023 Amlodipine Smg tablets

Expanded Diagnostic Clusters (EDCs) QOF Conditions Y o 9

Mental Health Flag N iz 9! 20February 2023 Atorvastatin 10mg tablets.
'ACG Chronic Condition Count n EDC Description Register Description

Depression Fa Velue
Smoking Saws Wiin 2Menhs V5 baaory dmormaies Hypertersion d
i ast Smo i aurenes et ‘Amcicilin, Doryeycine or Clarthromycin (12V) ¥
Cessation Ref Within 18 Months  Yes Cardiac arthythmia hyperalycaemia Predrisolone (1200 i
Chronic renal falure RO — - Salbuatmol Inhalers (121 v
Emergency Admissions (Last 12 Months) e Gl D Taking Regular Azithromycin Orally N
T s
Date Specialty - Specialty Description Depression i St
3 Code Emphysema, chronic bronchitis, COPD Covid-19 Unvaccinated Frailty
TR - Sl sl e hydrocel influenza Atibute Valve.
14/12/22 340 Respiratory Medicine EARYAE SO P Pisumocson), Conpieted Deficit Count il
20222 340 pracy Madcos R £ Category SEVERE (SCORE: 0.44)
G415 30 o8] | || Gacroisesina bsnctonspertoaion 1 Defcis il forlation, Choni ey diess,
rms sl Diabetes, Dyspnoea, Falls, Hypertension,
03/02/23 340 pi ek Ischaemic hear

2.1.3 Non-Functional
Graphnet’s Shared Care Record predominantly provides a stored extract of source
information from external third-party applications. All data is transported using SSL
encrypted links and then stored in a secure database, which is hosted in Microsoft Azure
cloud. We routinely commission independent penetration testing of our Shared Care Record

solution.
Standards

As a long-standing supplier to the NHS, we are committed to complying with all relevant
national standards and guidance, as well as legal and legislative requirements to ensure the
safety and security of data. In the UK these include:

e 1SO 27001

e 1SO 9001

e Cyber Essentials Plus

e DCBO129
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e Medical Devices and Software as a Medical Device (SaMD) products under our
Graphnet Remote Monitoring offerings are 1ISO 13485:2016 certified and CE-certified
Class lla Medical Devices under the Medical Device Regulation (MDR) EU 2017/745
managed through Luscii.

e NHS Data Security and Protection Toolkit

We are also compliant with PRSB standards and EPaCCS SCCI5180 for our Integrated Care &
Support Plans and End of Life planning.

All our solutions comply with NHS standards and best practice guidelines, including NHS
Information Governance standards, e.g. the NHS Confidentiality Code of Practice and
Caldicott Principles as defined in the Caldicott Manual.

We are compliant with the HSCN Connection Agreement and the Data Security and Protection
Toolkit, and Graphnet complies with the Data Protection Act 2018 and UK GDPR.

Security & protection

Pen test

e Graphnet has a programme of annual independent penetration testing by CREST and
National Cyber Security Centre (NCSC) CHECK certified testers and internal
vulnerability scanning, incorporating the OWASP “Top Ten” (OWASP10) principles.

e Any “critical” or “high” areas of concern uncovered by a test are scheduled for
remediation as a priority. Other items are evaluated and scheduled in too.

Security Operations Centre (SOC)

e The application is monitored using Microsoft’s Sentinel and Security Centre policies,
with alerts raised for anomalies found, including suspicious or potentially malicious
activity. Audit logs are retained for all Azure, web application and SQL server activities
for 90 days. The application keeps its logs indefinitely.

e These audit alerts generate a notification to our specialist 24/7 Security Operations
Centre (SOC) who will triage and escalate to the company’s Cyber Security team as

required. This may further trigger the incident response process, if appropriate.
Architecture

Encryption
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e Datain transit between end user device(s) and the application, within the application
and between the application and other services (e.g. APIs) are protected using TLS 1.2.

e Transport Layer Security (TLS) 1.2 (or later) is an industry standard protocol with
2,048-bit RSA/SHA256 encryption keys, as recommended by CESG/NCSC.

RBAC

Web Application Protection

Graphnet deploys the Cloudflare application security service across all customer systems.
This is an industry leading UK hosted service that will provide enhanced protection of
customer data against increasingly sophisticated Internet based threat actors covering the
following:

e DDOS (Distributed Denial Of Service) protection covering layer 3, 4 and 7 attacks.
DDOS is an attack where many Internet servers seek to overwhelm a WEB service and
disrupt it

e Rogue BOT protection, a BOT will scan the Internet looking for and cataloguing WEB
services and vulnerabilities to exploit as the prelude to an attack

o WATF (Web Application Firewall) functionality based on the ‘OWASP Top 10’, a WAF
protects a WEB service from malicious exploits and attack

e Cross-site scripting prevention. Cross-site scripting allows an attacker to inject
malicious code into a user’s browser using an innocent website, allowing the attacker
access to data held in the browser

e Zero-day vulnerability protection. Zero-day vulnerabilities are ones where the details
of the vulnerability in software, or hardware, have been released, a patch or fix is not
yet available meaning the vulnerability could be being actively exploited by malicious
actors

e Cloudflare product is deployed at the perimeter of Graphnet’s infrastructure, but is

independent of it thus providing a solid firewall to the application infrastructure
Separation between customers
Each customer’s application is contained within its own Azure subscription and is therefore
isolated from other customers. The management of the application is also separate.
Operational security

Vulnerabilities

COMMERCIAL IN CONFIDENCE
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e To identify new threats Graphnet monitors NHS CareCERT, US-CERT and other
industry sources for intelligence regarding threats, vulnerabilities and exploits. These
are assessed weekly and any high-risk ones may be subject to emergency patching or
action.

e Vulnerability assessments of the application and its components are performed within
Azure, and any findings are investigated and appropriate (if any) remedial actions
taken.

e Vulnerabilities are managed through a cycle of regular patching for the laaS elements
within 14 days of the patches being made available. The Microsoft Azure platform
handles the patching of the hardware infrastructure and PaaS components. Any
critical patches or fixes will be applied according to the suppliers’ guidelines.

e For other vulnerabilities and threats to application and software components that
Graphnet manage, an incident ticket is raised, and the board of directors are notified
automatically. A security expert will assess and Risk Score using Impact and
Likelihood, with Impact based on the possible impact on confidentiality, integrity and
availability. The Risk Score is used to prioritise mitigations. The PaaS components and

underlying hardware are under Microsoft’s management.
Incident management

e Any staff member who becomes aware of a security incident/near miss, an error that
may have been made by the information systems or, physical access to the
office/equipment, must formally report such errors to their line manager as well as
raising an incident ticket as laid out in GN BMS-DOC 007 Security Management and
Risk Assessment Policy.

e Anincident/near miss, error that may have been made by the information systems or
irregular physical access to the office/equipment, is reported either by employees or
protective monitoring.

e An appropriate Jira service desk ticket is raised to notify the IG/IS/ISO management
team, who will discuss and allocate the investigation and management of the risk.

e The seriousness of an incident is not the main issue; even minor ones (or 'near
misses') may be symptomatic of a deeper and much more serious problem and all

staff are encouraged to flag anything suspicious.
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e Atwo-tier system is in place to respond to security incidents: the 1G/IS and ISO
management team will assess issues and monitor progress on the action taken to
ensure corrective action is taken. The Cyber Incident Response Plan (CIRP) will be
activated as part of our Major Incident process if we suffer an attack, intelligence
suggests an attack may be likely or a threat or vulnerability is “critical” as indicated by
its CVSS score.

e Minor incidents/issues shall be raised on JIRA GQS service desk and allocated an
individual reference number: any employee may add an issue.

e The management team will close the issue/incident when satisfied that acceptable
corrective action(s) has been taken

e Escalation of a ticket directly to senior members of the Governance Board will be used
for significant issues. These will be progressed and closed as detailed below.

e The IG/IS/ISO management team will monitor investigations and actions taken to
ensure appropriate corrective action is taken, e.g. update policies/procedure, risk
assessment, laaS or software fix.

¢ When the management team, and where required the SIRO, is satisfied all possible
actions have been taken, the issue shall be resolved and the mitigation plan assessed
for success for closure.

e Inthe event of the CIRP being invoked then the incident will be managed by the
Computer Security Incident Response Team (CSIRT) with additional resources included
as necessary.

e All potential impacts and risks (financial, public perception, confidentiality etc.) are
considered when a risk incident is reported. As the contractual Data Processor,
Graphnet will notify the customer (Data Controller) within 24 hours. The Data
Controller however must make its own independent assessment and make the

decision to report to the ICO.
Governance

e Graphnet has a defined Governance Framework, including:
o Risk Management Framework;
o Governance Board for data and service risk ownership.

e These are supported by the following:
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o Senior Information Risk Owner (SIRO);
o Chief Technology Officer;

o Director of Information Governance;
o Legal Counsel;

o Information Security Manager.

e The board has access to the company’s Risk Register and board members attend
regular meetings of the Security Board.

e Graphnet hold the ISO 9001, ISO 27001 and Cyber Essentials Plus accreditations. The
company and applications are compliant with these standards and is tested annually
for them. The company also completes the Data Security and Protection Toolkit
annually.

e Graphnet has a full range of internal data security and governance policies covering
the full scope of ISO 27001,

e The Information Security Manager works on a day-to-day basis with 1G, compliance

and legal teams to ensure compliance.
Supply chain management

e Graphnet ensures its partners’ and sub-contractors’ contracts cover non-disclosure,
Information Governance and Security.

e Security Risk assessment will be undertaken of third-party suppliers using the
Standard Templates which form part of the ISO 27001 database.

e Any sub-contracts are agreed on a back-to-back basis which includes a flow down of
the customer’s contract and tender requirements (to the extent they apply to the sub-
contracted services being supplied).

e Customer data are not shared with third party suppliers without the customer’s
explicit agreement and controls are in place to prevent any customer data from being

visible or transmitted outside the United Kingdom.
Secure development

e Graphnet follows the Scaled Agile Framework for Enterprise (SAFE), and all source
code is managed by industry standard source control systems.
e The software development process is governed by the “GN BMS-DOC 015 Secure

Software and Solution Development Procedures” document that covers secure
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development and testing, and the application deployed in accordance with the
Release Management Policy audited to ISO 27001.

e Graphnet have developed FHIR APIs in alignment with UK Core FHIR standards from
NHSE, are ITK compliant and have signed up to the Tech UK Interoperability Charter.

Operations

Graphnet follows a standard ITIL deployment methodology which includes: Change Advisory
Board; Release Documentation; Release Management Control; Capacity Management;
Impact Assessment; User Acceptance Test and Customer sign off. We have also adopted
Scaled Agile Framework (SAFe), which employs an AGILE methodology for software

development and patch releases.

Our Service Desk provides a second line incident triage and helpdesk service and operates
to ITIL principles, reviewing incidents and identifying problems in accordance with internal
protocols. We use an ITIL focused call logging application (JIRA) to record details of all fault

calls and support incident management.
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3 Details of the level of backup/restore and disaster recovery that will be

provided

Graphnet employs a multi-layer approach to Business Continuity and Disaster Recovery for the
cloud hosted Graphnet Shared Care Record solution. We have a well-developed, formal
Business Continuity and Disaster Recovery plan, which has been audited as part of our ISO9001
and 1SO27001 accreditations and reviewed annually. This plan identifies key resources and
contingencies required in the event of a major incident and the preparation and alternatives in

place allowing business to be run during the restoration of full services.

Graphnet manages Disaster Recovery (DR) and Business Continuity (BC) arrangements in a
structured manner. A DR Plan is in place for every system or product for which there are
contractual Disaster Recovery arrangements in place with customers. Business Continuity plans
exist to ensure that in the event of a disaster affecting the company's essential business
functions, we will be able to continue with standard operations expected by customers. Annual

testing and review of both DR and BC plans takes place.

We deploy our services in Microsoft Azure, a resilient cloud-based platform, which allows for
multiple layers of resilience and high availability across multiple physical datacentres. The
platform meets many industry hosting requirements outlined for NHS Applications, Services
and Data. Accreditations and standards achieved: include Level 2 NHS IG Toolkit assessment;
UK Government’s Cloud Security Principles; 1ISO 27001, ISO 27018, HIPAA, FedRAMP, SOC 1 and
SOC 2.

Using Microsoft Azure platform-as-a-service (PaaS) technologies, we leverage many of the
multi-zonal capabilities provided which publish SLA levels of availability of 99.999%. Regarding
data protection, the Azure storage resiliency solutions which are part of the core Azure
platform, provide storage and data availability to 99.99 (12 9s) to support strict RTO and RPO
requirements. To add an additional layer of resilience, we deploy a full replica of infrastructure,
software and data to a paired Azure region — ensuring our systems are not disrupted by Azure
fabric updates. In most cases, this also allows us to failover and restore service quickly with
minimal disruption, giving us the ability to remediate the original fault in the background whilst
COMMERCIAL IN CONFIDENCE
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the service is operational to end users.

We utilise the Managed backup services as part of Azure SQL, which consists of full database
backups weekly, differential database backups generally taken every 12 hours, and transaction
log backups every 5 - 10 minutes to protect your business from data loss. Recovery time
depends on several factors including the total number of databases recovering in the same
region at the same time, the database size, the transaction log size, and network bandwidth. In
most cases, recovery of service is as simple as a failover to the paired region database, which
doesn’t require any restoration from backup. We can then work on recovering and re-

introducing the faulting node in the background without service impact.

In the case of data corruption, we would restore an existing database from the automated
backups to an earlier point in time as a new database, then use scripts of services like Azure
Data Factory to delta the desired data back into the main database. Azure database backups
are immutable, and the files are not accessible directly — protecting them from things like
Ransomware attacks. Data retention policies are also in place to protect the backups should the

databases or database servers get removed.

Should the absolute worst happen and some of the infrastructure is removed or corrupted
beyond repair, all our infrastructure is deployed using automated pipelines via Infrastructure as
Code (Terraform) modules, ensuring we can redeploy back to a known-good state with a high

level of confidence.
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4 On-boarding and Off-boarding processes
4.1 On-boarding

Configuration

Our analytics are scalable and highly configurable allowing the same tools and methodologies to
be applied to different populations and by different groups of users. For example, a Primary Care
Network and Multi Agency Health Transformation Partnership could gain operational insight into
where their main pressures are in managing patient care by using the same segmentation model
which identifies case mix adjusted cost variance across multiple organisations by patient groups
and resource usage. Outlying costs can be investigated further and prompt engagement with
those organisation (e.g. why do diabetic patients in practice A attend AED more than those in
Practice B and why does Hospital A have a higher first to follow up ratio for respiratory patients

compared to hospital B).

Data Migration

Most Graphnet Shared Care Record installations require an element of data
migration/extraction; for the purposes of the creation of the initial baseline MPI, using Acute
and GP demographic data. This can be further augmented with demographic data from other
systems, e.g., community. Graphnet has a team of experienced data migration specialists who
work with our customers to fulfil this activity during implementation.

We will work closely with the customer to establish and agree the following:

) The scope of the work required.

o Individual and joint responsibilities within the workstream.

. The plan and optimum phasing of activities.
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4.1.1 Important Note

Please note that we have included our standard implementation charges within the Pricing
Document for transparency and indicative budgeting. However, due to the very specific and
individual nature of each project and the fact that every customer’s requirements,
environment, and delivery approach can differ these standard charges should be treated as a
baseline only. A full and accurate implementation cost will be confirmed following detailed
scoping and agreement of the final project requirements, as it is not possible to apply a single

fixed fee to these critically important services.

4.2 Off-boarding

At the end of the contract term, Graphnet will work with the Buyer to agree an exit plan. As
aresponsible provider, Graphnet is aware of our obligations regarding the management and
retention of data, both during the term of the contract and when the contract concludes.
The shared record system is replicating or re-presenting data which is held in other source
systems (such as an Acute PAS or GP system). These are the master systems holding the
original data and we understand that the data in these systems must be protected at

contract end.
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5 Service Management Details

We provide a second line incident triage and helpdesk service, using our centralised, expert team
who provide support remotely. The Support Desk operates to ITIL principles, reviewing incidents
and identifying problems in accordance with internal protocols. Customers provide a first line
help desk and third line support is provided internally by our development, TechOps and DevOps

team.

We use an ITIL focused call logging application (JIRA) to record details of all fault calls and
support incident management. Incidents can be reported online and progress can be monitored
online or follow up by telephone.

We also have experience of managing support calls that require escalation/pass through to a

3rd party organisation.

We will agree a Service Level Agreement with new customers and this, typically, covers the
target response times for genuine faults with the application. Our Service Delivery Executive,
along with our Account Executive will conduct regular reviews with individual customers related
to the performance of the Service Desk. Reviews will cover all incidents raised and will provide
regular reconciliation reports and progress updates. The SLA will cover the support and

maintenance offered.

Our service desk will be responsible for the monitoring of SLAs for response, closure of calls

logged and reporting of associated statistics.

5.1 Incident Management/ Problem Management

Graphnet uses JIRA™ incident management software to manage its Service Desk and track all

reported software issues and change requests.

Issues and requests can be logged via the JIRA online portal. Buyers provide an agreed
minimum specification of supporting information in order that we can act upon and provide

resolutions to issues raised efficiently. Issues raised are prioritised and allocated a unique
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reference number to facilitate tracking and management. If calls need to be referred to third
party support (for example to Microsoft or other system software which is used in our
solution), Graphnet will maintain responsibility for monitoring the progress of the call until

closure.

Regular service review meetings are undertaken with Buyer and Graphnet representatives,
including the Buyer’s appointed Service Delivery Executive, to monitor Service Levels, review

problems, understand root cause analysis and manage any process issues between desks.

Change Control

Graphnet has a standard Change Control process based on ITIL principles. The full process
and governance for managing and approving change requests is documented in the Project
Initiation Document. The JIRA case management system is used to log change requests. This
is typically done by the Buyer’s appointed Service Delivery Director, who will also track and

manage requests and updates on the Buyer’s behalf.

Graphnet has a mature process for dealing with change requests. If an improvement to the
existing product set is identified, or there is a request for change in scope for the project, then
a request can be made through the submission of a Change Request Form. Graphnet assesses
all Change Requests for clinical usefulness, clinical safety and fit with product vision or
strategy. The request will be reviewed and assessed, with full details and associated

costs/timescales fed back as promptly as possible.

Our development is carried out in an Agile environment, which allows for a more flexible and
responsive design, development and testing approach, enabling rapid release of requested

changes.

The Role of the User Groups

Our user community is heavily involved in influencing our development roadmap. There are
several mechanisms for our end user community to influence the future development of our

solutions. These include:
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. User groups/clinical forums open to all customers

° Change requests

. Data driven roadmap planning

° Opportunities for customers to influence the strategic direction of the product
. User experience research and feature request process

° The ability to recommend changes to the product.

5.4 Software Upgrades
Graphnet provides a full Release Management Service as part of its Change Control process and
has formal procedures in place to ensure control over the release of all versions of its software

and these comply with ISO 9001 and TickIT standards.

It also follows standard ITIL framework processes. All patches are tested internally prior to
deployment and are monitored for success. Customers are provided with comprehensive
Release Notes to accompany releases, detailing all fixes and changes to support their own UAT.
The release is tested by the customer and accepted for live use. The release is then scheduled
for promotion to live. Documentation for the release adheres to principles in use as part of our

accreditation to the 1ISO 9001 quality standard.
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6 Service Constraints

Each of the core and optional elements of our solution are described in Section 1 of this document
and outlined in the accompanying Pricing Information. The service provided will include the
current release of the elements of the Shared Care Record solution contracted for use by the

customer.

Our solution pricing is based on standard, core configuration and “out of the box” functionality

consistent with the latest product releases.

We can provide a full range of implementation services, which will be specified and priced

upon request. This includes the following implementation services:

e Programme and Project Management.

e System configuration and functional/product expertise.
e Data migration.

e Integration and interfacing.

e Training.

¢ Management information and reporting.

e Change and benefits management.

e Other services and resources such as go-live support and temporary customer-side
resources.

Planned downtime is kept to a minimum, usually needed only for new major Release
Updates. Graphnet will always plan and agree such scheduled downtime with the Buyer in

advance.
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7 Service Levels

7.1 Availability

The hosted server environment we deploy is a resilient cloud-based Microsoft Azure
platform, which allows real time mirroring of software and data. This a platform already
being used to host UK SCR’s and meets hosting requirements outlined for NHS Applications,
Services and Data. Accreditations and standards achieved include Level 2 NHS IG Toolkit
assessment; UK Government’s Cloud Security Principles; 1ISO 27001, 1SO27018 (planned),
HIPAA, FedRAMP, SOC 1 and SOC 2. Microsoft Azure Availability Sets and Availability Zones,
which we would propose for our customers cloud-based solution, support published SLA
levels of availability of 99.99%. Regarding data protection, the Azure storage resiliency
solutions which are part of the core Azure platform, provide storage and data availability to

99.99 (12 9s) to support strict RTO and RPO requirements.

The Azure SQL Database includes mechanisms, policies, and procedures that enable the
business to continue operating in the face of disruption, particularly to its computing
infrastructure. Azure automatically performs a combination of database backups to protect
your business from data loss. The backups are stored in RA-GRS storage for 35 days for all

service tiers except Basic DTU service tiers where the backups are stored for 7 days.

7.2 Performance

Graphnet provides a dashboard showing incidents, usage and availability, which support
performance, incident and response monitoring and reporting as part of our comprehensive
Service Management package included within our contracts.

As part of this service, we provide:

. Active monitoring of the solution performance, faults and availability.
. Monitoring of and support for all interfaces
. System performance is reported to Buyers as part of regular Service Review

meetings and formal monthly reporting.

7.3 Incident response and resolution
Our aim is to respond to incidents quickly and effectively and to resolve incidents as quickly
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as possible to avoid the disruption and difficulties which such incidents may cause. Full details

of response and resolution are detailed in the Graphnet Service Level Agreement.

Example SLA response and resolution times:

Priority Service Level Service Level Performance
Level Performance Criterion Measure (Target Response,
Investigation and Resolution
Times)
P1 Entire system unavailable or Automatically logged immediately. Triaged
(Critical) | unusable. and initial response within 15 minutes during
Working Hours.
Or
An issue identified as having Investigated and notification of planned
significant operational (e.g. clinical) | action within one (1) Working Hour. Resolved
risk with no acceptable work-a- within four (4) Working Hours
round
P2 Significant loss of the service but Automatically logged immediately. Triaged
(High) the impacted business functionis | and initial response within 15 minutes during
not halted. Working Hours.
An issue identified as having Investigated and notification of planned
potential to cause operational (e.g. | action within one (1) Working Hour. Target
clinical risk) with no acceptable Resolution Time - Resolved within eight (8)
work-a-round. Working Hours.
P3 Reduced capacity of the service, a | Automatically logged immediately. Triaged
(Medium) | key module or major function but | and initial response within 15 minutes during
with a small impact on the business | Working Hours. Investigated and notification
operation. of planned action within four (4) Working
Hours.
Target Resolution Time - Resolved within one
hundred and twenty (120) Working Hours.
P4 (Low) | Intermittent or partial faults Automatically logged immediately. Triaged

resulting in loss of noncritical
functionality where the software is
still useable or there is a suitable
alternative.

Cosmetic issues that have limited
impact.

and initial response within 15 minutes during
Working Hours. Investigated and notification
of planned action within eight (8) Working
Hours.

Target Resolution Time - Resolved within
twenty (20) Days
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7.4 Support Hours
The standard Period of Support covers the hours from 09:00 to 17:30 Monday to Friday
excluding all Bank Holidays. We also offer extended support hours or 24x7 as a further

service subject to additional charges.
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Training

Our approach to training starts with early stakeholder engagement as this is critical to successful
adoption of any service. This will allow the uses and benefits of the service to be fully understood
and enable an effective strategy for targeting the ‘hearts and minds’ of those key stakeholders
from across the healthcare system (clinicians / commissioners / providers). This is an important
step as it paves the way for successful training and developing the uptake of the tool. If end users
understand the overall strategy and how they and their organisation fit into the strategy it is easier

to create sustained use.

Graphnet has standard training materials for core elements of the system, however before
embarking on any training programme it is important to perform a training needs assessment so
these resources can be tailored to fit the requirements of the customer. Training will be rolled out
in partnership with the customer using a variety of methods, including face-to-face coaching or
formal training sessions, train the trainer, webinars, recorded sessions, training video links on

reports and written material.

Specialist detailed training would also be delivered to key groups including, but not limited to,

data deep dives, data translation, risk stratification and population segmentation.

We see training being a constant workstream throughout the project lifetime to ensure all staff

are constantly being upskilled in the use of the system.

Evaluation of the training will also be key to ensure we are providing the right training to the right
people. This will take place using formal and informal feedback from training attendees. Any
feedback provided will be shared with the customer and any identified improvements to the

training program and organisation knowledge transfer plan will be implemented as necessary.
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9 Ordering and Invoicing Process

Our ordering and invoicing process is as follows:

e The Buyer raises a purchase order to cover the charges agreed under the contract or
through quoted changes.

e The Buyer and supplier to sign an order form which details the specific scope of the service

to be delivered for the Buyer. Graphnet will draft the order form.

e Graphnet invoices the Buyer in accordance with the timescales specified for different
components of the services. This will vary from Buyer to Buyer, but under a SaaS model,
we will typically invoice the Buyer for the services quarterly in advance, from the date of

go-live and until the end of the contract term.

e Buyers may also elect to profile capital payments (for software licences and
implementation services) against agreed delivery milestones during the deployment
period, with service charges invoiced from go-live as above. Delivery milestones will be

invoiced in accordance with completed Milestone Achievement Certificates (MAC’s).

e Eachinvoice is sent to the approved Buyer’s address (such as the finance department) and
contains appropriate information to identify the element/s of the service to which it
relates, including the purchase order reference.

¢ Invoices shall where necessary be accompanied by sufficient supporting documentation.
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10 Payment Terms

Graphnet’s standard payment terms are within thirty days of receipt of a valid invoice.

10.1 Disputed Invoicing

If the Customer disputes all or any part of an invoice, both parties should discuss and if
appropriate, a credit note and a corrected invoice issued accordingly.

© Graphnet Health Ltd 2026 Page 33 of 41 COMMERCIAL IN CONFIDENCE




Graphnet ©

Transforming Care

11 Termination Terms

Graphnet offers its customers termination rights in line with industry standards, such as the
Buyer’s right to terminate should the supplier be in material default, commit a material and
irremediable breach of the contract, be insolvent or in default of Protection of Personal Data,
Confidentiality or the Security Policy and so on. Our policy is in line with standard government

provisions and will be detailed in the contract terms.
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12 Data Restoration / Service Migration

12.1 Data Restore

Graphnet Population Health uses Delta Parquet table format to store the data in Azure Data
Lake Storage Gen2. The data storage is configured to use Zone-Redundant Storage (ZRS) which
means:

e Zone: Refers to availability zones, which are distinct physical locations within a region, each
with its own power, cooling, and networking resources.

e Physical Premises: ZRS stores data across multiple data centres (availability zones) within
the same region, providing higher availability and resilience against zonal outages. This
setup means that if one zone goes down, your data is still accessible from the other zones.

Recovery time is immediate as failover is an automatic background task — Fabric endpoints are

just rerouted to the secondary storage and all config like Access Control and networking

persists.

For data loss caused by the Buyer, Graphnet may charge the Buyer on a time and material basis

the cost for work associated with data recovery.

Other solution components may already be available in the DR region, and if not can easily be

re-deployed through our continuous delivery pipelines using Azure DevOps and Terraform.

12.2 Service Migration / Exit
At the end of the contract term, Graphnet will work with the Buyer to agree an exit plan,
including the migration of data from the system and the decommissioning of any locally sited

hardware (if any) provided under the contract.
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13 Buyer Responsibilities

Buyer responsibilities depend on the scope of solution /services being provided. Typical Buyer

responsibilities are summarised below:

13.1 General Obligations

e To perform its obligations and provide suitable numbers of suitably qualified staff, as
well as access to those staff by the Supplier.

e To provide such documentation, data and/or other information that the Supplier
reasonably requests.

e To make available to the Supplier premises, facilities, relevant ICT systems etc.

e To provide suitable on-site accommodation including vehicle access, desk space,
telephones, and network/Wi-Fi access for the Supplier staff.

e To ensure all relevant information governance and information security processes,

agreements and controls are in place.

13.2 Management and Direction

e To adhere to the PRINCE2/ recognised project management methodology.

e To provide a programme manager, one or more project managers and a range of staff
(the job roles for which will be agreed in advance) to undertake a range of tasks and roles
(agreed in the contract) covering both the implementation period as well as the live usage
period to the end of the contract term.

e To agree appropriate joint project governance with the Supplier and to ensure senior
level input (including clinicians) to the Project Board.

e To provide staff during the implementation period who will be responsible for the
design, configuration, and build (under the guidance of the Supplier), and for the

subsequent operation and maintenance, of elements of the Supplier Software.

13.3 Testing and Acceptance
e To evaluate the Supplier Software to ensure that it meets user requirements in
accordance with the agreed Testing.

e To provide sufficient testing resources to undertake UAT and other Buyer testing as
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required.

To develop and document Test scripts.

13.4 System Management

To provide skilled resource(s) to undertake system administration of the system on behalf
of the Buyer.

Housekeeping tasks including setting up of new users and their access rights.

To make available to Buyer’s staff copies of the correct operating instructions for proper
use and care of the Supplier Software.

To ensure remote access to the System is always available for the Supplier and

its Sub- contractors.

To actively scan and monitor for suspicious events and virus control according to the

Security Management Plan.

13.5 Support Services

To provide 24x7 first line support and second line help desk support services.

To collect the necessary minimum data and/or supporting information required for the
identification, replication and resolution of faults and to have the necessary training and
skills to enable problem identification between hardware, network and application so that
the call can be resolved internally or logged with the appropriate supplier.

To ensure that calls are logged and passed to the Supplier via approved methods and to
maintain a log identifying the date and time logged, priority and current status.

To make the Supplier aware of all local changes affecting the operation of the system
including system configuration and technical infrastructure changes; and

To provide a point of contact to interface with the Supplier in relation to the performance

monitoring system including involvement in service reviews.

13.6 Infrastructure, Networking and end user Devices

© Graphnet Health Ltd 2026

To provide the necessary local networking infrastructure. This includes the
communication points and authorisation for remote access to servers from the Supplier’s

designated access points.
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e To provide an Active Directory domain and to ensure that this is accessible to all remote
locations and networks required to access the Supplier Solution as well as ensuring that it
integrates with the server-based AD domain.

e To ensure system security and the control of system access.

e To provide all necessary end user devices, PCs, laptops, mobile devices, peripherals,
printers, print servers and bar code scanners, including configuring the Supplier

Software to access such devices.

e To provide end user workstation to an agreed minimum specification, and to agree to
update the minimum specification from time to time in line with the necessary
technological development required for improved functionality to be incorporated into
the Software and to preserve its supportability.

e To identify and plan for Supplier's personnel to avoid or be protected from any health
hazards and to take all reasonable precautions to protect the health and safety of the

Supplier’s personnel whilst on the Buyer’s premises.

13.7 End User Training

e To provide and host all end user training including any general PC skills training as well
as training on the Supplier’s Applications, both during the initial implementation and
thereafter, and to ensure that the correct staff attend the courses.

e To provide suitably experienced Trainers to attend the Supplier’s “Train the Trainer”
training sessions.

e To localise and customise the standard training materials provided by the Supplier.

13.8 Data Migration

Most Graphnet Population Health installations require an element of data
migration/extraction; for the purposes of the creation of the initial baseline MPI, using Acute
and GP demographic data. This can be further augmented with demographic data from other
systems, e.g., community. Graphnet has a team of experienced data migration specialists who

work with our customers to fulfil this activity during implementation.

We will work closely with the Buyer to establish and agree the following:

e The scope of the work required.
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e Individual and joint responsibilities within the workstream.

e The plan and optimum phasing of activities.

13.9 Interfacing and Integration with Legacy Systems

e To provide and operate interfaces between the Buyer’s legacy applications and the
Buyer’s integration engine and the Supplier’s integration engine, including the provision

of suitable test environment/s.
To provide the following interfacing support services:

e First line support to triage the problem to diagnose where the problem lies (i.e. on

which side of the interface) should an interface stop or not be working satisfactorily

e Communicating the fault to the Supplier using the standard helpdesk procedures; and

e Ensuring that no changes (such as upgrades) to the Buyer’s legacy systems adversely
affect the interface to the Supplier Software and if this is likely then to notify the Supplier
in a timely way so that necessary work and testing can be undertaken under the Change
Control Procedure.

To procure for the Supplier.
e Access to any legacy system/s with which the Supplier Software interoperates, and to

bear any third-party costs associated with this.

e Be responsible for ensuring that data sharing agreements and associated information
governance requirements are met so that any patient identifiable data shared with the

service is done so with the correct approvals, consent and sanctions.

e Agreements as to the patient consent model with appropriate governance bodies.
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14 Technical Requirements

Graphnet will discuss individual Buyer requirements (on-a-case-by-case scenario)
regarding all technical specifications, as this will be dependent on the scope of the
project and the number of organisations contributing to the shared care record. A basic
guideline to minimum requirements is stated below but is only given as a guideline and

would be subject to review with the Buyer.

Software & Screen Minimum 1280 x 1024 capable display
Resolution:

1920 x 1080 preferred

Microsoft Edge (Chromium, not including

use in IE Mode)

Google Chrome

Firefox

It is recommended that customers set their screen
resolution to 1280 x 1024 for optimal viewing.

For SSO/Embedded users of Graphnet Population
Health , the minimum supported screen resolution is
1280 x 1024.

The window/screen space available to Graphnet
Population Health for SSO/Embedded users must be
at least 1024 x 768 or some functionality may not be
available.

14.1 Details of any trial service available

Trial services of the Graphnet Population Health solution and other products
described under the G-Cloud framework are available where practical. For example, if
a potential customer wishes to see a system with real life data in it imported from GP
systems and Acute systems, it would incur considerable 3rd party cost from them and
us to facilitate this so it may not be practical, but if a test version of the product was

adequate with dummy data then we can facilitate that.

14.2 Sub-Contractors
Graphnet has the necessary and appropriate products, services, experience, and
© Graphnet Health Ltd 2026
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skills to provide, implement, host and support the implementation of the Graphnet
Population Health solution. Should the Buyer have specialist requirements not met by
Graphnet’s products and services portfolio then we would expect to sub-contract such
services as required. Graphnet has several years’ experience in managing sub-

contractors in this manner to meet contractual requirements.
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