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NexerlAM:
Master Your
|ldentity
Governance

Empowering organizations with a
unified platform for streamlined user
lifecycle management, access
control, and entitlement oversight.
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Unify Identity Data

Gain a single, comprehensive view
and control of all users across your
organization through an intuitive
Interface.

~
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Automate Lifecycle
Processes

Replace fragmented emails and
tickets with structured,
automated workflows for Joiners,
and Leavers.

\_
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Integrate with Entra ID

Automate Azure AD account
provisioning and updates,
significantly reducing manual
effort and potential errors.
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Manual Processes. Automated Solutions.

Traditional identity management relies on email chains, spreadsheets, and manual processes that create risk and
inefficiency. NexerlAM replaces this chaos with structured automation that ensures accuracy, speed, and auditability at

every step.
The Manual Challenge The Automated Solution
Inconsistent Data Defined Inputs Rules-Based Automation
Email-based onboarding often omits critical details like department Our platform enforces specific Approvals automatically route to
and manager assignments, creating downstream issues that require fields (e.g., Manager, Entity) the correct managers and entity
time-consuming corrections and workarounds. before any request submission. owners based on predefined
| Required data capture ensures rules. No more manual ticket
every onboarding contains the triage—the system knows
Access Delays complete information needed exactly who needs to approve
for accurate provisioning. what, when.
Manual provisioning creates bottlenecks, slowing new hires' access to
essential systems and tools. IT teams struggle to keep pace with
h requests, impacting productivity from day one. Comprehensive Audit Trail
Every request is systematically logged, creating a reliable, searchable
Audit Gaps history of all actions. Compliance teams can instantly produce evidence
of proper approval chains and access decisions.
Proving access approvals becomes impossible when relying on
scattered chat logs or email threads. Compliance audits reveal
governance gaps that expose the organization to regulatory risk.
\
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Core Functions Dashboard

Manage all identity lifecycle processes from a unified interface
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Joiner Process

Onboard new employees
with automated account
creation

Entra Object Management

Manage shared mailboxes,
distribution list, security
groups, SharePoint sites and
Teams channel

Orphan Account
Management

Monitor all user accounts

Leaver Process

Securely deprovision

accounts for departing staff

Audit Log & Traceability

Track pending approval
requests and workflows

Entitlement Management

Create and update access
rights and licenses

Non-Human Identity
Management

Control your service
identities

Third Party Identity
Management

Manage third party
companies and identities



System Integration

Seamless real-time synchronization with Microsoft Entra ID

System Integration Architecture

NexerlAM™

O
¢ Platform

Identity Lifecycle Manager (b Microsoft Entra ID

Azure Active Directory

B Identity Records
User profiles & attributes

R

@ User Accounts

Azure AD user objects

Real-time Sync

SCIM / Gl‘aph API
Secure TLS Channel 9 Access Policies

@ Entitlements Engine

Permissions & role assignments

Roles & permissions

Qo Workflow Engine

Approval & automation logic

Auto-Provisioning Entitlements Sync Identity Updates Deprovisioning
Automatically create and Real-time synchronization Propagate identity changes Securely disable accounts
configure Entra ID accounts of permissions and role to Azure AD in real-time and revoke access for
upon approval assignments to Azure leavers
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IDENTITY

& Create Identity
& Update Identity
& View Ildentity

ACCESS

& Accounts

&8 Create Entitlement
& Update Entitlement
ce View Entitlement
MANAGEMENT

e View Requests

(z Configurations

Amit Kumar : AK
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Q. Search...

Welcome back, Amit .

Good Afternoon, Here's what's happening with your identity platform today

S Total User

127 o e

Update: January 27, 2026

Total Request
174 o

Update: January 27, 2026

Request Overview

0
22 Total Accounts

744

Update: January 27, 2026

(-9  Total Configuration

76

Update: January 27, 2026

0 12%

0 12%

Amit Kumar
No Assigned Position




Third Party Company Management

Streamlined Third Party Onboarding

Securely onboard and manage third-party companies with integrated risk assessment and governance controls.

o e

Company Details Azure Integration
Fill in comprehensive company information and Connect third-party Azure environment to pull risk
designate a sponsor for oversight scores automatically

Risk Evaluation Ongoing Governance
Assess and evaluate risk scores to determine access Monitor and manage third-party access and compliance
levels and security requirements continuously
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Automating the JML Lifecycle

NexerlAM automates the entire employee lifecycle—Joiners, Movers, and Leavers—eliminating manual intervention and
reducing errors. Each phase follows structured workflows that ensure consistency, security, and compliance throughout

the user journey.

View Request

View Account Details

Update Summary Form So User Details @ Question and Answer

Approvers

Approval date T...~  Approval Status v Approver Email ~ Approver Name v Comments ~ Group /UserE... v Userv

1/26/2026 9:15 AM Approved Sunil.Saurabh@iame.. Sunil Saurabh Approved Sunil.Saurabh@iame... Demoprep Test

1/26/2026 9:16 AM Approved Sunil.Saurabh@iame Sunil Saurabh Approved Test_IAM-Tool_21Au... Demoprep Test

Seamless Onboarding

Standardized forms capture all new user details, initiating an automated
workflow from user submission and manager approval to automatic
Entra account creation.

Impact: Fully automates Entra (Azure AD) account provisioning,
reducing onboarding time from days to hours.

Secure Offboarding

Set a definitive "End Date" for employees or contractors. The system
automatically disables accounts and revokes access on the
scheduled date.

Action: Prevents unauthorized access, ensuring security compliance

upon departure and eliminating orphaned accounts.
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Dynamic Attribute Updates

Administrators update user attributes like Manager or Department
through the Update Identity workflow. Each change triggers an
approval process, ensuring data integrity and validity.

Control: Ensures data accuracy through structured approvals,
preventing unauthorized or incorrect changes.
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User Details Application Accounts

Employee ID
CON-001169

First Name
Demoprep

Last Name

Test

User Principal Name

demoprep.test@iametest.onmicrosoft.com

Mobile Phone

+27-567767667

Office Location

Cape Town

Full Name

Demoprep Test

Account Enabled

Mo

Country

South Africa

Cancel

Access Rights
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User Details Application Accounts Access Rights
@ View

Display name ~ User principal n... ¥ Job Title ~ Employee Id -

Demoprep Test (Admin) demoprep.test.ad... IT Consultant CON-001169

Demoprep Test demoprep.test@i... IT Consultant CON-001169
4 ;
Rows: 2

Cancel

10



Intelligent Inventory & Visibility

Unified Account Inventory

Comprehensive Account Identity-Account Mapping Instant Account Status

View
Verify account status

: : : Seamlessly map accounts to
Gain a consolidated view of all Y P (active/disabled) instantly,

: their identities, providing clarity S ,
accounts, encompassing those , eliminating the need to log into
on ownership and purpose for

Mmanaged by Nexer|AM and the Azure portal and saving

: . each.
discovered in Entra ID. valuable time.
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Master Your Entitlements

Precision Access Control

NexerlAM delivers powerful tools to define, manage, and secure access across your organization.

Define Entitlements Maintain Accuracy Gain Visibility

Create and define groups, distribution  Easily update entitlement descriptions A dedicated "View Entitlement"
lists, and shared mailbox directly and ownership details as business screen shows all available access
within the tool using structured needs evolve. options at a glance.

workflows.
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Operations & Tracking
Gain Visibility

NexerlAM provides comprehensive tracking and configuration, delivering real-time insight into your identity operations.

Request History Real-time Status System Configuration

Access a simple, searchable log of Users and administrators can Manage system settings, approval

all past and active requests across Instantly view request statuses: "In mappings, and workflow

Joiner and Leaver workflows. Progress," "Completed," or customization from a dedicated
"Rejected." administrative area.
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Experience the advantage

1

2

S

Perfect for Medium IAM as a Service A secured solution
Enterprises
More than SaaS: NexerlAM delivers a A secure. Azure-contained solution
Simplify your Identity Governance with 5-in-1 service with change that pr;)tects your data without
maximum efficiency management, integration, and daily expanding your attack surface.

administration—at a fixed price.
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Contact us for a demo

Anthony Mornet
Founder & CEO
anthony.mornet@iamexperts.org

Christophe Cumenge
Director of Operations
christophe.cumenge@iamexperts.org

Thuy Cory
Head of Account Management & Marketing
thuy.cory@iamexperts.org
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