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THE COMPANY

Formed in 2006, privately owned and financed. Solid 
track record of delivery and financial performance. UK 
Headquartered (Hertfordshire). Providers of G-Cloud 
services (and other government frameworks) for 18
years.

Specialists in the design, build/operate and assurance
of high-impact level security information solutions for
government and commercial entities

Specialists in cyber and information security
governance principles & design, with a primary focus on 
human factors

Xpertex
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Government 

Manufacturers 

Professional bodies

NHS Trusts 

Educational

Security organisations

BUSINESS UNITS

• Cyber and Information Security Advisory
Provision of a range of information security advisory services. Covering corporate
information security risk, C-suite mentoring and advice, vulnerability assessments 

and remediation advice, secure design, plus client-side certification and policy 

advisory (NCSC, ISO2700x, HM Government security principles)

• Secure Products

Security systems integrator for secure supply-chains. Hardware and software 

sourcing and assurance services including obfuscated supply.

• Secure Projects

Provides consultancy resources for secure government projects and commercial 

organisations from highly skilled pool of Xpertex resources.

Sectors

Company Summary
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https://www.ncsc.gov.uk/
https://www.iso.org/standard/73906.html
https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles
https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles


Service Definitions Overview

Service Definition



ADVISORY

INFORMATION SECURITY & 
ASSURANCE

We provide expertise, knowledge & advice
throughout the client engagement with an
emphasis on HUMAN FACTORS.

SOCIAL 
ENGINEERING

We empower employees to employ and develop 
countermeasures to reduce the disruption and 
loss incurred as the result of a social 
engineering attack.

Using international and industry specific 
standards we help organisation's assess, 
present and treat risk to their assets.

INCIDENT MANAGEMENT & 
RESPONSE

We provide effective response to information 

breaches and support our clients to deliver 

effective containment of incidents.

Security Services

THREAT & VULNERABILITY 
ANALYSIS

Product from our threat & vulnerability analysis 
shapes remedial planning and execution, and
drives a regular client security monitoring and 
action regime.

DUE DILIGENCE AND M&A 

SUPPORT

Complementary to traditional financial due 
diligence, our services focus upon the 
individuals behind an organisation: executives 
and persons with significant control.
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G-Cloud 15 Service Definition

PROPRIETARY INFORMATION – COMMERCIAL

Xpertex provides professional services and 
products relating to the technical assurance and 
delivery of cloud and secure IT infrastructures.

• Provision of network security devices (Juniper, 
SonicWall, Arista, Palo Alto).

• DV/SC staff augmentation.

• Cyber/information security advisory.

• Secure network design, assurance and 
implementation.

• Programme/commercial advisory.

• Compliance assurance (IT, Security).

Security services

• Security strategy.

• Security risk management.

• Security design.

• Cyber security consultancy.

• Security testing.

• Security incident management.

• Security audit services.



Service Benefits
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• Vendor neutral assurance of systems, 
approaches and deliverability.

• Alignment with Government and Industry
security and information handling regimes

• Security hardening and information 
assurance.

• Value for Money

• Supply-chain risk management

Service features

• Technical design, assurance and 
independent advice

• Requirements capture, elaboration and
through-life assessment

• Independent Information Assurance and 
security hardening

• Through-life assessment and ongoing 
advisory

• Provision of DV/SC cleared resources

• Scoping, specification and sale of network 
security devices



Planning
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How the planning service works

Our approach to help buyers plan their cloud services is derived from over a decade's 
experience of advising government departments and their supply chains. We adopt a risk 
and opportunities led approach to planning, focusing on the definition and ratification of 
requirements.

We provide business analysis services that in turn become part of a solution outline and 
which then underpin the subsequent design, delivery and trade-study assessments.

We work in PRINCE2, MSP or Agile frameworks. Planning approaches are tailored to meet the 
organisations that we work with and at all stages reflect the culture we work in and the 
delivery drivers and desired effect.



Cyber & Information Security (CIS) Advisory

Xpertex:

▪ Expert teams from military, defence, intelligence 
and secure technology backgrounds

▪ Independent and objective and focused on
outcomes and effects

▪ Assesses an organisation’s culture and 
processes and not just the technology

▪ Takes clients on a journey beyond ‘just
compliance’

▪ Uses the ISO 27000 and 28000 series of 
standards, as well as guiding clients through 
Cyber Essentials and Cyber Essentials Plus

▪ Core tooling and methodologies that are used 
within a proven Xpertex delivery framework
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INFORMATION SECURITY & 
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throughout the client engagement with an
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Core CIS Advisory Services
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