Boxphish - Service
Definition

The Service

Boxphish is a low-touch cyber security awareness training (SAT) platform that arms
organisations—and their people—with the tools and knowledge needed to spot cyber-
attacks.

This is achieved by combining real-world phishing simulations, quality training content
and actionable analytics into a single platform.

The platform is simple to deploy, easy to manage and proven to boost organisation-
wide cyber awareness, fast.

Since 2018, we’ve been helping organisations including Macmillan, Jaguar Land Rover,
Police Scotland, Cambridge University and Greater Manchester Combined Authority

strengthen their cyber defences by empowering their people to spot cyber-attacks.

Along the way, we have set the standard for what a people-first approach to cyber-SAT
looks like, and how to measure it.

Customer Success
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The Boxphish
platform

The Boxphish platform has three core areas; all of which are included in a single
license cost. Customers get unrestricted access to all areas—including feature
updates throughout the duration of contract—with no hidden costs.

Phishing simulations

Our library of phishing simulations allow you to test your
organisations susceptibility to attack and raise internal
awareness amongst employees on the latest threats. Choose
from a library of ready-made templates that mimic real-world
attacks and track the results.
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Training courses (including custom content)

Follow simulations with focused, relatable training content that
educates your employees on best-practice cyber security
advice. A mixture of short video-based learning and quizzes
ensure training is delivered in a way that is engaging and
maximises information retention.

Reporting suite

N Use our analytics to pinpoint weak spots following a phishing
simulation, track training course completion rates, and monitor

your improving cyber awareness culture. Out-of-the-box

dashboards are perfect for evidencing your cyber-SAT efforts.
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Reporting
suite

Monitor and evidence your improving cyber security culture via
our market-leading reporting suite.

Pinpoint weak spots within your organisation following a simulated phishing
attack, monitor course completion rates and keep a close eye on your
improving cyber security culture, all from a single location.

We offer a wide range of reports and pre-built dashboards that allow you to
track all aspects of your cyber security training. Whether that’s drilling into
your most at-risk departments—so that you can target your training content to
areas where it will have the biggest impact—or evidencing your cyber efforts
for board-level reporting and compliance.

For more information contact Security Software Solutions Ltd
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Our top dashboards

E‘E.I?ﬁ :

7 BOXPHISH

Summary dashboard

Get a complete overview of your

account cyber health. Track your

organisations risk score and monitor

all cyber awareness activity. 2
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Simulations dashboard

Keep a close eye on your phishing ﬂ
i i i ﬁﬁﬁﬁﬁ
simulation p.erformance. Monitor the ﬁﬁﬁiﬁa-ﬁ
number of sims sent, track your most
clicked sims and spot at-risk end users.
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Training course dashboard i

Monitor course completion rates from a
single location. Track the number of courses

sent and see how your employees are . EEE I H .

scoring.
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Dark web scanning

Monitor the dark web to identify usernames and passwords that
have been leaked as part of a corporate data breach and pose
potential threats to your organisation.

Gain access to a leading platform that constantly monitors and inspects
information originating from data breaches across the internet, looking for
credentials that could be associated with your organisation.

Tens of thousands of leaked username and password combinations are
typically located every day which have been made available on dark markets
and closed forums. Pro-actively identify this data and respond appropriately to
ensure maximum protection for your organisation.
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Dark web
scanning

Usernames and passwords leaked by 3rd party applications are a classic method
used by criminals to gain access to organisational systems. Whether it’s through
direct logins to cloud providers or internet accessible RDP services, there are
numerous ways attackers have found to use leaked credentials to cause damage to

organisations.

Stay one step ahead of corporate data breaches with proactive credential

monitoring.

Proactive credential monitoring

Continually monitor billions of account
credentials passing through dark markets
and criminal forums, looking for the few
hidden accounts that might impact your
organisation.

Prioritise and act on threats

Intelligent risk engines identify which
leaked usernames and passwords have
the highest potential of resulting in
corporate damage and therefore require
immediate attention.
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Designed with you in
mind

Simple, quick and scalable deployment

@ A low-touch platform with built-in automation

@ A quality product coupled with industry leading service

Everything is accessed from a single platform that has been designed with simplicity
and automation in mind. Deployment is quick and scalable, from a single organisation
with 50 employees through to global enterprises with tens of thousands.

The platforms low-touch nature means you can set and forget; focusing on the day
job. You'll have complete confidence that your employees are getting the training
they need to protect themselves, and your organisation, without reliance or strain on
internal resources.

With Boxphish, you don’t just get a quality product, you also benefit from an industry
leading service. So, unlike alternative cyber-SAT platforms, when you choose our
product, you also get our partnership. Our team will not only assist you with set-up
and deployment, but day-to-day support queries and on-going success management.

For more information contact Security Software Solutions Ltd
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Customer service plan

Document objective
Service Level Agreements (SLAs) define how we respond to your issues and

requeasts. They reflect our reliability, efficiency and confidence in the support that
we provide.,

Support hours
Standard support hours are Mon-Fri, 8.30am to 5.00pm (UK time).
How to contact

* Email to submit a support ticket: support@boxphish.com
+ Telephone: 0B00 8611318

How we work out priorities

Qur SLA timers depend on the priority of your issue or request. When you raise a
ticket with us, we make an assessment based on the information you have given
us. We'll let you know the priority we have assigned, but are happy to take
extenuating cireumstances into account, if you feel the priority should be
recategorised.

Priority is based on two factors: severity and impact

Severity: This is how many people are affected by the incident:

« LOW One person or small group of people affected.
« MEDIUM Large group of people affected such as an entire tenancy.
« HIGH Whole organisation is affected.

Impact: This relates to how disruptive the incident is:

« LOW There's an easy and effective workaround, so this is more an irritation
than a stoppage.

+ MEDIUM Operational efficiency is degraded, but there is either a reasonable
workaround or other members of the team are unimpeded.

+ HIGH The issue is critical and one or more major business processes are
stopped.
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Customer service plan

Examples of priorities

* PRIORITY 1 - The portal is unavailable (everyone is affected, and a major
business process is stopped.

« PRIORITY 2 - A customer facing element is unavailable. i.e., reporting module
(everyone is affected, and efficiency is degraded).

* PRIORITY 3 - Functionality unavailable for certain users. i.e,, issues with a single
tenancy (certain users affected).

* PRIORITY 4 - A cosmetic issue with the portal, such as a typo, or an issue
affecting a single user (your efficiency is lower but you're the only person
affected). A question from Boxphish that needs development input.

Target response and resolution times

PRIORITY 1 1 hour Worked on Every hour
continuously until
a resolution is

found, with a

maximum target

of 4 hours
PRIORITY 2 2 hours 8 hours Every 2 hours
PRIORITY 3 4 hours 16 hours
PRIORITY 4 1 day 40 hours

Platform availability

Platform 99.95%

Reporting suite 99.95%
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BOXPHISH

Boxphish Data Processing Agreement
(DPA)

This DPA and its Schedules form part of the License Agreement.

Boxphish may update this DPA from time to time. If you are a customer of Boxphish, we will let you
know when we update this DPA via email. If you require a signed version of this DPA, please contact us
at legal@boxphish.com

Definitions

In this DPA, unless the text specifically notes otherwise, the below words shall have the
following meanings:

Terms of Agreement

This DPA supplements the License Agreement and makes legally binding provisions for
compliance with the Data Protection Legislation. As per the requirements of the Data
Protection Legislation, all processing of personal data by a Processor (Boxphish) on behalf of a
Controller (the Customer), shall be governed by a contract. The terms, obligations and rights
set forth in this DPA relate directly to the data processing activities and conditions set out in
Schedule 1.

Rights and Obligations of the parties
Both parties shall comply with the Data Protection Legislation. This DPA is in addition to, and
does not relieve, remove or replace, a party’s obligations under the Data Protection

Legislation.
The parties acknowledge that:
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Schedule 1 sets out the scope, nature and purpose of processing by the Processor, the
duration of the processing and the types of personal data and categories of Data Subject.

the Personal Data may be transferred or stored outside the EEA or the country where the

under this DPA.

51

3.1

process that Personal Data only on the written instructions of the Controller
unless the Processor is required by the laws applicable to the Processor to process
Personal Data (Applicable Laws). Where the Processor is relying on Applicable
Laws as the basis for processing Personal Data, the Processor shall promptly
notify the Controller of this before performing the processing required by the
Applicable Laws unless those Applicable Laws prohibit the Processor from so
notifying the Controller;

ensure that it has in place appropriate technical and organisational measures,
reviewed and approved by the Controller, to protect against unauthorised or
unlawful processing of Personal Data and against accidental loss or destruction
of, or damage to, Personal Data, appropriate to the harm that might result from
the unauthorised or unlawful processing or accidental loss, destruction or
damage and the nature of the data to be protected, having regard to the state of
technological development and the cost of implementing any measures (those
measures may include, where appropriate, pseudonymising and encrypting
Personal Data, ensuring confidentiality, integrity, availability and resilience of its
systems and services, ensuring that availability of and access to Personal Data can
be restored in a timely manner after an incident, and regularly assessing and
evaluating the effectiveness of the technical and organisational measures
adopted by it);

ensure that any personnel engaged and authorised by the Processor to process
such Personal Data have committed themselves to confidentiality or are under an
appropriate statutory or common law obligation of confidentiality;

not transfer any Personal Data outside of the UK or EEA unless the following
conditions are fulfilled:

the Controller or the Processor has provided appropriate safeguards in relation to
the transfer;

the Data Subject has enforceable rights and effective legal remedies;

the Processor complies with its obligations under the Data Protection Legislation
by providing an adequate level of protection to any Personal Data that is
transferred; and

the Processor complies with reasonable instructions notified to it in advance by
the Controller with respect to the processing of the Personal Data.

assist the Controller, at the Controller's cost, in responding to any request from a
Data Subject and in ensuring compliance with its obligations under the Data
Protection Legislation with respect to security, breach notifications, impact
assessments and consultations with supervisory authorities or regulators;

at the written direction of the Controller, delete or return Personal Data and
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copies thereof to the Controller on termination of the License Agreement unless
required by Applicable Laws to store the Personal Data;

.2

where applicable, employ a Data Protection Officer if required.

B2

The Processor shall ensure that where a Sub-Processor is used, they: -

only engage a Sub-Processor with the prior consent of the Controller (and the Controller
hereby consents to the use of the Sub-Processors listed in Schedule 2).

inform the controller of any intended changes concerning the addition or replacement of
Sub-Processors

B

assist the Controller in providing subject access and allowing data subjects to exercise their
rights under the Data Protection Legislation. If the Processor receives a request for an
individual right directly from an individual, the Processor shall forward the request to the
Controller within five (5) days and await written instructions from the Controller on how, if at
all, to assist in responding to the request.

assist the Controller in meeting its data protection obligations in relation to:
the security of processing;
data protection impact assessments; and

the investigation and notification of Personal Data Breaches as set forth herein.

The Processor shall comply with the Personal Data Breach-related obligations directly
applicable to it under the Data Protection Legislation and, taking into account the nature of
processing and the information available to the Processor, shall assist Controller in complying
with those applicable to Controller, including by:

notify the Controller without undue delay on becoming aware of a Personal Data
breach:

within such time period, and without undue delay as the information becomes
available after that (and in any event at least once each day that there is new
information), informing Controller of the following (and of any reasonably
available information that could help Controller independently assess the
following):

The nature of the Personal Data Breach, including, where possible, the
categories and approximate number of data subjects concerned and the
categories and approximate number of Personal Data records concerned;

The likely consequences of the Personal Data Breach; and

Measures taken or proposed to be taken by the Processor to address the
Personal Data Breach, including, where appropriate, measures to mitigate
its possible adverse effects; and
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promptly providing the Controller with other information and records sufficient to
document the Controller's and the Processor's compliance with the Personal Data
Breach-related requirements of Applicable Laws; and

following a Personal Data Breach, providing reasonable assistance and
cooperation to Controller to take measures that in Controller's reasonable
determination (i) reduce the risk to individuals whose Personal Data was involved,
or (ii) otherwise help Controller qualify for an exemption from a legal requirement
to notify an individual or a supervisory authority of the Personal Data Breach.

The Processor shall maintain a record of all categories of processing activities carried out on
behalf of the Controller, containing:

the name and contact details of the Processor;
the categories of processing carried out on behalf of each Controller;

transfers of personal data to a third country or an international organisation, including the
identification of that third country or international organisation and, the documentation of
suitable safeguards; and

a general description of the technical and organisational security measures referred to in
Article 32(1) of the GDPR.

The Processor shall maintain records of processing activities in electronic form and shall make
the record available to Controller or applicable supervisory authority in coordination with
Controller, on request.

When assessing the appropriate level of security and the subsequent technical and
operational measures, the Processor shall consider the risks presented by any processing
activities, in particular from accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to personal data transmitted, stored or otherwise processed.

Relationship with the License Agreement

Except for any variations made by this DPA, the License Agreement remains unchanged and
in full force and effect. If there is any conflict between this DPA and the License Agreement,
this DPA shall prevail to the extent of that conflict.

Any claims against the Processor under this DPA shall be brought solely against the entity
that is a party to the License Agreement. In no event shall any party limit its liability with
respect to any individual's data protection rights under this DPA or otherwise. The Controller
further agrees that any regulatory penalties incurred by the Processor in relation to the
Personal Data that is caused by the Controller’s failure to comply with its obligations under
this DPA or any applicable Data Protection Legislation shall count toward and reduce the
Processor's liability under the principal contract as if it were liability to the controller under the
principal contract.

No one other than a party to this DPA, its successors and permitted assignees shall have any
right to enforce any of its terms.

General

This DPA applies where and only to the extent that the Processor processes Personal Data
that is subject to Data Protection Legislation on behalf of the Controller as Data Processor in
the course of providing Services pursuant to the License Agreement.

The Controller agrees that it has provided notice and obtained (or shall obtain) all legal bases
necessary under Data Protection Legislation for the Processor to process the Personal Data
and provide the Service pursuant to the License Agreement.

The provisions of this DPA shall survive the termination or expiration of the License
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Agreement for so long as the Processor or its direct or indirect subcontractors have custody,
control or possession of the Personal Data.

The Controller may disclose this DPA and a copy of the relevant privacy and security
provisions of the License Agreement to a regulator or Controller customer if required by
Applicable Laws or by contract provisions that the Controller entered into with its customers
or third parties to legitimise the transfer of the Personal Data from the customer or third party
to the Controller under Applicable Laws.
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SCHEDULE1

Processing Details

The Controller named in this DPA has appointed the Processor with regard to specific
processing activity requirements. These requirements relate to provision of the Software and
Service,

The duration of the data processing under this DPA is until the termination of the License
Agreement in accordance with its terms.

The purpose of the data processing under this DPA is the provision of the Processor's Service
and Software and the performance of the Processor's obligations under the License
Agreement and this DPA or as otherwise agreed by the parties.

The nature of the processing is the provision of cyber security educational services.

The requirement for the Processor to act on behalf of the Controller is with regard to the
below type(s) of Personal Data and categories of Data Subjects:

Controller and User (as defined below) data including: identification and contact
data (name, date of birth, gender, occupation or other demographic information,
address, title, contact details (including email address), personal interests or
preferences (including purchase history and marketing preferences); IT
information (IP addresses, usage data, cookies data, online navigation data,
location data, browser data); financial information (credit card details, account
details, payment information).

Any individual accessing and/or using the Software through the Controller's
account (Users) and whose information is stored on or collected via the Software.

The Processor can demonstrate and provide sufficient guarantees on a confidential basis as to
the implementation of appropriate technical and organisational measures taken to ensure
data security and protection including;

Continued adherence to best practices relating to data security as described in
the Boxphish Information Security Policy; and

The obligations and rights of the Controller and Processor are set out in clause 3
of this DPA
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SCHEDULE 2

Sub-Processors

SUB-PROCESSOR NAME PURPOSE OF TYPE OF DATA
PROCESSING PROCESSED

AWS Hosted Services Infrastructure

Fresh Desk Technical Support Customer information

HubSpot Marketing Customer information

AWS Simple Email Service Basic user information

Salesforce Customer management Customer information
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