
Boxphish – Service 
Definition

Boxphish is a low-touch cyber security awareness training (SAT) platform that arms 
organisations—and their people—with the tools and knowledge needed to spot cyber-
attacks. 

This is achieved by combining real-world phishing simulations, quality training content 
and actionable analytics into a single platform. 

The platform is simple to deploy, easy to manage and proven to boost organisation-
wide cyber awareness, fast.

Since 2018, we’ve been helping organisations including Macmillan, Jaguar Land Rover, 
Police Scotland, Cambridge University and Greater Manchester Combined Authority 
strengthen their cyber defences by empowering their people to spot cyber-attacks.

Along the way, we have set the standard for what a people-first approach to cyber-SAT 
looks like, and how to measure it. 

The Service
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The Boxphish 
platform

Phishing simulations

Our library of phishing simulations allow you to test your 
organisations susceptibility to attack and raise internal 
awareness amongst employees on the latest threats. Choose 
from a library of ready-made templates that mimic real-world 
attacks and track the results. 

Training courses (including custom content)

Follow simulations with focused, relatable training content that 
educates your employees on best-practice cyber security 
advice. A mixture of short video-based learning and quizzes 
ensure training is delivered in a way that is engaging and 
maximises information retention. 

Reporting suite

Use our analytics to pinpoint weak spots following a phishing 
simulation, track training course completion rates, and monitor 
your improving cyber awareness culture. Out-of-the-box 
dashboards are perfect for evidencing your cyber-SAT efforts.

The Boxphish platform has three core areas; all of which are included in a single 
license cost. Customers get unrestricted access to all areas—including feature 
updates throughout the duration of contract—with no hidden costs.
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Reporting 
suite

Monitor and evidence your improving cyber security culture via 
our market-leading reporting suite.

Pinpoint weak spots within your organisation following a simulated phishing 
attack, monitor course completion rates and keep a close eye on your 
improving cyber security culture, all from a single location.

We offer a wide range of reports and pre-built dashboards that allow you to 
track all aspects of your cyber security training. Whether that’s drilling into 
your most at-risk departments—so that you can target your training content to 
areas where it will have the biggest impact—or evidencing your cyber efforts 
for board-level reporting and compliance.
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Our top dashboards

Summary dashboard

Get a complete overview of your 
account cyber health. Track your 
organisations risk score and monitor 
all cyber awareness activity.

Simulations dashboard

Keep a close eye on your phishing 
simulation performance. Monitor the 
number of sims sent, track your most 
clicked sims and spot at-risk end users.

Training course dashboard

Monitor course completion rates from a 
single location. Track the number of courses 
sent and see how your employees are 
scoring.
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Dark web scanning

Monitor the dark web to identify usernames and passwords that 
have been leaked as part of a corporate data breach and pose 
potential threats to your organisation.

Gain access to a leading platform that constantly monitors and inspects 
information originating from data breaches across the internet, looking for 
credentials that could be associated with your organisation.

Tens of thousands of leaked username and password combinations are 
typically located every day which have been made available on dark markets 
and closed forums. Pro-actively identify this data and respond appropriately to 
ensure maximum protection for your organisation.
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Dark web 
scanning

Proactive credential monitoring

Continually monitor billions of account 
credentials passing through dark markets 
and criminal forums, looking for the few 
hidden accounts that might impact your 
organisation.

Prioritise and act on threats

Intelligent risk engines identify which 
leaked usernames and passwords have 
the highest potential of resulting in 
corporate damage and therefore require 
immediate attention.

Usernames and passwords leaked by 3rd party applications are a classic method 
used by criminals to gain access to organisational systems. Whether it’s through 
direct logins to cloud providers or internet accessible RDP services, there are 
numerous ways attackers have found to use leaked credentials to cause damage to 
organisations. 

Stay one step ahead of corporate data breaches with proactive credential 
monitoring. 
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Designed with you in 
mind

Everything is accessed from a single platform that has been designed with simplicity 
and automation in mind. Deployment is quick and scalable, from a single organisation 
with 50 employees through to global enterprises with tens of thousands. 

The platforms low-touch nature means you can set and forget; focusing on the day 
job. You’ll have complete confidence that your employees are getting the training 
they need to protect themselves, and your organisation, without reliance or strain on 
internal resources. 

With Boxphish, you don’t just get a quality product, you also benefit from an industry 
leading service. So, unlike alternative cyber-SAT platforms, when you choose our 
product, you also get our partnership. Our team will not only assist you with set-up 
and deployment, but day-to-day support queries and on-going success management. 

Simple, quick and scalable deployment

A low-touch platform with built-in automation

A quality product coupled with industry leading service
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