IDENTITY MATURITY

ASSESSMENT

Align your organisation to NIST2.0
CSF and NCSC CAF Standard
controls and control objectives.
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KEY IMPACT

IDENTITY MATURITY ASSESSMENT

Strengthens Cyber Resilience
Systematic, outcome-based approach to managing cyber risks, protecting essential functions and
detecting threats early.
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Improves Risk Visibility and Decision-Making
Enables organisations to define their risk appetite, prioritise investments, and allocate resources
effectively.




7 Service Description CI“NNOVATE

/
7 Over a series of workshops, we will quickly establish how your organization’s people, technology and
processes align to both NIST, NIS 2.0 and NCSC Cybersecurity Assessment Framework (CAF) standards.
7 f\"‘u ' Quantitative Risk SCORE
Y | ‘0"'",""./ /\ z = Aseries of workshops for gathering and consolidating information from multiple sources and

reviewing existing documentation enables us to score each element in our proprietary model to
output a Risk Score.

Target State Future Analysis

= Definition of an IAM target state taking into consideration the organisation’s own risk appetite and
overall IAM vision.

* Provide recommendations on approach, priorities and frameworks.

Gap Analysis
= Development of work packages to progress the organisation from the current state to the defined
target state and associated risk profile gap.

Roadmap

= |dentifies discrete work packages and their associated order to meet target level maturity backed by
sequenced work packages and associated return on investment. Low-cost but high-benefit work
packages can be identified as low-hanging fruit and can appear earlier in the roadmap.



Identity Maturity Assessment & Strategy Overview

9
The purpose of a maturity assessment is to develop an IAM strategy through a roadmap of activities with the aim to identifying a number of NO VA TE

work packages to uplift overall IAM security and the maturity of the organisation's IAM, PAM, and Governance strategy, processes, and

technology.
Drivers for change — the Why? Deliverables
The evolving threat landscape * C-Suite level report
Establishment of central authentication * Your risk score against NIST and NCSC
Enhancement of security and privacy across the * Current identity state findings and maturity rating
organization. * Defined identity target state based on risk appetite

and target maturity level providing a 360 view
* Roadmap with prioritised work packages with
associated ROI and sequencing

Reduced risk and management of information access
Improved compliance using standards like NIST and NCSC

What is looked at? What value do you get?

Demonstrates proactive activities to manage identity for
the Board, CFO and CEO of organisations

Reduce business risk

Understanding of priorities and funding requirements
Improved clarity on risk profile and the likelihood of

Identity as a whole; people, business processes and the
technology stack

Identity Governance & Administration - IGA

Privileged Access Management — PAM (Privileged

Access) cyber attacks
Advanced Authentication (Access Management, A framework to help you with future planning and
Credential Management, Federation, MFA, SSO) projects

“A Maturity Assessment is a great approach if you don’t know where to start, you need to seek funding,
or are concerned about your risk profile or compliance obligations”



> WHAT WE DO

@ <~ RiskAppetite vs. Maturity
A series or workshops where we
evaluate your organisation’s risk
appetite against identity maturity.
We agree your risk level and
provide a route to get there.

® & Metric Based Analysis
NIST 2.0 and NCSC CAF controls and

control objectives combined with
RISK against Confidentiality,
Integrity and Availability (CIA) of
data stored across critical assets.

. % Alignment with your industry
With experience across

Technology, People and Processes
in all sectors we align the model
to support what's important in
your organisation.

Business case orientated output

Reporting designed for presenting
to senior executives, and technical
teams.
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Digital Identity
Maturity Assessment

> WHAT YOU GET

Funding

An independent review of your
organisation to support funding
conversations at board level. A clear
roadmap to executives on ROI, maturity

improvements and mitigation of risk across

the organisation.

Security landscape visibility

A 360-degree view of your identity maturity.
It will highlight areas of low level of maturity,

details of risk and potential corporate
exposure.

Key Priorities

A holistic view of the key priorities that form
part of an investment plan and driver for risk
reduction and provisioning of a more robust

identity framework.

Improved Compliance
Clear insight to yourself, the broader

executive/leadership team and the identity
team at how well the organisation is aligned

to industry standards.



OUR APPROACH

Dedicated Engagement
Owner

Program Delivery
Quality Assurance (QA)

Innovate Engagement
Reviews

A passionate delivery
team
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delivery methodology.

A

Through fast-paced and interactive sessions, minimal
viable products (MVP), workshops and our proven

.

We use a process of divergent and convergent thinking to

gather a broad range of perspectives and then focusin on

what matters the most.

7 G

Through structured, succinct and precise formal

governance

We work with the broader organization to prepare for and

deliver formal project governance forums.

Typically, we would have:

* Weekly project status meetings and RAID reviews;

* Fortnightly Design Authority sessions;

hly project steering committees.
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Project Team

Confident: That you're in
good hands and you know
what to expect.

Excited and engaged:
Through involvement in a
rapid, robust MVP, design
process and exposure to
industry best practice
thinking on identity
processes and services

Trust: That when issues
are raised or challenges
encountered, you have a
partner that will respond
to them proactively and
without hesitation.
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Key Stakeholders and
Executives

Included: Through direct
engagement.

Clarity: Of decision points
and developmental
progress.

Understanding: How the
new processes will derive
greater value for your
community.

Certainty: That we are
clear on where value is
added into processes and
that these areas have
been prioitised.

Reassured: That
outcomes are informed
and aligned to yout
strategy and desired
future state.

Your Community i

Valued & Included: The
broader community will
have the opportunity to
have a say in the
development and MVP of
the identity solution.

Informed: Regular

program communication

will keep everyone on

track with what’s 1)

happening. "'{
LN

Ready: To use the new

process and systems.




Customers and Innovate — Our Partnership

NNOVATE

We are uniquely positioned to partner with you on this exciting opportunity. We value collaboration and we love to work on the big issues and are thrilled to have the

opportunity to partner with you.

Commitment — in this with you

Ownership —with you, not

Trust — Market Leader

Confidence — we have done

* Clear expectations. Together, we
define a clear set of expectations
so you know what will be delivered
and when.

* Transparent reporting. Regular
progress reporting ensures you are
aware of issues or blockers, and
how we plan to resolve them.

* Proactive issue resolution. We
report solutions, not problems.
Identifying issues and bringing the
information to the team.

* Accountable for results. Our
success is your success. We take
accountability for delivering the
outcomes required.

* Continuous improvement. Our
approach is to seek feedback and
adjust if necessary, ensuring targets
are met.

‘for’ you

Understanding. Working closely
with our customers to understand
your unique requirements helps us
build a strong foundation for
collaboration.

Joint problem-solving. Our teams
work with you in joint problem-
solving rather than simply telling
you what to do.

Open communications. We
maintain open lines of comms
throughout the collaboration.
Providing regular updates and

seeking feedback, as a partnership.

Shared ownership. By sharing
ownership of the challenges and
celebrating achievement, success
helps promote a shared
commitment to succeed.

Expertise. Our IAM specialists have
a deep understanding of Okta and
their competitors' products and
services. We provide expert advice
and guidance for all touch-points of
our solutions.

Responsiveness. Available and
approachable, we respond to
inquiries in a timely manner.
Customer-centric approach. We
put our customers first. Tailoring
solutions to meet bespoke
requirements and deliver
successful outcomes.
Results-driven. We focus on
delivering results for our customers
and we achieve this by setting clear
goals and objectives. We’re
committed to our customer’s
success.

Thought leadership. As a
technology innovator we offer
innovative and valuable insights to
our customers.

this before

* Versatile. By working with

customers across multiple sectors
we have developed a versatile
skillset, enabling us to adapt to
new challenges.

Proven track record. We have a
proven track record of success
having worked with many
customers over the years.
Reputation. Having delivered large-
scale enterprise solutions through
to enhancement works to existing
environments using our digital
identity delivery methodology, we
have built a strong reputation in
our industry with mutual respect
and trust with our peers, partners,
and customers.

Continual learning. As the industry
continues to evolve, we ensure our
staff are trained and up-to-date
with the latest technologies and
trends.



What il t look ke GNNOVATE

We believe that one of our greatest assets as a partner is the experience of how it will feel to work with Innovate. We value collaboration above all else, and love to work
with our clients to solve the toughest problems.

Dedicated Engagement Owner

Our Digital Trust Practice Manager will be the engagement owner. He will attend all key senior project and stakeholder governance forums and
provide insight and advice from his years of experience, having worked on some of the biggest global digital Identity projects.

Program Delivery Quality Assurance (QA)

Our in-flight Quality Assurance (QA) lead will ensure our delivery is meeting your requirements and maximising value from your investment. This is
not just built into our mindset, but also our delivery models and internal structure. We believe in quality delivery and on-going reviews and
continuous improvement of the program.

Innovate Engagement Reviews

During the regular review process the QA lead will meet with you and any key stakeholders to review findings including details on any risk areas and
any identified key recommendations.

A passionate delivery team
We will have a core delivery team of identity experts that will stay consistent for the duration, and partner with your teams on a daily basis to

problem-solve, present information, negotiate any challenging scenarios to arrive at great outcomes and impacts for ISG whilst having fun along
the way.




G-Cloud| CUSTOMERS AND INNOVATE: OUR PARTNERSHIP

The Journey ahead (iNNOVATE

Innovates Digital Trust Practice is made up of technologists, engineers and operational support staff sourced worldwide with a diverse set of

backgrounds, skills and expertise. We enjoy bringing creative energy and a sense of pride to all our clients and thrive on delivering exceptional quality
on all our engagements.

An effective identity implementation balances People, Process and Technology

A client’s journey with Innovate

. Discovery & Definition __.. Design & Collaborate for Approach Support & Document
Q Define the future of digital Identity 'i'&g!__l Creation of technical & service designs @ Creation of high-quality handover
in their organisation understanding through collaboration with technical and materials and training ensuring
goals and objectives service teams and creation of sustainability of deployed capability
implementation plans through Service Transition and Early Life
Support
O
Analy_sis & Thought.Leadership _ . Objectives & Benefits
@% Identification of optionsand os Aglle Implementation Capability deployed achieving
recommendations prior to agreeing Deployment of capability, pivoting defined objectives and overarching
approach and possible solution designs as required to ensure target state

business benefits



Social Values
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Wellbeing

Innovate is o family-run business,

i;qle are highly valued.
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Social Responsibility

We have run Code Clubs (Raspberry Pi Foundation) at
primary schools to encourage all children into STEM.

We sponsor a grass roots football team to ensure children
have access to healthy lifestyle choices regardless of
background.



Why Innovate?




You're in good company

We work with all industry verticals and sectors
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Innovates Value Proposition

Our practice is built around a team of experts who
specialise in IAM project delivery. We are an
experienced service integrator having used the
proposed model to great success across many of our
enterprise clients who have market leading UK national
brands.

Our team is underpinned by decades of experience in
the industry, tackling some of the most challenging and
complex transformations. We have a range of identity,
transformation and information technology skills in
house at your disposal.

We have direct experience partnering with some of the
biggest brands and organisation in the UK to affect
change.

Here are some of the reasons why:

Collaborative Partnership

Local Industry Experience

Innovation

Trust and Reputation

Cost-effectiveness

Identity Product Expertise and Partnerships

NNOVATE
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Collaborative Partnership

We view our clients as partners and take a
collaborative approach to problem-solving, working
together to develop customised solutions that address
their unique challenges and leverage their strengths,
while building lasting relationships based on mutual
trust and respect.

Identity Product Expertise
and Partnerships

Our in-depth understanding
of identity products,
combined with our strong
relationships with industry
leaders, allows us to
provide best in breed
solutions for our clients
helping them keep pace
with changing technology
landscapes.

Industry Experience

With years of local
experience serving
clients across various
industries, our team
has developed a deep
understanding of the
unique challenges and
opportunities that
businesses face,
enabling us to provide
industry-specific
solutions that drive
success.

Cost-effectiveness

By leveraging our industry
experience and identity
product expertise, we are
able to offer cost-effective
solutions that help our
clients maximise their
return on investment.

/

Innovation

We stay up-to-date with the latest
trends and developments in the identity
space, allowing us to bring innovative
solutions to our clients that help them
stay ahead of the curve.

Trust and Reputation

We have a strong track record of delivering high-quality
solutions and building long-lasting partnerships with our
clients, working with them to understand their unique
needs to deliver tailored solutions that help them
achieve their goals and drive long-term success.



Innovate IT Ltd
5t Floor BLOK, One Castle Park, Bristol. BS2 0JA

%NO VA ’ E Company Number: 04935426
DUNS: 736760997

E-mail: hello@innovate.cloud
Telephone: +44(0)1233 800102

Dear Customer,

We know you’re looking for a partner with strong technical expertise to deliver your vision. As a cybersecurity practice focused solely on identity

security, Innovate excels in guiding clients through complex transformations—from strategy to implementation and support.

Innovate is a trusted partner with a proven track record of delivering successful digital identity transformations for major Government Departments.

Our reputation is founded on the following principles:

Deliver true partnership:. Our goal is to keep conversations open and focused on what really matters to you. We’ve helped organisation succeed in
creating a positive impact for the people the serve.

Position you for the Future: Our solutions stand beyond our engagement with clear roadmaps and robust business markers.

Maximise your investment: People, technology & processes, we will deliver a balanced solution to address your organisation’s needs.

Deployment Experience: Our team is highly experienced, having delivered some of the largest digital identity transformations in both the UK Public
and Private sectors nationally.

Deliver Quality: We recognise delivering a strong robust central secure Identity platform will achieve the quality outcomes needed. Our latest NPS
score is 100+ meaning our customers are highly likely to recommend Innovate.

As one of the UK’s top identity practices, we are excited to show you how we can help you and look forward to discussing our potential partnership.

Yours sincerely,

Paul Rawlinson


mailto:hello@innovate.cloud

CONTACT US

Tel: +44 (0) 1233 800102

Email: hello@innovate.cloud

Web: https://www.innovate.cloud

LinkedIn: innovate-it-Itd
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